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Chapter 4

Digital Transformation in Mechanical 
Engineering: Internet of Things, Machine 
Learning, and Autonomous Systems 

Mustafa Çakır1

Abstract

The Internet of Things (IoT) represents a transformative paradigm in 
modern mechanical engineering and industrial automation, enabling 
physical machinery to evolve into intelligent cyber-physical systems through 
continuous data exchange. The digitalization of traditional mechanical 
systems enables a transformation that, according to documented case studies, 
can reduce equipment downtime by 30-50% and achieve maintenance cost 
savings of up to 40%. This book chapter comprehensively addresses the 
conceptual framework and multi-layered architectural principles of the IoT 
ecosystem within the mechanical engineering domain, spanning device, edge, 
and cloud computing tiers. The primary focus of this study is the integration 
of Machine Learning (ML) algorithms with resource-constrained IoT 
devices and the extraction of actionable features from raw sensor data. In this 
context, the integration of signal processing techniques, such as Fast Fourier 
Transform (FFT) and wavelet analysis for vibration and acoustic signals, 
into ML pipelines is presented through novel architectural frameworks. By 
analyzing the applications of diverse ML paradigms on multi-modal data, 
the chapter thoroughly examines Edge AI, TinyML, and hierarchical sensor 
fusion architectures that overcome the limitations inherent to conventional 
cloud-centric approaches. Practical engineering solutions are exemplified 
through autonomous condition monitoring mechanisms deployed in remote 
scientific facilities with extreme environmental conditions, such as the 
Eastern Anatolia Observatory (DAG). Ultimately, by also discussing data 
privacy, federated learning, and 5G/6G infrastructures, this work provides a 
structured architectural guide demonstrating how IoT and ML integration 
transforms mechanical systems into autonomous decision-support systems.
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1. Introduction

The rapid digitalization of industrial infrastructure is fundamentally 
transforming the nature of mechanical systems. Traditionally, machines 
such as turbines, pumps, compressors, and manufacturing equipment were 
designed as isolated physical assets whose performance was assessed through 
periodic inspection and manual diagnostics (Lee et al., 2015). In modern 
engineering environments, however, these systems are increasingly embedded 
with sensing, communication, and computational capabilities that allow them 
to continuously monitor their operational states and interact with digital 
infrastructures. As a result, mechanical assets are evolving into intelligent 
cyber-physical systems capable of data-driven monitoring, predictive analysis, 
and autonomous decision support (Lin et al., 2017; Kong et al., 2022).

This transformation is largely driven by the convergence of the Internet 
of Things (IoT) and machine learning (ML) (Mohammadi et al., 2017). 
IoT technologies enable large-scale deployment of sensors, embedded 
processors, and networked devices that continuously collect operational data 
from mechanical components, while ML algorithms provide the analytical 
capability to extract patterns, detect anomalies, and generate predictive insights 
from these heterogeneous data streams (Aceto et al., 2021; Dutta & Kant, 
2023). Together, these technologies enable the transition from traditional 
reactive maintenance strategies toward predictive and prescriptive maintenance 
paradigms, significantly improving system reliability, operational efficiency, 
and safety (Cakir et al., 2021).

Within the broader context of Industry 4.0, the integration of IoT and ML 
has become a key enabler of intelligent industrial systems. Applications range 
from vibration-based fault diagnosis in rotating machinery to structural health 
monitoring of infrastructure and autonomous control of robotic platforms 
(Waheed et al., 2020; Abdel-Basset et al., 2020). 

Despite the rapid development of IoT technologies and ML methods, these 
domains are often studied independently. IoT research primarily focuses on 
networking architectures and connectivity solutions, whereas ML research 
emphasizes algorithmic performance and data analytics. In mechanical 
engineering environments, however, intelligent monitoring systems require 
the integration of sensing infrastructures, communication networks, and 
data-driven analytics within a unified framework.

This chapter addresses this need by examining the integration of IoT 
and ML from the perspective of mechanical engineering systems. Rather 
than treating IoT solely as a networking paradigm, the chapter focuses on 
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how distributed sensing infrastructures and intelligent data analytics reshape 
the monitoring, control, and lifecycle management of mechanical assets. 
Particular emphasis is placed on vibration-based condition monitoring, edge 
ML for real-time diagnostics, federated learning (FL) for distributed industrial 
environments, and the deployment of AI-enabled cyber-physical systems in 
smart manufacturing and energy infrastructures.

Although extensive research has been conducted on IoT architectures and 
ML algorithms individually, their integrated application within mechanical 
engineering systems remains comparatively underexplored in the literature. 
Many studies examine IoT primarily from a networking perspective or focus 
on ML purely from an algorithmic standpoint. However, modern mechanical 
infrastructures require a holistic perspective that simultaneously considers 
sensing technologies, mechanical dynamics, communication architectures, and 
intelligent data analytics. This chapter addresses this gap by presenting a unified 
framework that integrates IoT sensing infrastructures with ML pipelines in 
mechanical engineering environments. By synthesizing concepts from cyber-
physical systems, edge computing, TinyML, and predictive maintenance, the 
chapter provides both a conceptual and application-oriented perspective on 
how intelligent monitoring architectures can transform traditional mechanical 
assets into autonomous decision-support systems.

The remainder of this chapter is organized as follows. Section 2 introduces 
the architectural foundations of IoT-enabled mechanical systems. Section 3 
discusses ML techniques and data processing methods for IoT data. Section 
4 reviews representative academic applications, while Section 5 presents 
industrial implementations. Section 6 highlights key challenges and emerging 
research directions, and Section 7 concludes the chapter.

2. Theoretical Framework and Fundamental Concepts

The integration of IoT technologies into mechanical engineering systems 
has led to the emergence of intelligent cyber-physical infrastructures capable of 
continuously sensing, analyzing, and responding to operational conditions. In 
contrast to traditional mechanical monitoring approaches based on periodic 
inspection, modern industrial systems increasingly rely on distributed sensing 
networks, embedded computing platforms, and ML algorithms that operate 
across device, edge, and cloud layers. This architecture enables mechanical 
assets to generate high-resolution operational data streams and transform 
them into actionable intelligence for diagnostics, predictive maintenance, and 
autonomous decision support.
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From a systems perspective, IoT-enabled mechanical infrastructures can be 
described as layered architectures integrating sensing devices, communication 
networks, distributed computing resources, and data analytics platforms. 
Sensors capture physical signals such as vibration, temperature, and strain from 
mechanical assets, while communication layers transfer these data streams to 
processing nodes. Edge and cloud computing infrastructures subsequently 
perform data aggregation, preprocessing, and ML inference to support 
monitoring and decision-making processes.

This layered architecture forms the technological foundation of modern 
intelligent mechanical systems and underpins a wide range of industrial 
applications, including predictive maintenance of rotating machinery, structural 
health monitoring of infrastructure, and real-time monitoring of energy 
systems. Understanding the interaction between these layers is therefore 
essential for designing scalable and reliable AIoT solutions for mechanical 
engineering environments.

2.1. Mechanical Sensing and Data Acquisition

Sensing technologies constitute the physical interface between mechanical 
systems and digital infrastructures. In industrial environments, a wide range 
of sensors are deployed to capture the operational behavior of machines 
and mechanical structures. Among these, vibration sensors are particularly 
important for monitoring rotating machinery such as motors, pumps, turbines, 
and gearboxes, where changes in vibration signatures often indicate early-
stage mechanical faults. Temperature sensors provide critical information 
about friction-induced heating, lubrication conditions, and thermal stress 
in mechanical components, while strain gauges are widely used to measure 
load distribution and structural deformation in bridges, cranes, and other 
load-bearing systems.

The effectiveness of data-driven diagnostics depends strongly on sensor 
placement, sampling frequency, and signal quality. For instance, vibration-
based bearing fault detection typically requires sampling frequencies in the 
kilohertz range to capture high-frequency defect signatures, whereas structural 
health monitoring of civil infrastructure often operates at significantly lower 
frequencies. Consequently, sensor configuration must be carefully designed 
to ensure that the acquired data accurately reflects the dynamic behavior of 
the monitored mechanical system.

Accelerometers are widely used to capture vibration signatures in rotating 
machinery, enabling the detection of faults such as bearing wear, imbalance, 
or shaft misalignment. Strain gauges measure mechanical stress and load 
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distribution in structural components including bridges and industrial 
frames, while thermocouples monitor temperature variations related to 
friction, lubrication conditions, and cooling efficiency. The usefulness of these 
measurements depends strongly on appropriate sampling configurations and 
signal quality (Waheed et al., 2020).

Mechanical monitoring systems typically generate high-frequency time-
series signals whose statistical and spectral characteristics reflect the physical 
state of machinery. Common signal modalities include vibration spectra, 
acoustic emissions, thermal profiles, strain measurements, and electrical current 
signatures. These signals are often analyzed in both time and frequency domains 
using techniques such as Fourier transforms, wavelet analysis, and statistical 
feature extraction. The integration of such signal processing techniques with 
IoT-based sensing infrastructures enables continuous condition monitoring 
and early fault detection in mechanical assets. The interaction between 
mechanical assets, sensing technologies, and signal processing stages in IoT-
based monitoring systems is illustrated in Figure 1.

Figure 1. Multi-modal sensing architecture for IoT-based mechanical condition 
monitoring systems. Mechanical assets generate operational signals captured by 

heterogeneous sensors, which are processed through signal analysis techniques and 
transmitted via IoT gateways for predictive maintenance analytics.

2.2. Layered IoT Architecture

IoT architectures are conventionally modeled in three or five layers. The 
three-layer model comprises the Perception Layer (physical data acquisition), the 
Network Layer (data transmission via IPv6, 6LoWPAN, RPL, and application 
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protocols), and the Application Layer (user-facing services and automation). 
The five-layer model adds a Processing Layer for data preprocessing, feature 
extraction, and ML inference, and a Business Layer for decision support, 
policy enforcement, and operational integration (Lin et al., 2017).

Connectivity technologies provide the communication fabric. Short-range 
protocols (BLE, Zigbee, Wi-Fi HaLow/802.11ah) serve in-building and 
personal area network scenarios, while medium- and long-range technologies 
(LoRaWAN, Sigfox, NB-IoT, LTE-M) address wide-area deployments with 
stringent energy and coverage requirements. High-bandwidth 5G service 
categories (URLLC, mMTC, eMBB) are increasingly used for latency-critical 
and high-density IoT applications. Each technology presents distinct trade-offs 
among energy consumption, range, data rate, and cost that must be evaluated 
against application requirements (Jouhari et al., 2023).

The choice of architectural model has direct implications for system design. 
In resource-constrained deployments where processing must be distributed 
across the device-edge-cloud continuum, the five-layer model provides a 
more accurate representation of data flow and processing responsibilities. 
Modern IoT reference architectures increasingly adopt a device–edge–cloud 
continuum perspective, where the boundaries between layers are fluid and 
workload placement is dynamically optimized based on latency, energy, and 
privacy constraints (Kong et al., 2022).

Architectural decisions also influence security posture. Each layer introduces 
distinct attack surfaces: the perception layer is vulnerable to physical tampering 
and sensor spoofing; the network layer faces eavesdropping, routing 
manipulation, and denial-of-service attacks; and the application layer is exposed 
to injection, authentication bypass, and data exfiltration risks. Effective security 
architecture must therefore adopt a defense-in-depth strategy that addresses 
threats at every layer (Mao et al., 2023).

2.3. Communication Protocols and Standards

2.3.1. Network Layer Protocols

At the network layer, IPv6/6LoWPAN provides header compression and 
fragmentation for constrained IEEE 802.15.4 environments (RFC 6282), 
while RPL (RFC 6550) serves as the standard routing backbone for low-power 
and lossy networks. These protocols collectively enable IPv6 connectivity 
for resource-constrained IoT devices, bridging the gap between traditional 
Internet infrastructure and sensor networks. Recent research has focused on 
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RPL optimizations for dense deployments, including enhanced objective 
functions, mobility support, and security extensions (Darabkh et al., 2022).

LPWAN technologies complement these standards for wide-area 
deployments. LoRa/LoRaWAN provides kilometer-scale coverage at the 
expense of data rate, making it suitable for battery-operated applications such 
as utility metering, asset tracking, and agricultural monitoring. Comprehensive 
studies on LoRaWAN scalability have demonstrated that collision management, 
multi-channel gateways, and data-driven optimization are critical determinants 
of network performance in dense deployments (Jouhari et al., 2023).

The emergence of 5G NR and its evolution toward 6G introduces new 
capabilities including network slicing, which enables the creation of virtual 
network instances tailored to specific IoT use cases. Ultra-reliable low-latency 
communication (URLLC) slices support mission-critical applications such 
as industrial automation and remote surgery, while massive machine-type 
communication (mMTC) slices accommodate the connectivity requirements 
of millions of low-power devices per square kilometer (Mao et al., 2023).

2.3.2. Application Layer Protocols

CoAP (RFC 7252) and MQTT (OASIS v5.0) are among the most 
widely used application-layer protocols in IoT systems. CoAP provides a 
lightweight RESTful communication model optimized for constrained devices, 
typically operating over UDP, while MQTT implements a publish-subscribe 
messaging architecture that supports efficient data exchange in bandwidth-
limited environments. The selection of an appropriate protocol depends on 
application-specific requirements including latency sensitivity, data volume, 
network topology, and energy constraints (Seoane et al., 2021; Silva et al., 
2021). ML approaches applied to IoT environments can be broadly categorized 
into supervised, unsupervised, and reinforcement learning paradigms, as 
illustrated in Figure 2.
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Figure 2. Major ML paradigms and their application domains in IoT-enabled 
mechanical systems. Different ML paradigms enable diverse analytical capabilities, 

including fault classification, anomaly detection, and system optimization.

2.4. Edge, Fog, and Cloud Computing Integration

Modern IoT solutions operate along a device–edge–cloud continuum in 
which data undergoes progressive refinement: edge nodes perform filtering, 
summarization, and anomaly flagging; near-real-time inference occurs at 
fog-layer gateways; deep analytics and model training are executed in the 
cloud; and updated models are cyclically deployed back to edge devices. 
This architecture addresses the bandwidth and latency bottlenecks inherent 
in cloud-centric approaches while enabling the computational depth required 
for complex ML workloads (Kong et al., 2022).

Data processing layers, spanning edge, fog, and cloud tiers, transform raw 
sensor data into information and knowledge. Edge computing processes data 
near its source, minimizing latency and network load; fog computing provides 
intermediate aggregation and analytics at gateways or regional servers; cloud 
computing offers elastic storage and compute resources for large-scale batch 
analytics and model training. Application services, industrial monitoring 
dashboards, industrial automation platforms, predictive maintenance systems, 
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digital twin platforms, deliver value to end users by converting processed data 
into actionable insights through RESTful APIs, MQTT, CoAP, or proprietary 
interfaces (Kong et al., 2022; Shi et al., 2016).

The integration of ML with edge computing has given rise to the 
concept of Edge AI (Zhou et al., 2019), wherein inference, and increasingly, 
incremental training, occurs on devices proximate to data sources. This 
paradigm is particularly relevant for IoT applications where latency, privacy, 
and connectivity constraints preclude cloud-only processing. Key research 
challenges include heterogeneous resource management, workload placement 
optimization, and the co-design of communication and computation to balance 
the energy-latency-accuracy trade-off (Dutta & Kant, 2023).

Fog computing occupies a strategic intermediate position in this hierarchy, 
providing localized data aggregation, protocol translation, and preliminary 
analytics at network edge gateways. In smart manufacturing environments, 
fog nodes can perform real-time quality inspection using computer vision 
models, forwarding only summary statistics and anomaly alerts to cloud 
platforms for trend analysis and model retraining. This hierarchical architecture 
reduces bandwidth consumption by orders of magnitude while maintaining 
sub-millisecond response times for critical control loops (Cakir et al., 2021).

The hierarchical interplay between data processing and ML inference 
across the IoT ecosystem is visually summarized in Figure 3. This multi-
tier architecture illustrates the device-edge-cloud continuum, where raw 
sensor streams and anomaly signals are initially processed at the device layer. 
Filtered data and critical alerts are subsequently escalated to the edge and 
fog layers for near real-time inference, while computationally intensive tasks, 
such as heavy ML model training and global analytics, are reserved for the 
cloud layer. Conversely, the architecture demonstrates a bidirectional flow, 
wherein globally trained ML models and control rules are cyclically pushed 
down to the edge and device layers to continuously update local inference 
capabilities. This distributed approach effectively balances latency, bandwidth, 
and computational constraints in modern IoT deployments.
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Figure 3. Device-Edge-Cloud computing continuum and hierarchical ML architecture. (1) Device 
Layer: Sensors (accelerometers, temperature, acoustic) on physical machinery (motors, pumps, 

turbines) collect raw data. Microcontrollers running TinyML at this layer can perform instant basic 
inferences such as anomaly detection. (2) Edge/Fog Layer: Industrial gateways or on-premise servers 

aggregate, filter, and summarize data from multiple devices, executing more complex ML models (e.g., 
convolutional neural networks) for real-time quality control or predictive maintenance alerts. (3) 

Cloud Layer: Centralized servers provide long-term storage for data from all sites, train deep learning 
models, simulate digital twins, and integrate with enterprise resource planning (ERP) systems. Dashed 

arrows represent the bidirectional flow of information, where updated models and control policies 
trained in the cloud are periodically distributed back to the edge and device layers.
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2.5. Security and Privacy Foundations

IoT security is a systemic design problem arising from the resource 
constraints of embedded devices and their physically distributed deployment. 
Device-level security encompasses secure boot, hardware-rooted trust (TPM, 
HSM), and secure over-the-air (OTA) firmware updates. Network-level 
security involves encryption (TLS/DTLS), secure routing, and intrusion 
detection. Data-level security addresses end-to-end encryption, anonymization, 
data minimization, and differential privacy techniques (Mao et al., 2023).

The expansion of attack surfaces accompanying the growth of edge AI 
and open network architectures (e.g., O-RAN) has intensified research into 
privacy-preserving learning techniques, quantum-resistant cryptographic 
primitives, and lifecycle security management. Security in the IoT-ML context 
extends beyond cryptography to encompass model security concerns including 
adversarial attacks, model poisoning, and model extraction, which require 
dedicated defensive mechanisms at both training and inference stages (Waheed 
et al., 2020).

Regulatory frameworks significantly shape IoT security and privacy 
practices. The EU GDPR and Turkey’s KVKK mandate privacy-by-design and 
minimum-privilege principles that affect every stage of the IoT data lifecycle, 
from collection and processing to storage and deletion. Compliance requires 
not only technical controls but also organizational processes for data impact 
assessments, consent management, breach notification, and cross-border data 
transfer governance (Tanczer et al., 2018).

2.6. Interoperability and Standardization

Interoperability is essential for ensuring that heterogeneous IoT devices, 
communication technologies, and software platforms can operate together 
within a unified system. Industrial IoT environments often integrate 
components from multiple vendors, making standardized communication 
protocols and data models critical for reliable system integration. International 
standardization efforts aim to provide common frameworks that facilitate 
seamless device connectivity, data exchange, and service interoperability across 
diverse deployment scenarios (Lin et al., 2017).

In industrial contexts, OPC UA provides a platform-independent, service-
oriented communication framework with built-in security and information 
modeling capabilities. The Matter standard (formerly CHIP) addresses smart 
home interoperability over IP-based networks. Open-source initiatives such 
as Eclipse IoT and the Linux Foundation’s EdgeX Foundry further contribute 
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to the standardization ecosystem by providing reference implementations that 
lower barriers to interoperable deployments (Jouhari et al., 2023).

Semantic interoperability, the ability of systems to not only exchange 
data but to interpret its meaning consistently,remains a significant challenge. 
Common data models such as SensorML, JSON-LD, and the W3C Web of 
Things (WoT) Thing Description vocabulary aim to provide machine-readable 
semantic annotations that facilitate automated discovery, composition, and 
integration of IoT services. Achieving semantic interoperability at scale requires 
continued investment in ontology development, metadata standards, and 
automated mapping tools (Waheed et al., 2020).

3. IoT and ML Integration

3.1. Foundations of IoT-ML Synergy

The integration of IoT and ML is grounded in a reciprocal value proposition: 
IoT provides ML algorithms with rich, diverse, and continuously generated 
data streams, while ML enables IoT systems to extract patterns, predictions, 
classifications, and anomaly signals that would be unattainable through rule-
based approaches alone. This synergy manifests at three architectural levels: 
cloud-based centralized learning, edge-based local inference, and distributed/
federated learning across device populations (Mohammadi et al., 2017).

The exponential growth of IoT-generated data, estimated to exceed 73 
zettabytes annually by 2025 across all data sources, with IoT representing a 
substantial and growing share (Reinsel et al., 2018), has rendered traditional 
statistical and threshold-based analysis methods inadequate. ML algorithms, 
by contrast, can adaptively learn complex, non-linear relationships from high-
dimensional sensor data without explicit programming. This capability is 
particularly valuable in IoT contexts where environmental conditions, device 
populations, and usage patterns are continuously evolving, requiring models 
that can generalize across variable operating conditions (Aceto et al., 2021).

The practical realization of IoT-ML integration, however, entails significant 
engineering challenges. IoT data is characteristically noisy, incomplete, 
temporally misaligned, and heterogeneous in format and sampling rate. 
The resource constraints of IoT devices, limited memory, processing power, 
and energy budgets, further constrain the complexity of deployable models. 
Addressing these challenges requires co-design of data pipelines, model 
architectures, and deployment infrastructure, as demonstrated in experimental 
IIoT condition monitoring systems that integrate multi-sensor data acquisition, 
cloud-based ML training, and edge-based inference for predictive maintenance 
(Cakir et al., 2021).
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3.2. ML Techniques for IoT Environments

3.2.1. Supervised Learning

Classification and regression tasks constitute the most prevalent ML 
applications in IoT. Traditional algorithms such as DT, RF, SVM, k-NN, 
and gradient boosting methods have been extensively applied to sensor data 
for tasks including device fault prediction, energy consumption classification, 
and quality control. The work of Cakir et al. (2021) systematically compared 
the performance of SVM, k-NN, RF, DT, and LDA on IIoT-based condition 
monitoring data, providing empirical evidence for algorithm selection in 
industrial predictive maintenance scenarios.

Deep learning (DL) models, including convolutional neural networks 
(CNNs), recurrent neural networks (RNNs), long short-term memory 
networks (LSTMs), and Transformer architectures, have demonstrated superior 
performance on complex IoT tasks such as time-series forecasting, image-based 
quality inspection, natural language processing of IoT logs, and multi-modal 
sensor fusion. Recent advances in vision transformers and foundation models 
have further expanded the applicability of DL to IoT contexts, enabling few-
shot learning and domain adaptation with minimal labeled data (Mohammadi 
et al., 2017).

3.2.2. Unsupervised Learning

Clustering algorithms, including k-means, DBSCAN, and hierarchical 
clustering, are widely applied in IoT networks for device profiling, traffic 
pattern analysis, and anomaly detection. Autoencoders have assumed a 
particularly important role in IIoT environments, where they learn normal 
operational profiles from unlabeled sensor data and flag deviations as potential 
anomalies. This approach is especially valuable given the scarcity of labeled 
fault data in many industrial settings (Aceto et al., 2021).

Dimensionality reduction techniques such as PCA, t-SNE, and UMAP 
facilitate the visualization and analysis of high-dimensional IoT data, enabling 
domain experts to identify clusters, trends, and outliers that may not be apparent 
in raw data. Self-organizing maps (SOMs) and variational autoencoders 
(VAEs) provide additional unsupervised learning capabilities for IoT data 
analysis, particularly in applications where the underlying data distribution 
is complex and multimodal (Mohammadi et al., 2017).

Generative models, including generative adversarial networks (GANs) and 
diffusion models, have recently emerged as tools for IoT data augmentation, 
synthetic data generation, and privacy-preserving data sharing. This approach 
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specifically addresses the class imbalance problem frequently encountered in 
industrial applications. For example, in bearing fault data collection, normal 
operating data is abundant, while data for rare fault types such as early-stage 
bearing wear or cage damage may be extremely limited. GANs can learn 
from the few available fault instances to generate realistic synthetic vibration 
signals for these rare classes. Training sets augmented with such synthetic 
data significantly improve classifier performance in detecting infrequent fault 
types (Dutta & Kant, 2023).

3.2.3. Reinforcement Learning

Reinforcement learning (RL) addresses sequential decision-making 
problems that arise naturally in IoT contexts, including dynamic resource 
management, energy optimization, autonomous navigation, and smart grid 
control. Deep reinforcement learning (DRL) extends RL to high-dimensional 
state spaces, enabling IoT systems to learn complex control policies through 
interaction with their environments. Applications include adaptive traffic signal 
control, autonomous drone path planning, and energy-efficient scheduling 
of IoT device transmissions (Waheed et al., 2020).

Multi-agent reinforcement learning (MARL) is particularly relevant for 
IoT ecosystems where multiple autonomous agents must coordinate their 
actions. In smart manufacturing, MARL-based approaches have been applied 
to collaborative robot coordination, distributed production scheduling, and 
cooperative inventory management. The challenge of non-stationarity, arising 
from the simultaneous learning and adaptation of multiple agents, remains 
an active research area with significant implications for IoT system stability 
and convergence (Aceto et al., 2021).

The integration of RL with digital twin technology represents an emerging 
frontier in IoT-ML research. Digital twins provide high-fidelity simulation 
environments where RL agents can be trained safely and efficiently before 
deployment on physical systems. This approach mitigates the risk of destructive 
exploration in safety-critical IoT applications such as industrial process control, 
autonomous vehicle navigation, and medical device management (Fuller et 
al., 2020).

As summarized in Table 1, the selection of an appropriate ML paradigm in 
IoT environments is fundamentally dictated by data availability, computational 
constraints, and the specific operational objective. Supervised learning 
algorithms, ranging from traditional classifiers to advanced DL architectures, 
excel in predictive forecasting and classification tasks where historical, labeled 
data is abundant. Conversely, unsupervised learning techniques, particularly 
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autoencoders and clustering methods, are indispensable in industrial settings 
where labeled failure data is typically scarce. These methods enable real-time 
anomaly detection by learning baseline operational profiles and flagging novel 
deviations. Finally, reinforcement learning provides a robust framework for 
sequential decision-making, allowing autonomous IoT systems to dynamically 
optimize resource allocation and control policies through continuous interaction 
with their environments. Together, these paradigms offer a comprehensive 
algorithmic toolkit for transforming raw, heterogeneous IoT data streams 
into actionable intelligence.

Table 1. Overview of ML Paradigms and Their Applications in IoT Environments

ML Category Prominent 
Algorithms

Key IoT Application 
Areas

Characteristics & IoT 
Context

Supervised 
Learning

SVM, k-NN, 
RF, DT, DL 
(CNNs, LSTMs, 
Transformers)

Predictive maintenance 
(e.g., bearing fault 
classification), time-
series forecasting, visual 
quality inspection, 
automated disease 
diagnosis.

Highly accurate for 
predictive tasks; DL 
models excel at multi-
modal sensor fusion but 
require significant edge 
computing resources or 
model compression.

Unsupervised 
Learning

K-means, 
DBSCAN, 
Autoencoders, 
PCA, t-SNE, 
Generative 
Models (GANs, 
Diffusion)

Real-time anomaly 
detection, device 
profiling, network 
traffic analysis, synthetic 
sensor data generation, 
dimensionality 
reduction.

Crucial for industrial 
settings where labeled 
failure data is scarce; 
autoencoders efficiently 
learn “normal” 
operational profiles 
to flag novel, unseen 
degradation patterns.

Reinforcement 
Learning

Deep 
Reinforcement 
Learning 
(DRL), 
Multi-Agent 
Reinforcement 
Learning 
(MARL)

Dynamic resource 
management, energy 
optimization, adaptive 
traffic signal control, 
autonomous drone 
navigation, collaborative 
robot scheduling.

Excels in sequential 
decision-making; learns 
optimal control policies 
through environment 
interaction. Increasingly 
integrated with digital 
twins for safe, simulated 
training prior to physical 
deployment.

3.3. Edge ML and TinyML

Conventional cloud-centric ML approaches are not always viable in IoT 
scenarios due to latency, bandwidth, and privacy constraints. TinyML is an 
emerging paradigm that targets ML inference on microcontrollers (MCUs) and 
other resource-constrained embedded devices (Banbury et al., 2020). Model 
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compression techniques, including pruning, quantization (INT8, binary), and 
knowledge distillation, enable the deployment of neural network models on 
devices with as little as tens to hundreds of KB of memory (Sanchez-Iborra 
& Skarmeta, 2020). 

Frameworks such as TensorFlow Lite Micro, Edge Impulse, ONNX 
Runtime, and Apache TVM have made TinyML development increasingly 
accessible. Practical applications include keyword spotting, gesture recognition, 
environmental sound classification, and simple anomaly detection, all operating 
at millisecond-level latency and microwatt-level energy consumption. The 
capability to perform on-device inference eliminates the need for continuous 
network connectivity and cloud processing, making TinyML particularly suitable 
for remote and intermittently connected IoT deployments (Mohammadi et 
al., 2017).

Neural architecture search (NAS) techniques have been adapted to 
automatically discover model architectures that optimize the accuracy-latency-
memory trade-off for specific target hardware. Hardware-aware NAS, in 
particular, takes into account the specific computational characteristics and 
constraints of target MCUs, FPGAs, or edge AI accelerators, producing 
custom-tailored models that outperform manually designed architectures. 
The combination of NAS with model compression techniques represents a 
promising direction for maximizing ML capability within the severe resource 
constraints of IoT devices (Abdel-Basset et al., 2020).

3.4. FL and Distributed ML

FL is a distributed learning paradigm in which IoT devices perform local 
model training and share only model parameter updates, rather than raw 
data, with a central aggregation server (Kairouz & McMahan, 2021). This 
approach addresses privacy and data sovereignty requirements while enabling 
collective learning from distributed data sources. The FedAvg algorithm, 
proposed by McMahan et al., serves as the foundational FL method, with 
subsequent extensions including FedProx, FedMA, and personalized FL 
variants addressing challenges of data heterogeneity and communication 
efficiency (Waheed et al., 2020).

The application of FL to IoT environments introduces specific challenges 
arising from the heterogeneity of participating devices, non-IID (non-
independently and identically distributed) data distributions, variable 
communication bandwidth, and the potential for adversarial participants. 
To concretize the non-IID problem in a mechanical engineering context: 
consider ten identical pumps in a petrochemical plant. Each pump will produce 
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different vibration profiles depending on factors such as the pressure of its 
connected line, the viscosity of the fluid being processed, operating hours, 
and ambient temperature. One pump may handle clean water at low pressure, 
while another pumps a viscous chemical at high pressure. Consequently, the 
local data distributions (vibration frequencies, amplitudes) of each pump 
differ (non-IID). When the classical FedAvg algorithm simply averages model 
updates from these diverse distributions, the resulting global model may 
perform suboptimally for any individual pump. To overcome this, recent 
personalized FL approaches aim to create models that are close to the global 
model but adapted to each device’s local data (Waheed et al., 2020). 

Split learning represents an alternative distributed ML paradigm in which 
different layers of a neural network are executed on different devices, with only 
intermediate activations exchanged between them. This approach can reduce 
the computational burden on IoT devices more effectively than FL for deep 
network architectures, while providing inherent privacy protection through 
the separation of raw data from model parameters. Hybrid approaches that 
combine elements of federated and split learning are actively being explored 
to address the diverse requirements of IoT deployment scenarios (Dutta & 
Kant, 2023).

3.5. Transfer Learning and Pre-trained Models

Transfer learning enables the application of knowledge acquired in one 
domain (source) to a different but related domain (target), mitigating the data 
scarcity that frequently characterizes IoT deployments (Tan et al., 2018). In 
practice, large models pre-trained on extensive datasets (e.g., ImageNet for 
vision, large text corpora for NLP) are fine-tuned on task-specific IoT data, 
often achieving high performance with limited labeled examples. This approach 
has proven particularly effective for industrial visual quality inspection, where 
ImageNet-pretrained CNN models adapted to manufacturing defect detection 
achieve competitive accuracy with as few as tens of labeled images per defect 
category (Mohammadi et al., 2017).

Domain adaptation techniques extend transfer learning to scenarios where 
the statistical distributions of source and target domains differ significantly. 
Unsupervised domain adaptation methods, including domain-adversarial 
training, maximum mean discrepancy minimization, and optimal transport-
based alignment, have been successfully applied to IoT contexts such as 
cross-machine fault diagnosis, cross-environment activity recognition, and 
cross-patient health monitoring (Aceto et al., 2021).
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The recent advent of foundation models and large language models (LLMs) 
has introduced new possibilities for transfer learning in IoT. Pre-trained LLMs 
can serve as general-purpose reasoning engines that interpret natural language 
queries about IoT system status, generate diagnostic reports from sensor 
data, and provide conversational interfaces for non-expert users. Multimodal 
foundation models that process both sensor signals and textual descriptions 
represent a particularly promising frontier for integrated IoT-AI systems 
(Zhang & Tao, 2020).

3.6. Data Preprocessing and Feature Engineering

The quality and representativeness of input data fundamentally determine 
ML model performance in IoT applications. Preprocessing stages, including 
missing data imputation, noise filtering, normalization, temporal alignment, 
and outlier removal, are critical for transforming raw sensor streams into 
model-ready features. Windowing techniques (sliding, tumbling, hopping) 
are commonly applied to time-series IoT data to create fixed-length feature 
vectors from continuous data streams (Aceto et al., 2021).

Feature engineering for IoT data encompasses both time-domain 
features (statistical moments, zero-crossing rates, peak-to-peak values) and 
frequency-domain features (spectral components, cepstral coefficients, wavelet 
decompositions). In the IIoT context, Cakir et al. (2021) demonstrated that 
careful feature extraction from vibration, temperature, acoustic emission, 
and current sensor data is essential for achieving high classification accuracy 
in bearing fault diagnosis, highlighting the importance of domain-specific 
feature engineering in IIoT applications.

Automated feature engineering and AutoML techniques are increasingly 
being applied to IoT datasets to reduce the need for manual feature design. 
Tools such as auto-sklearn, H2O, and Google AutoML can automatically 
search over feature transformations, algorithm selections, and hyperparameter 
configurations to identify optimal ML pipelines for specific IoT tasks. However, 
the computational cost of exhaustive AutoML searches may be prohibitive for 
resource-constrained IoT environments, necessitating efficient search strategies 
and hardware-aware optimization (Dutta & Kant, 2023).

In mechanical IoT applications, signal processing techniques play a critical 
role in transforming raw sensor data into informative features. Vibration signals 
from rotating machinery are commonly analyzed using fast Fourier transform 
(FFT) to identify characteristic fault frequencies associated with bearing 
defects, gear mesh irregularities, or shaft misalignment. Time–frequency 
methods such as short-time Fourier transform (STFT) and wavelet transforms 
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are frequently employed to capture transient behaviors and non-stationary 
vibration patterns. These signal-processing techniques provide domain-
informed features that significantly enhance the performance of ML models 
used in predictive maintenance and fault diagnostics. A typical signal processing 
workflow used in IoT-based monitoring systems is presented in Figure 4.

Figure 4. Signal processing and feature extraction pipeline for ML-based mechanical 
condition monitoring. Raw sensor signals undergo preprocessing, spectral analysis, and 

feature extraction before being used by ML models for fault detection and predictive 
maintenance.

4. Academic Applications in Mechanical Systems

The application of IoT and ML technologies in mechanical engineering 
systems typically follows a layered data-to-decision pipeline. Mechanical 
assets equipped with distributed sensors continuously generate operational 
data, which are subsequently processed through ML pipelines to extract 
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actionable insights for engineering decision-making. As illustrated in Figure 
5, this architecture connects physical mechanical systems with IoT sensing 
infrastructures, data-driven analytics, and intelligent operational control 
mechanisms.

Figure 5. Conceptual architecture of AIoT applications in mechanical engineering 
systems. Mechanical assets such as autonomous vehicles, industrial machinery, and 
infrastructure systems are instrumented with IoT sensors that collect operational 
data including vibration, strain, temperature, and motion signals. These data 

streams are processed through ML pipelines that perform feature extraction, anomaly 
detection, and predictive analytics. The resulting insights support engineering decision-
making processes such as predictive maintenance scheduling, safety interventions, and 

autonomous control adjustments.
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4.1. Autonomous Vehicles and UAV Dynamics

Autonomous ground vehicles and unmanned aerial vehicles (UAVs) 
represent complex cyber-physical systems in which mechanical dynamics, 
sensing technologies, and ML algorithms converge. Modern UAV platforms 
are equipped with dense IoT sensor suites that continuously generate telemetry 
data, including multi-axis acceleration, gyroscopic orientation, vibration 
signatures, motor currents, and environmental parameters. These data streams 
provide real-time insight into the mechanical state of propulsion systems, 
flight structures, and onboard components. ML techniques are increasingly 
employed to analyze this high-dimensional telemetry data in order to detect 
anomalies, optimize flight control policies, and predict component degradation 
before mechanical failure occurs.

In addition to navigation and control, IoT-enabled UAVs are widely used 
for industrial inspection tasks involving mechanically complex infrastructure 
such as wind turbines, bridges, pipelines, and power transmission lines. 
Vibration patterns, structural responses, and visual inspection data collected by 
UAV-mounted sensors can be analyzed using deep learning models to identify 
structural damage, surface defects, or mechanical fatigue. Reinforcement 
learning methods are also being explored for adaptive flight control and 
autonomous inspection path planning in dynamic environments. Ensuring the 
reliability and safety of these autonomous systems requires real-time anomaly 
detection algorithms capable of operating under strict latency constraints 
while maintaining robustness against cyber-physical disturbances (Waheed 
et al., 2020).

4.2. Structural Health Monitoring (SHM) in Smart Infrastructure

SHM represents one of the most important intersections between 
mechanical engineering principles and IoT-enabled sensing technologies. 
In modern smart infrastructure systems, wireless IoT sensor networks are 
deployed on critical mechanical and structural assets such as bridges, cranes, 
railways, and high-rise buildings to continuously monitor their mechanical 
integrity. These sensing systems typically collect multi-modal data including 
strain measurements, load distribution, displacement, acceleration, and low-
frequency vibration signals that reflect the dynamic behavior of the structure 
under operational conditions.

The continuous acquisition of such sensor data enables engineers to analyze 
structural responses in both time and frequency domains, facilitating early 
detection of fatigue damage, stiffness degradation, or resonance-related 
anomalies. ML techniques are increasingly integrated into SHM pipelines 
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to process large volumes of streaming sensor data and automatically identify 
abnormal structural patterns. Unsupervised learning methods, such as 
clustering algorithms and autoencoders, are particularly useful for learning 
baseline operational signatures of structures and detecting deviations from 
normal behavior without requiring labeled failure data.

IoT-enabled SHM systems therefore enable a shift from traditional periodic 
inspection practices toward continuous condition-based monitoring. By 
detecting early-stage mechanical degradation before it evolves into catastrophic 
failure, these systems significantly improve infrastructure safety, reduce 
maintenance costs, and extend the operational lifetime of critical civil and 
industrial structures (Lin et al., 2017).

4.3. Human-Machine Interaction and Operator Safety

Human–machine interaction in modern industrial environments represents 
a critical interface between mechanical systems, sensing technologies, and 
intelligent data analytics. In smart factories and advanced manufacturing 
facilities, human operators increasingly work alongside automated machinery, 
collaborative robots (cobots), and autonomous production systems. Ensuring 
safe and efficient interaction between humans and mechanical equipment 
requires continuous monitoring of operator movements, machine states, 
and environmental conditions through IoT-enabled sensing infrastructures.

Wearable sensors, vision-based monitoring systems, inertial measurement 
units (IMUs), and proximity sensors generate real-time data describing human 
posture, motion trajectories, and spatial relationships between operators and 
mechanical equipment. ML algorithms applied to these heterogeneous data 
streams enable accurate human activity recognition, gesture interpretation, and 
predictive modeling of operator behavior. These capabilities allow industrial 
control systems to dynamically adapt machine operations by reducing robot 
speed, adjusting tool trajectories, or triggering emergency stops when unsafe 
interactions are detected.

Such IoT-enabled human–machine interaction frameworks significantly 
enhance workplace safety while enabling more flexible and collaborative 
production environments. By integrating mechanical system monitoring 
with intelligent perception of human behavior, these systems support the 
development of adaptive manufacturing environments in which humans and 
automated machinery can operate safely within shared workspaces (Abdel-
Basset et al., 2020).
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4.4. IIoT and ML-Based Predictive Maintenance

Predictive maintenance represents one of the most impactful applications 
of Industrial Internet of Things (IIoT) technologies in mechanical engineering 
(Carvalho et al., 2019). Traditional maintenance strategies, including reactive 
maintenance and time-based preventive maintenance, often lead to unnecessary 
downtime or unexpected equipment failures. In contrast, predictive maintenance 
systems leverage IoT-enabled sensing infrastructures and ML algorithms to 
continuously monitor the operational condition of mechanical assets and 
anticipate potential failures before they occur (Zonta, 2020).

In modern industrial environments, rotating machinery such as motors, 
pumps, turbines, compressors, and gearboxes are equipped with distributed 
sensor networks that collect vibration signals, temperature measurements, 
acoustic emissions, and electrical current data. These multi-modal sensor 
streams provide valuable insights into the mechanical health of equipment 
components, including bearings, shafts, gear trains, and lubrication systems. By 
analyzing these signals through advanced feature extraction and ML models, 
predictive maintenance systems can identify subtle degradation patterns 
associated with bearing wear, gear tooth damage, imbalance, misalignment, 
and lubrication deficiencies.

ML models, including random forests, support vector machines, deep 
neural networks, and hybrid anomaly detection frameworks, are widely 
applied to condition monitoring data in order to classify fault types and 
estimate remaining useful life (RUL) of critical components. The integration 
of these predictive models with IoT-based monitoring infrastructures enables 
maintenance scheduling to be dynamically optimized based on real-time 
equipment conditions. This data-driven maintenance paradigm reduces 
operational costs, minimizes unplanned downtime, and significantly improves 
the reliability and safety of industrial mechanical systems (Cakir et al., 2021).

Recent advances in digital twin technologies further enhance predictive 
maintenance capabilities by creating virtual replicas of physical machinery 
that evolve in parallel with their real-world counterparts (Sun et al., 2025). 
These digital twins integrate real-time sensor data, physics-based models, 
and ML algorithms to simulate system behavior under varying operational 
conditions. As a result, engineers can evaluate maintenance strategies, predict 
failure scenarios, and optimize operational parameters without interrupting 
physical production processes.
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4.5. Defense Robotics and Extreme Environments (DAG 
Observatory)

Beyond traditional industrial monitoring, the integration of TinyML 
and hierarchical sensor fusion represents a critical frontier for mechanical 
infrastructure in extreme and isolated environments (Somvanshi et al., 2025). 
In settings exemplified by the Eastern Anatolia Observatory (DAG), harsh 
weather conditions prevail and continuous broadband connectivity is often 
unavailable. Instead, a hierarchical sensor fusion architecture powered by 
TinyML enables microcontrollers at the edge to locally process multi-modal 
data, including vibration, temperature, and atmospheric seeing conditions 
(Chaoraingern & Numsomran, 2025).

By performing initial inference and anomaly detection directly on the 
sensor nodes, only critical alerts are transmitted via scalable, low-bandwidth 
protocols such as LoRaWAN (Jouhari et al., 2023). This localized intelligence 
is essential for automated dome control and the predictive maintenance of 
heavy telescope mechanics, ensuring the autonomous operation of sensitive 
optical equipment. This hierarchical sensor fusion and TinyML-based local 
inference architecture (Somvanshi et al., 2025) is visualized in Figure 6.
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Figure 6. Hierarchical sensor fusion and TinyML-based local inference architecture in extreme 
environments (e.g., DAG Observatory). At the Eastern Anatolia Observatory (DAG, 3200 m 
altitude), the telescope dome and mechanical components must operate in conditions reaching 
-30°C, heavy snowfall, and intermittent internet connectivity. As illustrated: (1) Vibration, 
temperature, humidity, and atmospheric seeing sensors on the dome generate continuous data 

streams. (2) These sensors are connected to a local microcontroller (e.g., ARM Cortex-M based) 
inside the dome. (3) A TinyML model running on this microcontroller (e.g., with TensorFlow Lite 

Micro) processes sensor data in real-time, distinguishing between “normal operational profiles” 
and “anomalies” (e.g., unexpected vibration increase in a mechanical component, risk of freezing). 

(4) Only when an anomaly is detected or critical thresholds are exceeded is a low-bandwidth 
alert message transmitted via LoRaWAN to the main observation center or cloud. This approach 

conserves energy and bandwidth by eliminating the need for continuous data transmission.

5. Industry Applications of Cyber-Physical Systems

The overall industrial AIoT architecture integrating sensing infrastructures, 
edge gateways, and cloud-based analytics platforms is illustrated in Figure 7.
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Figure 7. Industrial AIoT architecture integrating sensor networks, edge computing, 
and cloud-based analytics in smart manufacturing environments. Industrial machines 

are monitored through sensor networks whose data are processed at edge gateways 
and analyzed in cloud platforms to support predictive maintenance and digital twin 

applications.

5.1. Smart Manufacturing and Quality 4.0

The IIoT constitutes the backbone of the smart factory concept, enabling 
the comprehensive digitalization of production machinery and assembly lines 
(Dutta & Kant, 2023). Real-time kinematic monitoring, automated quality 
control, and digital twins are the primary application areas. The evolution 
from condition-based maintenance to prescriptive maintenance represents the 
next frontier in this domain (Cakir et al., 2021). While predictive maintenance 
forecasts when a mechanical failure is likely to occur, prescriptive maintenance 
goes further by recommending specific maintenance actions, such as replacing 
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a specific gear or adjusting spindle speeds, which optimize the trade-off 
between maintenance costs and production downtime.

5.2. Energy Machinery and Turbomachinery

In the energy sector, mechanical engineering intersects with IoT to optimize 
the performance of heavy power generation equipment. Wind turbines, gas 
compressors, and hydroelectric generators are equipped with dense sensor 
arrays to monitor rotor dynamics, blade fatigue, and gearbox health. ML-
based models analyze this operational data to detect aerodynamic imbalances 
and mechanical stress, thereby improving grid efficiency and preventing 
catastrophic equipment failures (Dutta & Kant, 2023). Furthermore, edge 
computing allows for real-time load balancing adjustments directly at the 
turbine control unit.

5.3. Autonomous Intralogistics and Fleet Dynamics

The digitalization of supply chains heavily relies on the automation of 
material handling equipment. Automated Guided Vehicles (AGVs), robotic 
forklifts, and smart conveyor systems form an interconnected mechanical fleet 
that relies on IoT telemetry for coordination. ML algorithms process real-
time positioning and load data to optimize path planning, prevent mechanical 
collisions, and manage the fleet’s battery degradation cycles (Kong et al., 2022).

5.4. Biomechatronics and Healthcare 4.0

The principles of Industry 4.0 are increasingly intersecting with the 
medical sector to create the Healthcare 4.0 paradigm, particularly in the 
manufacturing and monitoring of smart medical devices and biomechatronic 
systems (Aceto et al., 2021). IoT-enabled prosthetics and surgical robots 
continuously generate kinematic and force-feedback data. Furthermore, ML 
algorithms applied to clinical data are proving vital for predictive healthcare; 
for instance, identifying predictive biomarkers from preoperative laboratory 
data helps foresee complications such as new-onset postoperative atrial 
fibrillation following complex mechanical interventions like coronary artery 
bypass grafting. Beyond device-level monitoring, ML pipelines processing 
clinical sensor and laboratory data similarly exemplify the IoT-ML continuum 
(Akbulut, Cakir et al., 2025).
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6. Challenges and Future Directions

6.1. Technical Challenges

6.1.1. Scalability

Scalability remains a fundamental challenge for large-scale IoT deployments 
in industrial environments where thousands of sensors continuously generate 
operational data. Managing data transmission, processing, and storage across 
such distributed infrastructures requires efficient communication protocols, 
scalable data processing pipelines, and adaptive resource allocation strategies. 
Edge computing and hierarchical system architectures are increasingly adopted 
to distribute workloads across device, edge, and cloud layers while maintaining 
reliable system performance.

The scalability challenge extends to ML model management in large IoT 
deployments. Maintaining, updating, and monitoring thousands or millions of 
deployed ML models across heterogeneous device populations requires robust 
MLOps (Machine Learning Operations) infrastructure adapted to IoT-specific 
constraints. Model versioning, A/B testing at the edge, automated retraining 
triggers, and model performance monitoring are essential capabilities that 
must be implemented within the bandwidth and compute constraints of IoT 
networks (Kreuzberger et al., 2023).

Data management at IoT scale presents additional challenges including 
storage cost optimization, data quality assurance, and efficient query processing 
across distributed, heterogeneous data stores. Time-series databases, stream 
processing frameworks, and data lake architectures have been developed to 
address these challenges, but their deployment in resource-constrained edge 
environments requires significant adaptation and optimization (Abdel-Basset 
et al., 2020).

6.1.2. Energy Efficiency and Latency

Energy efficiency and communication latency are critical design constraints 
in IoT-enabled mechanical monitoring systems. Many sensing devices operate 
in remote environments with limited power availability, requiring low-
power hardware platforms, adaptive sensing strategies, and energy-efficient 
communication protocols. At the same time, real-time monitoring applications 
demand low latency for anomaly detection and control actions, making edge 
computing architectures essential for processing time-critical data close to 
the source.
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The energy cost of ML inference on IoT devices represents an increasingly 
important design consideration. While TinyML techniques have dramatically 
reduced the computational requirements of inference, the energy consumed 
by neural network execution can still dominate the overall energy budget 
of battery-powered IoT devices. Hardware-software co-design approaches 
that jointly optimize model architecture, inference engine, and processor 
microarchitecture offer promising paths to further energy reduction (Dutta 
& Kant, 2023).

Emerging energy harvesting technologies, including solar, piezoelectric, 
thermoelectric, and RF energy harvesting, promise to enable perpetually 
powered IoT devices that eliminate battery replacement requirements entirely. 
However, the intermittent and variable nature of harvested energy introduces 
new challenges for ML workload scheduling, model update management, and 
communication protocol design that must be addressed through energy-aware 
system design (Mao et al., 2023).

6.1.3. ML Model Adaptation to IoT Constraints

Running large ML models on memory- and compute-constrained IoT 
devices requires advanced model compression, quantization, and efficient 
inference techniques. Distributing model updates over limited bandwidth, 
handling concept drift (systematic changes in data distribution over time), 
and managing the full model lifecycle (MLOps for IoT) remain open research 
challenges. The work of Cakir et al. (2021) on comparing multiple ML 
algorithms under real IIoT conditions highlights the importance of practical, 
hardware-aware algorithm selection in industrial deployments.

Concept drift, the phenomenon whereby the statistical relationship between 
input features and target variables changes over time, is particularly prevalent 
in IoT environments where operating conditions, environmental factors, 
and equipment degradation continuously alter data distributions. Adaptive 
learning techniques, including online learning, incremental learning, and 
drift detection methods, are essential for maintaining model accuracy over 
extended deployment periods without requiring costly manual retraining 
(Gama et al., 2014).

Model interpretability and explainability are increasingly recognized as 
critical requirements for IoT-ML deployment, particularly in safety-critical 
and regulated domains. Black-box DL models may achieve superior predictive 
accuracy but provide limited insight into the reasoning behind their predictions, 
hindering operator trust and regulatory compliance. A plant engineer or 
operations manager is not satisfied with merely receiving an alert that “Bearing 
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23A will fail”; they demand to know “Why?” This is where XAI (Explainable 
AI) techniques become essential. For instance, SHAP (SHapley Additive 
exPlanations) values quantify the contribution of each input feature to a 
specific prediction. In a predictive maintenance scenario, SHAP analysis might 
reveal that the model’s failure prediction is primarily driven by a 15% increase 
in the second harmonic component of the vibration spectrum and a 5°C 
temperature rise. This insight enables the engineer to understand the root cause 
(e.g., lubrication deficiency in the bearing) and take appropriate corrective 
action. LIME (Local Interpretable Model-agnostic Explanations) creates a 
local explanatory model by perturbing the input data to show which factors 
most influence the prediction. These techniques are becoming indispensable, 
particularly in safety-critical systems (e.g., unmanned aerial vehicles, nuclear 
power plants), for building operator trust and ensuring regulatory compliance 
(Arrieta et al., 2020).

6.2. Security, Privacy, and Ethical Concerns

Security in IoT-ML systems spans device security (secure boot, OTA updates), 
data security (end-to-end encryption, anonymization), and network security 
(DDoS protection, intrusion detection). ML models introduce additional 
attack vectors including adversarial examples that cause misclassification, model 
poisoning attacks that corrupt training data, and model extraction attacks that 
steal intellectual property. Developing robust defenses against these threats 
requires a holistic approach that integrates security considerations into every 
stage of the ML pipeline, from data collection through model deployment 
and monitoring (Mao et al., 2023).

Privacy-preserving ML techniques, including differential privacy, secure 
multi-party computation, homomorphic encryption, and trusted execution 
environments, provide formal guarantees against information leakage while 
enabling useful computation on sensitive IoT data. However, these techniques 
typically impose computational overhead that may be prohibitive for resource-
constrained IoT devices, necessitating careful trade-off analysis between privacy 
protection levels and system performance (Waheed et al., 2020).

Ethical concerns surrounding IoT-ML systems encompass algorithmic bias, 
surveillance overreach, and the digital divide. ML models trained on biased 
data may perpetuate or amplify existing inequalities when deployed in IoT 
systems that affect public services, healthcare delivery, or law enforcement. 
The pervasive sensing capabilities of IoT infrastructure raise fundamental 
questions about the appropriate boundaries of data collection and automated 
monitoring. Addressing these concerns requires interdisciplinary collaboration 
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between technologists, ethicists, policymakers, and affected communities to 
develop governance frameworks that balance innovation with human rights 
protection (Tanczer et al., 2018).

6.3. Standardization and Economic Challenges

The IoT-ML ecosystem remains fragmented, with interoperability challenges 
arising from the diversity of device platforms, communication protocols, 
data formats, and ML frameworks. Standardization efforts by IETF, OASIS, 
oneM2M, OPC Foundation, and industry consortia continue to advance, 
but achieving comprehensive interoperability across the full IoT-ML stack 
remains a distant goal. The development of standardized ML model exchange 
formats (e.g., ONNX), benchmark datasets, and evaluation protocols would 
accelerate progress toward interoperable and reproducible IoT-ML solutions 
(Lin et al., 2017).

Economic barriers to IoT-ML adoption include high initial investment 
costs, ROI uncertainty, and the scarcity of skilled professionals who combine 
domain expertise with ML engineering capabilities. Small and medium 
enterprises (SMEs) face particular challenges in justifying IoT-ML investments 
and building the organizational capabilities needed for successful deployment. 
Addressing these barriers requires industry-academia partnerships, workforce 
development programs, and government incentive mechanisms that lower 
adoption barriers and distribute innovation benefits more broadly (Aceto et 
al., 2021).

Data governance and sovereignty challenges add further complexity to IoT-
ML deployment. Data localization requirements, cross-border data transfer 
restrictions, and sector-specific data handling regulations (GDPR, KVKK, 
HIPAA) create a complex compliance landscape that varies by jurisdiction and 
industry. IoT-ML architectures must be designed with regulatory compliance as 
a first-class architectural concern, incorporating privacy-by-design principles, 
audit trail capabilities, and flexible data governance policies (Tanczer et al., 
2018).

6.4. Future Directions

6.4.1. AIoT and Foundation Models

The convergence of AI and IoT (AIoT) is expected to accelerate with 
the maturation of FL, TinyML, autonomous IoT systems, and foundation 
models. Large language models (LLMs) and multimodal foundation models 
are emerging as potential interfaces for IoT system management, enabling 
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natural language querying of sensor data, automated report generation, and 
conversational interaction with complex IoT infrastructure. The adaptation 
of these models for IoT-specific tasks, including sensor data interpretation, 
fault diagnosis explanation, and maintenance procedure generation, represents 
a significant research opportunity (Zhang & Tao, 2020).

The concept of self-supervised pre-training for IoT sensor data is gaining 
traction, with the goal of learning general-purpose sensor data representations 
that can be fine-tuned for diverse downstream tasks with minimal labeled data. 
Time-series foundation models, pre-trained on large collections of sensor data 
from diverse domains, could dramatically reduce the data and engineering effort 
required to deploy ML in new IoT applications (Mohammadi et al., 2017).

Neuromorphic computing, inspired by the architecture and operating 
principles of biological neural systems, offers a fundamentally different 
approach to edge AI that promises orders-of-magnitude improvements in 
energy efficiency for event-driven IoT processing. Spiking neural networks 
(SNNs) running on neuromorphic hardware can process sparse, asynchronous 
sensor events with minimal energy consumption, making them ideally suited 
for always-on IoT monitoring applications (Dutta & Kant, 2023).

6.4.2. 6G and Advanced Network Infrastructures

Sixth-generation (6G) communication technologies, featuring terahertz 
bands, integrated sensing and communication (ISAC), and AI-native network 
management, will provide the connectivity fabric for next-generation IoT-
ML systems. Network-as-a-sensor capabilities will enable IoT applications 
that extract environmental information directly from communication 
signals, reducing the need for dedicated sensor hardware. AI-driven network 
optimization will automatically adapt resource allocation, routing, and security 
policies to changing IoT traffic patterns and application requirements (Mao 
et al., 2023).

Reconfigurable intelligent surfaces (RIS), non-terrestrial networks (NTN) 
including LEO satellite constellations, and ambient backscatter communication 
represent complementary 6G technologies with significant implications for IoT. 
RIS can enhance coverage and reduce interference in dense IoT deployments; 
NTN can provide ubiquitous connectivity for remote and maritime IoT 
applications; and ambient backscatter enables ultra-low-power communication 
by harvesting energy from existing RF signals (Mao et al., 2023).

The integration of computation, communication, and sensing in 
6G networks will blur the traditional boundaries between infrastructure 
components, creating a converged cyber-physical fabric that seamlessly supports 



Mustafa Çakır  |  87

IoT-ML workloads. This convergence necessitates new architectural paradigms, 
standardization frameworks, and engineering methodologies that are currently 
the focus of intensive international research and pre-standardization activities 
(Mao et al., 2023).

6.4.3. Blockchain, Sustainability, and Autonomous Systems

Blockchain and distributed ledger technologies offer solutions for IoT 
data integrity, provenance tracking, and decentralized trust management. 
Smart contracts can automate IoT service-level agreements, data marketplace 
transactions, and compliance verification without centralized intermediaries. 
However, the computational and energy overhead of blockchain consensus 
mechanisms remains a significant challenge for resource-constrained IoT 
environments, driving research into lightweight consensus protocols and 
off-chain scaling solutions (Jouhari et al., 2023).

Sustainability-focused IoT-ML research addresses energy harvesting 
(solar, piezoelectric, thermoelectric), biodegradable materials for sensor 
packaging, modular and repairable hardware designs, and end-of-life electronics 
recycling. The concept of circular IoT envisions device lifecycles optimized 
for environmental sustainability from design through decommissioning, with 
ML-based optimization of energy consumption, material usage, and waste 
generation at every stage (Waheed et al., 2020).

Autonomous IoT-ML systems that can collect data, update models, make 
decisions, and take actions without human intervention represent the long-
term vision of IoT evolution. Achieving this vision requires advances in 
self-supervised learning, continual learning, robust decision-making under 
uncertainty, and safe exploration, along with governance frameworks that 
ensure appropriate human oversight of autonomous system behavior in safety-
critical and ethically sensitive contexts (Aceto et al., 2021).

7. Conclusion and Recommendations

7.1. General Assessment

As comprehensively examined in this chapter, the integration of IoT 
and ML represents a paradigm shift with the potential to fundamentally 
transform mechanical engineering. Traditional mechanical systems, through the 
concurrent advancement of sensor hardware, communication infrastructure, 
and artificial intelligence algorithms, are evolving beyond mere physical 
assets into cyber-physical systems capable of self-monitoring, prediction, 
and autonomous decision-making.
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The success of this transformation depends on three fundamental pillars: 
(i) Technical competency: Mastery of the entire technology stack, from 
sensor selection and protocol design to ML model development and MLOps 
infrastructure; (ii) Interdisciplinary collaboration: The integrated application 
of mechanical engineering principles with computer science, data science, and 
electronics engineering; (iii) Ethical and regulatory awareness: Incorporating 
societal dimensions such as data privacy, algorithmic transparency, cybersecurity, 
and the digital divide into system design from the earliest stages.

Looking ahead, as foundation models, neuromorphic computing, 6G 
networks, and digital twin technologies mature, the capabilities enabled by 
IoT-ML integration will expand further. In the coming decade, self-optimizing 
smart factories, self-healing infrastructure equipped with real-time structural 
health monitoring systems, and biomechatronic devices that redefine human-
machine collaboration may become commonplace in engineering practice. 
Realizing this vision depends not only on technological progress but also on 
a commitment to responsible innovation, shaped through coordinated efforts 
among academia, industry, and policymakers. The experimental and applied 
research reviewed in this chapter, from IIoT-based condition monitoring 
systems employing multiple ML classifiers (Cakir et al., 2021) to AI-driven 
clinical biomarker prediction (Akbulut, Cakir et al., 2025), demonstrates the 
breadth and depth of IoT-ML integration across diverse application domains. 
These works illustrate that the transition from data collection to actionable 
intelligence requires not only algorithmic sophistication but also careful 
attention to data quality, feature engineering, model selection, and deployment 
architecture.

7.2. Recommendations for Academia

Interdisciplinary research programs that integrate engineering with social 
sciences are essential for addressing the societal and ethical dimensions of 
IoT-ML technology. Universities and research institutions should actively 
participate in standards development organizations (IETF, OASIS, oneM2M) 
to translate academic outputs into international standards. The establishment 
of open-access testbeds and benchmark datasets for IoT-ML protocols, 
security solutions, and energy efficiency techniques would enhance research 
reproducibility and accelerate innovation (Lin et al., 2017).

Graduate education programs should evolve to produce professionals who 
combine deep technical competence in IoT systems engineering and ML with 
awareness of the ethical, legal, and social implications of the technologies they 
develop. Research funding agencies should prioritize projects that address real-
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world IoT-ML deployment challenges through industry-academia partnerships, 
ensuring that academic research maintains relevance to practical application 
needs.

The development of standardized evaluation methodologies and benchmark 
suites for IoT-ML systems would significantly advance the field by enabling 
rigorous, reproducible comparison of competing approaches. Current 
evaluations often employ proprietary datasets, inconsistent evaluation metrics, 
and non-comparable experimental conditions, limiting the ability to draw 
meaningful conclusions from the published literature.

7.3. Recommendations for Industry

Organizations should begin IoT-ML adoption with well-defined pilot 
projects that demonstrate measurable value before scaling to enterprise-wide 
deployments. Edge-cloud hybrid architectures that process latency-critical data 
locally while performing deep analytics in the cloud offer optimal performance-
cost trade-offs for most industrial applications. Device identity management, 
secure firmware updates, and network traffic monitoring mechanisms are 
essential for operational continuity in IIoT-ML deployments (Cakir et al., 
2021).

The adoption of MLOps practices adapted to IoT environments is critical 
for managing the model lifecycle from development through deployment, 
monitoring, and retirement. This includes automated model retraining 
pipelines triggered by concept drift detection, model performance monitoring 
dashboards, and rollback mechanisms for safely managing model updates 
across large device fleets.

Industry collaboration on pre-competitive challenges, including 
interoperability testing, security vulnerability disclosure, and open-source 
tooling development, would accelerate IoT-ML ecosystem maturation while 
reducing individual organizational risk and investment requirements.

7.4. Recommendations for Policy and Regulation

National data protection regulations should be balanced to avoid impeding 
the global interoperability of IoT-ML systems while providing meaningful 
privacy protections. Ethical oversight mechanisms should be developed for IoT-
based surveillance, biometric data collection, and algorithmic decision-making 
processes. Infrastructure investments and subsidies in rural and underserved 
areas would expand IoT-ML technology accessibility and reduce the digital 
divide (Tanczer et al., 2018).
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Regulatory sandboxes that allow controlled experimentation with 
innovative IoT-ML applications under relaxed regulatory requirements can 
accelerate responsible innovation while generating evidence to inform future 
regulatory frameworks. International regulatory harmonization efforts should 
be supported to reduce compliance complexity and enable cross-border IoT-
ML deployment.

Public investment in IoT-ML literacy programs, workforce retraining 
initiatives, and SME adoption support mechanisms would ensure that the 
economic and social benefits of IoT-ML integration are broadly distributed 
across society rather than concentrated in large technology companies and 
early adopters.

7.5. Concluding Remarks

Looking forward, the convergence of IoT with foundation models, 
neuromorphic computing, 6G networks, and digital twin technology promises 
to create intelligent, autonomous, and sustainable cyber-physical systems 
that fundamentally reshape how humans interact with the physical world. 
Realizing this potential will require sustained investment in interdisciplinary 
research, workforce development, standards development, and governance 
frameworks that ensure the benefits of IoT-ML integration are broadly shared 
and responsibly managed.

As detailed in this chapter, the integrated design of IoT and ML with 
mechanical engineering principles enables physical systems to transcend 
passive monitoring, equipping them with data-driven predictive capabilities 
and autonomous decision-making mechanisms. This integration provides 
measurable improvements in industrial efficiency, sustainability, and safety, 
forming the foundation of a paradigmatic shift in the engineering discipline. 
Ensuring that this bridge is secure, ethical, and sustainable requires the 
concurrent advancement of technical innovation, interdisciplinary collaboration, 
and policy development. Through coordinated efforts by academia, industry, 
and policymakers, IoT-ML integration can evolve beyond a technological 
trend to become a fundamental instrument of societal welfare and economic 
development.
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