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On Soz

Yapay zeka, son yetmis yil igerisinde yalnizca bilgisayar bilimlerinin bir
alt aragtirma alani olmaktan ¢ikmig; ekonomi, saglk, egitim, miithendislik,
giivenlik ve sosyal bilimler bagta olmak iizere insan yagaminin hemen her
alanini doniistiiren disiplinlerarast bir paradigma haline gelmistir. Ozellikle
veri Uretim hizindaki arti, hesaplama giiciiniin gelismesi ve Ogrenme
algoritmalarinin olgunlagmasi, yapay zekayi teorik bir arastirma alanindan
giinliik yagamin merkezinde yer alan bir teknolojiye doniigtiirmiistiir.

Ancak yapay zeka alaninda yaganan hizli gelismeler, ¢ogu zaman bu
teknolojilerin altinda yatan kuramsal temellerin goz ardr edilmesine neden
olmaktadir. Oysa glintimiizde kullanilan makine 6grenmesi, derin 6grenme,
biiyiik veri analitigi ve karar destek sistemleri; matematiksel modelleme,
hesaplama kuramu, istatistiksel 6grenme ve optimizasyon gibi koklii bilimsel
birikimlerin iizerine inga edilmistir. Bu nedenle yapay zekayr yalnizca
uygulama boyutuyla degerlendirmek, alanin biitiinciil olarak anlagilmasini
engelleyen 6nemli bir eksiklik olugturmaktadir.

Caligma, yapay zeka, 6grenme kurami ve biiyiik veri paradigmasinin
kuramsal temellerini, giincel uygulama alanlariyla birlikte ele alan
disiplinleraras1 bir bagvuru kaynag: olarak hazirlanmugtir. Kitapta, 6grenen
sistemlerin matematiksel ve hesaplamali altyapisi incelenirken; saglik, siber
giivenlik, sosyal medya analitigi, ¢ok-kipli veri igleme ve veri kithig: altinda
ogrenme gibi gilincel aragtirma alanlarinda gelistirilen yontemler de ayrintili
bigimde degerlendirilmektedir. Boylece yapay zeka, yalnizca algoritmik bir
yaklagim olarak degil, biiyiik 6lgekli veriden bilgi tireten ve farkli disiplinlerde
doniigiim yaratan biitiinciil bir bilimsel paradigma olarak ele alinmaktadir.
Nitekim biiyiik veri paradigmasi, giiniimiiz yapay zeka sistemlerinin
gelisgimini hizlandiran ve 6grenme siireglerini yeniden tanimlayan temel itici

giiglerden biri haline gelmistir.

Bu eser, yalmzca yapay zeka teknolojilerini kullanan bireylere degil; bu
teknolojilerin neden ve nasil galistigini anlamak isteyen aragtirmacilara, lisans
ve lisansiistii 0grencilerine, akademisyenlere ve sektor profesyonellerine de
rehberlik etmeyi amaglamaktadir. Kitabin temel hedefi, okuyucunun yapay
zekaya iligkin kavramsal ve kuramsal altyapisini giiglendirmek, giincel
gelismeleri daha saglikli yorumlayabilmesini saglamak ve gelecekte ortaya
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cikacak teknolojik doniigiimlere bilimsel bir perspektifle yaklagmasina
katkida bulunmaktir.

Yapay zekanin giderek daha fazla otonom karar aldigi, 6grenebildigi ve
insan yagamim gekillendirdigi bir donemde, bu alanin kuramsal temellerini
anlamanin yalnizca akademik bir gereklilik degil, ayn1 zamanda toplumsal
bir sorumluluk oldugu diistintilmektedir. Bu kitabin, yapay zeka, 6grenme
kurami ve biiyiik veri alanlarinda ¢alisan aragtirmacilar, 6grenciler ve sektor
profesyonelleri igin giivenilir bir bagvuru kaynagi olmasi ve gelecekteki
disiplinlerarasi aragtirmalara ilham vermesi amaglanmaktadir.
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Chapter 1

Artificial Intelligence-Based Cyberbullying
Detection and Prevention: Deep Learning
Architectures, Multimodal Analysis, Ethical
Challenges, and Future Directions 3

Sara Naghib Zadeh'
Ziihre Aydin?

Abstract

The rapid growth of social media and digital communication platforms has
significantly increased the prevalence of cyberbullying, online harassment,
and hate speech. Due to the large volume and dynamic nature of online
content, manual monitoring has become insufficient, leading to the growing
use of artificial intelligence (AI)-based detection and prevention systems.
Cyberbullying is not only a technical problem but also a major social and
psychological challenge with serious consequences for individuals and online
communities.

This paper presents a comprehensive review of Al-based cyberbullying detection
approaches, focusing on machine learning, deep learning, and multimodal
analysis techniques. The study examines traditional machine learning methods
alongside advanced deep learning architectures such as CNN, RNN, LSTM,
hybrid CNN-LSTM models, and transformer-based models including BERT.
In addition, the paper discusses multimodal systems that combine textual,
visual, and sentiment-based analysis to improve the detection of implicit and
complex harmful content.

The study also addresses important challenges such as adversarial attacks,
linguistic manipulation, dataset imbalance, algorithmic bias, privacy concerns,
and ethical issues related to automated moderation systems. Furthermore,

1 Dr. Lecture, Halic University, Vocational School, Department of Computer Programming,
ORCID: 0009-0005- 6959-1165.

2 Halic University, Vocational School, Department of Big Data Analytics,
ORCID: 0009-0009-4523-9406
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future directions involving explainable Al, predictive moderation systems,
and human-AlI collaborative frameworks are explored.

The findings indicate that although Al-based systems have significantly improved
cyberbullying detection performance, achieving a balance between technical
accuracy, fairness, transparency, and freedom of expression remains a major
challenge. Future progress in this field will require interdisciplinary approaches
that integrate advanced Al technologies with ethical and humancentered
moderation strategies.

1. Cyberbullying Development in the Digital Environment and
Detection Approaches

With the rapid expansion of communication technologies and the pervasive
influence of social media in everyday life, human interaction has increasingly
shifted from physical environments to digital ecosystems. This transformation
has fundamentally changed the nature of social communication, enabling
instant information exchange, global connectivity, and unprecedented access to
digital platforms. However, alongside these advantages, the same environment
has also facilitated the emergence and rapid spread of harmful online behaviors
such as cyberbullying, online harassment, and hate speech.

One of the most critical factors contributing to cyberbullying is anonymity
in online environments. Anonymity reduces accountability and psychological
inhibition, allowing individuals to express aggressive behaviors that they
would typically avoid in face-to-face interactions. Research has consistently
shown that anonymity plays a central role in increasing the likelihood and
severity of online aggression . In addition, the perceived distance between
users in digital environments further amplifies disinhibition effects, making
cyberbullying more frequent and less controllable compared to traditional
bullying (Al-Ajlan & Ykhlef, 2018; Al-Dabet et al., 2023).

From a psychological and social perspective, cyberbullying has significant
and long-lasting consequences, especially among adolescents. This group is
particularly vulnerable due to their developmental stage, higher dependency
on peer validation, and intensive use of social media platforms. Exposure to
repeated online harassment can lead to serious mental health issues such as
anxiety, depression, reduced self-esteem, social withdrawal, and in extreme
cases, suicidal ideation .Unlike traditional bullying, the digital nature of
cyberbullying ensures continuous exposure, as harmful content can persist
online indefinitely and be accessed repeatedly (Aldreabi, 2024; Alabdulwahab
etal., 2023).

Furthermore, cyberbullying is not an isolated individual behavior but a
complex socio-technical phenomenon influenced by platform design, user
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interaction patterns, and algorithmic content distribution. Recommendation
systems, content virality mechanisms, and social reinforcement loops can
unintentionally amplify harmful content, thereby increasing its visibility and
impact. As illustrated in Figure 1, the rapid expansion of digital communication
environments, combined with anonymity and large-scale social interaction, has
accelerated the spread of cyberbullying and increased the need for Al-based
automated detection systems.

In response to these challenges, automated detection systems based
on machine learning have been introduced as a fundamental solution for
identifying harmful content in large-scale social media environments. These
systems are capable of processing massive volumes of textual data and detecting
linguistic patterns associated with offensive, abusive, or threatening content.
Studies demonstrate that machine learning algorithms perform effectively
in classifying cyberbullyingrelated content, particularly in platforms such as
Twitter where data volume and velocity are high (Muneer & Fati, 2020).

The integration of Natural Language Processing (NLP) techniques
with machine learning further enhances system performance by enabling
more accurate feature extraction from textual data. NLP techniques such as
tokenization, sentiment analysis, and word embedding representations play a
crucial role in improving classification accuracy and contextual understanding

(LeCun et al., 2015).

Despite their effectiveness, traditional machine learning approaches such
as Support Vector Machines (SVM), Naive Bayes, and Random Forest have
inherent limitations. These models rely heavily on manual feature engineering
and often fail to capture contextual dependencies, sarcasm, and semantic
complexity in language. As a result, their performance decreases significantly
in realworld social media environments where language is dynamic, informal,

and context-dependent (Ageel & Kamble, 2022).
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Figure 1. Evolution of Cyberbullying in Digital Environments and AI-Based Detection
Framework



4 | Artificial Intelligence-Based Cyberbullying Detection and Prevention: Deep Learning...

2. Deep Learning Architectures for Cyberbullying Detection

Deep learning represents a significant advancement in machine learning,
enabling the modeling of complex nonlinear relationships through multi-
layer neural network architectures. These models are capable of automatically
extracting hierarchical representations from raw data, eliminating the need
for manual feature engineering and significantly improving classification
performance in complex tasks (LeCun et al., 2015).

In the field of cyberbullying detection, deep learning has become the
dominant methodological approach due to its ability to handle large-scale,
unstructured, and noisy textual data. Table 1 provides a comparative overview
of the most commonly used deep learning architectures in cyberbullying
detection, highlighting their strengths, limitations, and application domains.

2.1. CNN-Based Models

Convolutional Neural Networks (CNNs) are widely used for text
classification tasks due to their ability to capture local patterns and spatial
relationships between words. In cyberbullying detection, CNNs are particularly
effective in analyzing short and informal texts commonly found on social
media platforms. These models can identify local semantic patterns such as
offensive phrases, repeated word structures, and contextual word groupings.
Wang et al. demonstrate that CNN-based models achieve high accuracy in
detecting abusive and offensive language in short social media texts (Wang

etal., 2014).

2.2. RNN and LSTM-Based Models

Recurrent Neural Networks (RNNs) are designed to capture sequential
dependencies in text data, making them suitable for modeling sentence-level
context. However, traditional RNNs suffer from vanishing gradient problems,
which limit their ability to learn long-term dependencies. To address this
limitation, Long Short-Term Memory (LSTM) networks were introduced,
enabling more effective learning of long-range contextual relationships in text
sequences (Meta Transparency Center, 2024; Aldreabi & Blackburn, 2023).

LSTM-based models are particularly effective in detecting subtle linguistic
cues such as implicit aggression and contextual negativity, which are often
overlooked by simpler models.

2.3. Hybrid Architectures

To leverage the strengths of both CNN and RNN architectures, hybrid
models such as CNN-LSTM and CNN-LRCN have been proposed. These
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models combine local feature extraction (CNN) with sequential learning
(RNN/LSTM), resulting in improved classification performance. Empirical
studies show that hybrid architectures significantly outperform traditional
machine learning methods in cyberbullying and toxic content detection tasks
(Meta Transparency Center, 2024; SJ & Cho, 2020).

Hybrid models are particularly effective in handling social media data,
which is typically short, noisy, and linguistically inconsistent.

2.4. Transformer-Based Models

The introduction of transformer architectures has revolutionized
natural language processing. Models such as BERT (Bidirectional Encoder
Representations from Transformers) provide deep contextual understanding
by analyzing text in both forward and backward directions simultaneously.
This bidirectional learning mechanism enables more accurate semantic
representation of language (European Union, 2018).

Pre-trained BERT models have shown strong performance in detecting
cyberbullying, hate speech, and offensive content. These models are especially
effective in handling complex linguistic phenomena such as sarcasm, irony,
and implicit aggression, which are challenging for traditional architectures
(DataTurks, 2018; Mozafari et al., 2019).

Tible 1. Comparison of Deep Learning Avchitectures for Cyberbullying Detection

Architecture Key Idea Strengths Limitations Application Representative
Type in References
Cyberbullying
Detection
CNN-Based Extract local  Efficient feature  Limited ability to Detects [109]
Models features using extraction, strong model long-range abusive words,
convolution for short texts,  dependencies offensive phrases,
filters over text  captures local and short toxic
patterns (e.g., posts in
offensive phrases) social media
RNN /LSTM- Models Captures context  Vanishing Detects [31], [52]
Based Models  sequential and gradient implicit
dependencies in  temporal (RNN), higher  aggression,
text data dependencies, computational  contextual
effective  for  cost (LSTM) negativity,
sentence-level and sequential
understanding linguistic cues
Hybrid Combines Higher accuracy, More Effective for  [31],[97]
Models CNN captures both complex noisy social
(CNN-LSTM, for local and global  architecture, media text and
CNN-LRCN) feature extraction context higher mixed linguistic
and training patterns
RNN/LSTM for cost
sequence

modeling
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Transformer- Uses Captures Computationally = State-of-the-art  [17], [73], [58]
Based Models  self- deep contextual  expensive, performance
(e.g., BERT) attention meaning, handles requires large- in cyberbullying,
mechanism for  sarcasm and scale pretraining  hate speech,
bidirectional implicit hate and offensive
context learning  speech well language
detection

3. Al-Based Security Systems and Future Perspectives in
Cyberbullying Prevention

The rapid expansion of digital communication platforms has created new
challenges for ensuring user safety in online environments. Social media
platforms, messaging applications, and online communities generate vast
amounts of user-generated content every day, making manual monitoring
increasingly difficult. As a result, artificial intelligence (AI)-based security
systems have emerged as essential tools for supporting content moderation,
risk assessment, and cyberbullying prevention efforts (Hussain et al., 2018;
Wang et al., 2021).

Al-based security systems are designed to identify, analyze, and respond to
harmful online behaviors in real time. Unlike traditional moderation approaches
that rely heavily on human reviewers, these systems can continuously monitor
large-scale digital environments and assist platforms in detecting potentially
harmful interactions more efficiently. Automated moderation tools help reduce
response times and improve the scalability of online safety operations (Aqeel

& Kamble, 2022).

One of the most important developments in this area is the integration
of real-time content moderation mechanisms. Modern security frameworks
can automatically flag suspicious content, prioritize high-risk interactions for
human review, and support platform administrators in enforcing community
guidelines. Such systems contribute to creating safer online environments
while reducing the workload of moderation teams (Hussain et al., 2018).

Beyond content moderation, Al technologies are increasingly being used
for behavioral analysis. Rather than focusing solely on individual messages,
advanced security systems can evaluate patterns of user behavior, interaction
frequency, communication networks, and historical activity records. This
broader perspective enables the identification of recurring harmful behaviors
and potential risk factors associated with cyberbullying incidents (Wang et
al., 2021).
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Future security frameworks are expected to become more predictive rather
than purely reactive. Predictive intelligence systems aim to identify behavioral
indicators that may signal the emergence of harmful online interactions before
significant damage occurs. By combining behavioral analytics, social network
analysis, and large-scale data processing, these systems may provide early
warning mechanisms for cyberbullying prevention (Jahan & Oussalah, 2023;
Aqeel & Kamble, 2022).

Another important trend is the development of multimodal Al systems.
Online communication is no longer limited to text-based interactions. Images,
videos, emojis, GIFs, voice recordings, and multimedia content increasingly
shape user communication patterns. Consequently, future cyberbullying
prevention frameworks are expected to incorporate multiple data sources
to achieve a more comprehensive understanding of online behavior. Studies
indicate that multimodal analysis can improve the identification of harmful
content that may not be explicitly expressed through text alone (Wang et al.,
2022).

Large-scale social media platforms also require adaptive security
infrastructures capable of responding to rapidly changing communication
patterns. New forms of online harassment continuously emerge through
evolving slang, coded language, and platform-specific behaviors. Therefore,
future AI security systems must be capable of continuous learning and
adaptation to maintain effectiveness in dynamic digital environments (Weimann
& Masri, 2020).

Despite these advancements, the deployment of Al-based security systems
raises significant ethical and regulatory concerns. Automated moderation
systems may produce biased outcomes, disproportionately affect certain
user groups, or incorrectly restrict legitimate forms of expression. Questions
regarding transparency, accountability, privacy protection, and freedom of
speech remain central challenges in the development of trustworthy Al systems
(Floridi & Cowls, 2019; Hosseini et al., 2017).

To address these concerns, researchers increasingly advocate the adoption
of explainable AI principles. Explainable systems provide greater transparency
regarding how moderation decisions are made, allowing users, platform
administrators, and policymakers to better understand automated outcomes.
Such transparency is essential for building trust and ensuring responsible Al
governance (Hosseini et al., 2017; Selbst et al., 2019).

Several Explainable AI (XAI) techniques have been proposed to improve
transparency in cyberbullying detection systems. Methods such as SHAP



8 | Artificial Intelligence-Based Cyberbullying Detection and Prevention: Decp Learning...

(SHapley Additive exPlanations) and LIME (Local Interpretable Model-
Agnostic Explanations) help identify the most influential features behind model
predictions. In transformer-based architectures, attention-based explanation
methods further enhance interpretability by highlighting words and contextual
patterns that contribute to classification outcomes. These techniques improve
transparency, fairness assessment, error analysis, and user trust in Al-driven
moderation systems (Arrieta et al., 2020; Aldreabi & Blackburn, 2023).

Looking ahead, Al-based security systems are expected to evolve into
integrated digital safety ecosystems that combine real-time monitoring,
predictive risk assessment, multimodal analysis, and human oversight. These
systems will play a critical role in supporting cyberbullying prevention strategies
while balancing technological effectiveness with ethical responsibility and user
rights (Diaz-Garcia & Carvalho, 2024; Wang et al., 2021).

Large Language Models (LLMs) and foundation models have recently
emerged as powerful tools for cyberbullying detection and content moderation.
Models such as GPT, Llama, PalLM, and Claude are capable of understanding
complex linguistic structures, contextual meaning, implicit aggression, sarcasm,
and culturally dependent expressions. Unlike traditional machine learning
systems, LLMs can perform zero-shot and few-shot classification, reducing
the need for taskspecific training datasets. Furthermore, foundation models
can support multilingual moderation and adaptive content analysis across
different online platforms. However, concerns regarding hallucinations, bias,
explainability, computational cost, and ethical governance remain significant
challenges for their large-scale deployment in cyberbullying prevention systems
(Brown et al., 2020; Diaz-Garcia & Carvalho, 2024; Ziems et al., 2023).

Table 2. Emerying AI Approaches in Cyberbullying Prevention

Approach Main Benefit Key Challenge
Predictive Al Early risk detection False predictions
Multimodal Al Detects text and visual High complexity

abuse

Explainable AT (XAI)

Improves transparency
and trust

Limited interpretability

Large Language Models
(LLMs)

Advanced contextual
understanding

Bias and ethical concerns
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4. Impacts of Cyberbullying on Individuals and Society, and Data
and Ethical Challenges

Cyberbullying is not merely a technical issue but a complex social and
psychological phenomenon with far-reaching consequences. At the individual
level, victims of cyberbullying often experience psychological stress, anxiety,
depression, reduced self-esteem, and social isolation. These effects are
particularly severe among adolescents due to their developmental vulnerability
and high exposure to social media platforms (Aldreabi, 2024; Al-Ajlan &
Ykhlef, 2018; Al-Dabet et al., 2023; Alabdulwahab et al., 2023).

One of the most critical characteristics of cyberbullying is the persistence of
digital content. Unlike offline bullying, harmful content in digital environments
can remain accessible indefinitely, leading to repeated exposure and prolonged
psychological harm (Vidgen & Yasseri, 2020; Hussain et al., 2018). In addition,
perpetrators of cyberbullying may also experience negative consequences,
including reduced empathy and normalization of aggressive behavior over
time (Aljalaoud et al., 2022).

At the societal level, cyberbullying contributes to reduced trust in digital
platforms, increased polarization, and decreased social participation. The
bystander effect further exacerbates the issue, as individuals who witness
online aggression often fail to intervene (Al-Dabet et al., 2023; Erliyani,
2021; Gomez et al., 2020).

From a technical perspective, the effectiveness of detection systems depends
heavily on dataset quality. Data scarcity, imbalance, and multilingual variability
remain significant challenges (DiazGarcia & Carvalho, 2024; Selbst et al.,
2019). In addition, real-world social media data is often noisy and unstructured,
which complicates model training (Ashraf et al., 2023; Wulczyn et al., 2017).

Ethical challenges also play a critical role in system design. Key concerns
include privacy protection, false positive detection, algorithmic bias, and
balancing moderation with freedom of expression (Hosseini et al., 2017;
Jahan & Oussalah, 2023; Weidinger et al., 2022). These issues highlight the
need for responsible Al development in this field.

Multimodal systems have shown improved performance compared to text-
only models, especially in detecting meme-based and visually embedded harmful
content (MohammedJany et al., 2023; Weimann & Masri, 2020; Zampieri
et al., 2019). However, their computational complexity and interpretability
remain ongoing challenges. Table 3 summarizes the individual, societal,
technical, and ethical impacts of cyberbullying, along with key challenges in
Al-based detection systems.
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Table 3. Impacts of Cyberbullying and Key Technical & Ethical Challenges in Detection
Systems

Category Sub-Domain Description Key Issues

Individual Impact Psychological effects Anxiety, depression, High vulnerability in
low selfesteem, adolescents
social isolation

Individual Impact Behavioral effects Reduced empathy,  Long-term

normalization of behavioral changes
aggression

Content Persistence of Harmful content Repeated exposure

Characteristics content remains online and psychological
indefinitely harm

Societal Impact Social consequences Reduced trust, Weak bystander
polarization, low intervention
participation

Data Challenges  Data quality Scarcity, imbalance, Poor generalization
multilingual of models
variability

Data Challenges Data structure Noisy, unstructured  Training difficulty

social media data

Ethical Challenges Privacy & fairness  Data protection, Risk of unfair

algorithmic bias decisions
Ethical Challenges Moderation balance Freedom of Over/under
expression vs control moderation risk
Technical Multimodal AT Text + image + High complexity,
Advancement video detection low interpretability

5. AI-Based Preventive Strategies for Cyberbullying Mitigation

Modern approaches to cyberbullying mitigation increasingly focus on
prevention rather than reaction. Al-based systems are now designed to detect
early warning signals and prevent harmful interactions before they escalate
(Aldreabi & Blackburn, 2023; Hussain et al., 2018).

Machine learning models analyze behavioral features such as writing tone,
interaction frequency, and temporal changes in user activity to identify potential
risk patterns (Biggio etal., 2012; LeCun et al., 2015). Deep learning models
with temporal and attention mechanisms further enhance prediction accuracy
by capturing behavioral evolution over time (Hochreiter & Schmidhuber,
1997).

Real-time content moderation systems are widely used in social media
platforms to filter harmful content instantly (DataTurks, 2018; Aldreabi &
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Blackburn, 2023). However, these systems struggle with indirect expressions
such as sarcasm and implicit aggression (McMahan et al., 2017; Weimann
& Masri, 2020).

Transformer-based models such as BERT significantly improve contextual
understanding in preventive systems (Devlin et al., 2019; Mozafari et al., 2019).
Additionally, multilingual models enhance the ability to detect cyberbullying
across different languages and cultural contexts (Muneer & Fati, 2020; Ullah
etal., 2022).

Hybrid human-AI moderation systems are also widely adopted. In these
systems, Al performs initial detection while human moderators handle
ambiguous or sensitive cases (Troop-Gordon et al., 2019; Weidinger et al.,
2022). This improves both accuracy and fairness.

However, challenges such as algorithmic bias, adversarial manipulation,
and over-censorship remain significant issues (Hosseini et al., 2017; Selbst
et al., 2019; Papernot et al., 2016). Therefore, future research focuses on
developing explainable and ethical AI systems.

6. Integration of Humans, Education, and Systems in
Cyberbullying Mitigation

Effective cyberbullying mitigation requires a combination of technological,
educational, and legal strategies. Digital literacy plays a crucial role in reducing
user vulnerability and promoting safe online behavior (Al-Hashedi et al.,
2022; Alabdulwahab et al., 2023).

Human-AlI collaboration is essential because fully automated systems often
struggle with contextual understanding. Hybrid systems combining machine
learning and human supervision provide higher reliability and accuracy (Troop-
Gordon et al., 2019; Aldreabi & Blackburn, 2023).

Human moderators are particularly important for interpreting ambiguous
content such as sarcasm, humor, and culturally specific expressions (Mozafari
et al., 2019; Wang et al., 2022). This reduces misclassification errors and
improves fairness (Weidinger et al., 2022).

At the policy level, regulatory frameworks are increasingly being
implemented to ensure platform accountability and user protection (Erliyani,
2021; Aljalaoud et al., 2022). However, these regulations must balance
security with privacy and freedom of expression (Weidinger et al., 2022;
Selbst et al., 2019).
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7. Cyberbullying Detection Using Machine Learning and Deep
Learning Techniques

The rapid growth of social media platforms and online communication
environments has significantly increased both the volume and complexity
of cyberbullying-related content. Platforms such as Twitter, Instagram,
Facebook, Reddit, TikTok, and YouTube generate massive amounts of user-
generated content every day, making manual moderation impractical and
inefficient (Aldreabi, 2024; Al-Dabet et al., 2023). Consequently, automated
cyberbullying detection systems based on machine learning and deep learning
have become essential tools for maintaining safer online environments.

Traditional machine learning approaches were among the earliest methods
applied to cyberbullying detection. These systems typically rely on handcrafted
linguistic features, including bag-of-words representations, n-grams, term
trequency—-inverse document frequency (TF-IDF), sentiment scores, and
syntactic patterns. Algorithms such as Support Vector Machines (SVM),
Naive Bayes, Logistic Regression, and Random Forest have shown reasonable
performance in offensive language classification tasks (Al-Dabet et al., 2023;

Aqeel & Kamble, 2022).

Despite their effectiveness in structured environments, traditional
machine learning methods face significant limitations in real-world social
media contexts. Online communication often includes slang expressions,
abbreviations, intentional misspellings, sarcasm, emojis, and evolving linguistic
patterns that are difticult to capture through manually engineered features
alone. As a result, these systems frequently struggle to interpret contextual
meaning and semantic dependencies between words (LeCun et al., 2015).

Deep learning approaches have addressed many of these limitations by
enabling automatic feature extraction directly from raw textual data. Neural
network architectures such as Convolutional Neural Networks (CNNs),
Recurrent Neural Networks (RNNs), and Long Short-Term Memory (LSTM)
networks can learn hierarchical representations of language without requiring
extensive manual preprocessing (Meta Transparency Center, 2024; Aldreabi
& Blackburn, 2023).

CNN-based architectures are particularly effective in identifying local
semantic patterns within short social media texts. These models can detect
repeated offensive structures, contextual word combinations, and abusive
linguistic patterns with high accuracy (Wang et al., 2014). In contrast, RNN
and LSTM models focus on sequential dependencies and contextual flow,
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making them more suitable for understanding sentence-level semantics and
long-range contextual relationships.

Hybrid architectures combining CNN and LSTM have demonstrated
superior performance in cyberbullying detection tasks by integrating local
feature extraction with sequential contextual modeling (Meta Transparency
Center, 2024). Such models are particularly useful in noisy and unstructured
social media environments where linguistic information is fragmented and

contextdependent (S] & Cho, 2020).

In recent years, transformer-based architectures such as BERT have
significantly improved the performance of cyberbullying detection systems.
Unlike earlier models, transformers use attention mechanisms to capture
contextual relationships between words more eftectively. BERT-based models
are capable of understanding implicit aggression, hate speech, sarcasm, and
contextsensitive language patterns that are difficult for traditional models to
interpret (European Union, 2018; Mozafari et al., 2019).

Recent advances in Foundation Models and Large Language Models
(LLMs) have introduced new possibilities for cyberbullying detection and
content moderation. Models such as GPT-based systems, LLaMA, PalLM,
and other large-scale transformer architectures are capable of understanding
contextual meaning, implicit aggression, sarcasm, and nuanced harmful
language with greater accuracy than traditional classifiers (Brown et al.,
2020; Diaz-Garcia & Carvalho, 2024). Unlike task-specific models, LLMs
can perform zero-shot and few-shot classification, reducing the need for
extensive labeled datasets and enabling more flexible moderation across diverse
online environments (Brown et al., 2020; Ziems et al., 2023). Furthermore,
LLM-based moderation systems can provide contextual reasoning and assist
human moderators in complex decision-making processes, improving the
detection of subtle and context-dependent forms of harmful content (Diaz-
Garcia & Carvalho, 2024; Ziems et al., 2023). However, concerns regarding
hallucinations, bias propagation, computational cost, privacy, transparency,
and accountability remain important challenges for their deployment in large-
scale moderation environments (Weidinger et al., 2022; OpenAl, 2024).

Another major challenge in this field is multilingual cyberbullying detection.
Social media platforms contain content in multiple languages, dialects, and
writing styles. Studies indicate that models trained on one language often
perform poorly when applied to other linguistic environments, highlighting
the need for multilingual and cross-cultural approaches (Alabdulwahab et al.,
2023; Muneer & Fati, 2020).
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Datasets also play a critical role in the eftectiveness of cyberbullying
detection systems. Public datasets such as “Cyber Trolls,” Tivitter hate speech
datasets, and Reddit comment collections are widely used for model training
and benchmarking (Aqeel & Kamble, 2022; Ashraf et al., 2023). However,
dataset imbalance remains a major challenge because harmful content often
represents only a small fraction of total online communication. This imbalance
can lead to biased classification systems and increased false negative rates
(Selbst et al., 2019).

Moreover, annotation inconsistency presents another significant issue. The
interpretation of cyberbullying often depends on cultural context, social norms,
and subjective judgment, making reliable labeling difticult. Consequently,
researchers increasingly emphasize the importance of balanced, diverse, and
context-aware datasets (Xu et al., 2012).

Despite substantial progress, cyberbullying detection systems are still
imperfect. False positives may incorrectly classify harmless content as abusive,
while false negatives may fail to identify harmful interactions. Such errors
can negatively affect both user trust and platform credibility (Weidinger et
al., 2022). Therefore, current research increasingly focuses on explainable
and fair Al systems that provide more transparent and accountable decision-
making processes (Hosseini et al., 2017; Selbst et al., 2019). Table 4 provides
a comprehensive comparison of traditional machine learning and deep learning
approaches for cyberbullying detection, highlighting their key features,

strengths, limitations, and application domains.

Table 4. Comparison of Machine Learning and Deep Learning Approaches for
Cyberbullying Detection

Category Methods / Key Features Strengths Limitations  Application in
Models Cyberbullying
Detection
Traditional SVM, Naive  Handcrafted  Fast, Poor Basic offensive
Machine Bayes, Logistic features interpretable, — contextual language and
Learning Regression, (TFIDE low understanding, spam detection
Random Forest n-grams, computational limited
sentiment, cost scalability
syntax)
CNN-Based Convolutional Local feature — Strong Weak in Detection of
Deep Neural extraction from performance  longterm abusive phrases
Learning Networks text on short texts, dependencies  in social media
detects local
patterns
RNN /LSTM Recurrent Sequential Captures Vanishing Sentence-level
Models Neural dependency context and gradient, cyberbullying
Networks, modeling semantic flow  higher training detection

LSTM cost
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Hybrid CNN-LSTM, Combines Higher Complex Advanced
Models CNN-LRCN  spatial + accuracy, architecture,  social
sequential robust to noisy computational media text
learning data cost classification
Transformer- BERT and Attention- Strong Requires State-of-the-art
Based Models variants based semantic large data and  cyberbullying
contextual understanding, resources detection
learning handles
sarcasm
Multilingual ~ Cross-lingual ~ Languageag-  Enables Performance  Global social
Challenges models nostic repre-  multilingual drop across media analysis
sentation detection languages
Dataset Issues Imbalanced,  Real-world Reflects real Bias, Training
noisy datasets  social media conditions imbalance, limitation for
data annotation all models
inconsistency

8. Multimodal Approaches and Sentiment-Based Cyberbullying
Analysis

Cyberbullying has extended beyond text-based communication to include
images, videos, memes, emojis, and audio content. Therefore, text-only
detection systems are no longer sufficient for effective identification of harmful

behavior (Ashraf et al., 2023).

Multimodal systems integrate visual and textual information using
computer vision models (e.g., CNNs) and NLP-based architectures such as
RNN, BiLSTM, and transformers (Atoum, 2021). This integration allows
better contextual understanding, especially when offensive meaning arises from
the combination of text and images, such as memes with implicit aggression
(Weimann & Masri, 2020).

Traditional NLP models often fail to capture such implicit forms of
cyberbullying, whereas multimodal approaches significantly improve
classification accuracy by combining multiple information sources (Wang
etal., 2022).

Sentiment analysis further enhances detection by identifying emotional tone,
sarcasm, irony, and passive aggression, which are common in cyberbullying
content (Awan & Zempi, 2017). Emotionaware systems analyze polarity
and contextual sentiment shifts, as identical phrases may differ in meaning
depending on context.

Transformer-based models such as BERT improve sentiment-aware
detection by capturing deep contextual relationships and subtle semantic
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variations (Bastiaensens et al., 2014). However, cultural and multilingual
differences remain a major challenge, as expressions and sarcasm may vary
significantly across languages and societies (Muneer & Fati, 2020; Ullah et
al., 2022).

Despite their advantages, multimodal systems face challenges such as
high computational cost, feature fusion complexity, and limited datasets.
In addition, their interpretability remains limited, which raises concerns
regarding transparency in automated moderation systems (Hosseini et al.,
2017; MohammedJany et al., 2023).

Overall, multimodal and sentiment-aware approaches are considered
essential for next-generation cyberbullying detection systems due to their
ability to capture both emotional and contextual dimensions of online
communication (Zampieri et al., 2019). Figure 2 illustrates the overall
tframework of multimodal and sentiment-based cyberbullying detection,
including input modalities, feature extraction, multimodal fusion, sentiment
analysis, and final classification stages.

Multimodal and Sentiment-Based Cyberbullying Detection Framework
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Figure 2. Multimodal and Sentiment-Based Cyberbullying Detection Framework
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9. Evasion and Abuse of Cyberbullying Detection Systems

As cyberbullying detection systems become increasingly sophisticated,
malicious users continuously develop new techniques to evade automated
moderation mechanisms. These strategies are designed to bypass detection
algorithms, manipulate classification outcomes, and reduce the eftectiveness of
Al-based content moderation systems. Consequently; evasion and abuse have
emerged as significant challenges in the development of reliable cyberbullying
detection technologies (Weimann & Masri, 2020; Weidinger et al., 2022).

One of the most common evasion strategies is text obfuscation. Users
intentionally modify offensive words through misspellings, character
substitutions, spacing alterations, and symbol insertion. For example, abusive
terms may be disguised by replacing letters with numbers or special characters.
Such modifications can make harmful content difticult for automated systems
to recognize while remaining understandable to human readers. Obfuscation
techniques are particularly effective against systems that rely heavily on keyword
matching and surface-level textual features (Mozafari et al., 2019; Weimann
& Masri, 2020).

Adversarial attacks represent a more sophisticated form of system
manipulation. In adversarial attacks, malicious users deliberately construct
inputs designed to deceive machine learning models. Small and seemingly
insignificant changes to text can cause a model to misclassify harmful content
as harmless. These attacks expose vulnerabilities in automated moderation
systems and demonstrate the limitations of current classification approaches.
Studies indicate that both traditional machine learning models and advanced
Al systems may be susceptible to adversarial manipulation under certain
conditions (Hosseini et al., 2017; Weidinger et al., 2022).

Meme-based attacks constitute another growing challenge. Online
harassment is increasingly communicated through memes, edited images,
screenshots, GIFs, and other visual formats. In many cases, the harmful
message emerges from the interaction between visual content and textual
context rather than from text alone. As a result, conventional text-based
cyberbullying detection systems often fail to identify such forms of abuse.
The growing popularity of visual communication has therefore increased the
need for multimodal moderation approaches capable of analyzing both visual
and textual information simultaneously (Yin et al., 2021; Wang et al., 2022).

Poisoning attacks target the training process rather than the deployment
phase of Al systems. In these attacks, adversaries intentionally introduce
misleading or malicious samples into training datasets. The objective is to
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corrupt the learning process, reduce model accuracy, or create systematic blind
spots that allow certain forms of cyberbullying to go undetected. Poisoning
attacks are particularly concerning for systems that continuously learn from
user-generated content because compromised training data may negatively
affect future model performance (Selbst et al., 2019; Weidinger et al., 2022).

Another frequently observed strategy involves the use of coded language
and evolving slang. Online communities often develop alternative vocabularies,
abbreviations, and context-specific expressions that carry harmful meanings
while avoiding detection by moderation systems. Because these linguistic
patterns evolve rapidly, maintaining effective cyberbullying detection requires
continuous monitoring and adaptation (Weimann & Masri, 2020; Jahan &
Oussalah, 2023).

To counter these threats, researchers have proposed several defensive
strategies. Adversarial training, data validation procedures, robust model
architectures, and multimodal content analysis have been identified as
promising approaches for improving system resilience. In addition, explainable
AT techniques can help moderators better understand classification decisions
and identify potential weaknesses exploited by malicious users (Hosseini et
al., 2017; Wang et al., 2022).

Despite ongoing advances in Al-based moderation, the dynamic nature of
online communication ensures that evasion techniques will continue to evolve.
Future research should focus on developing adaptive, robust, and transparent
detection systems capable of responding to emerging forms of cyberbullying
while maintaining fairness, accountability, and user trust (Floridi & Cowls,

2019; Diaz-Garcia & Carvalho, 2024).
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Table 5. Common Evasion and Abuse Techniques in Cybevbullying Detection Systems

Technique Description Potential Impact
Text Obfuscation Intentional misspellings, symbols, and
character substitutions

Bypasses keyword-based detection

Adversarial Attacks Carefully crafted inputs designed to deceive AI models Causes
misclassification of harmful content

Meme-Based Attacks Harmful content embedded in images, memes, and visual media
Evades text-only moderation systems

Poisoning Attacks Injection of malicious samples into training datasets Reduces
model accuracy and reliability

Coded Language Alternative vocabulary and evolving slang Creates semantic ambiguity
for detection systems

Multimodal Manipulation
Combining text and visual content to conceal harmful intent

Increases detection complexity

Adversarial Training Training models using adversarial examples Improves robustness
against attacks

Adaptive Moderation Systems
Continuous updating of detection mechanisms

Enhances resilience against emerging threats
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Figure 3. Overview of evasion techniques and abuse strategies in cyberbullying detection
systems along with corresponding AI-based countermensures.
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10. Conclusion

The rapid expansion of social media platforms and digital communication
technologies has transformed cyberbullying into a major social, psychological,
and technological challenge. Unlike traditional forms of bullying, cyberbullying
operates in highly dynamic and anonymous digital environments, where
harmful content can spread rapidly and persist over long periods of time
(AlAjlan & Ykhlef, 2018; Al-Dabet et al., 2023; Vidgen & Yasseri, 2020).
These characteristics increase both the complexity of detection and the severity
of its psychological and societal impacts, particularly among adolescents and
vulnerable online communities (Aldreabi, 2024; Alabdulwahab et al., 2023).

This study reviewed the evolution of artificial intelligence-based cyberbullying
detection and prevention systems, with a particular focus on machine learning,
deep learning, and multimodal analytical approaches. Traditional machine
learning methods such as Support Vector Machines and Random Forest
algorithms have demonstrated useful performance in basic text classification
tasks; however, their dependence on manual feature engineering and limited
contextual understanding reduce their effectiveness in real-world social media
environments (Aqeel & Kamble, 2022; LeCun et al., 2015).

Deep learning architectures, including CNN, RNN, LSTM, and hybrid
CNN-LSTM models, have significantly improved cyberbullying detection
performance by enabling automatic feature extraction and contextual
learning from large-scale datasets (Meta Transparency Center, 2024; Aldreabi
& Blackburn, 2023; SJ & Cho, 2020). Furthermore, transformer-based
architectures such as BERT have introduced substantial advances in semantic
understanding, allowing Al systems to better detect sarcasm, hate speech,
implicit aggression, and context-dependent harmful language (Devlin et al.,
2019; Mozafari et al., 2019; Mozafari et al., 2019).

The study also highlighted the growing importance of multimodal systems
that integrate textual, visual, and sentiment-based analysis. Such systems
provide more comprehensive understanding of online interactions and improve
the detection of meme-based, symbolic, and visually embedded harmful content
(Wang etal., 2022; Weimann & Masri, 2020; Zampieri et al., 2019). However,
challenges such as adversarial attacks, linguistic obfuscation, multilingual
variability, dataset imbalance, and algorithmic bias continue to limit the
robustness and fairness of current detection systems (Biggio et al., 2012;
Papernot et al., 2016; Selbst et al., 2019; Zhou et al., 2022).

In addition to technical challenges, ethical considerations remain central
to the development of Albased moderation systems. Issues related to user
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privacy, transparency, freedom of expression, and explainability require careful
attention in order to maintain user trust and prevent harmful consequences
caused by incorrect moderation decisions (Hosseini et al., 2017; Weidinger
etal., 2022; Selbst et al., 2019). Therefore, fully automated systems alone are
unlikely to provide a complete solution to cyberbullying mitigation.

The findings of this study suggest that the future of cyberbullying prevention
will increasingly depend on interdisciplinary and human-centered approaches
that combine advanced Al technologies with ethical governance, digital literacy,
regulatory frameworks, and human moderation mechanisms (Troop-Gordon
et al., 2019; Aldreabi & Blackburn, 2023). Future systems are expected to
become more adaptive, predictive, explainable, and multimodal, enabling
earlier detection of harmful behavior and more accurate understanding of
complex online interactions (Wang et al., 2021; Diaz-Garcia & Carvalho,

2024).

Ultimately, effective cyberbullying mitigation requires balancing
technological innovation with ethical responsibility. Without integrating
fairness, transparency, and human oversight into Al systems, even the most
advanced detection technologies may remain insufficient for creating safe,
inclusive, and sustainable digital environments.
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Chapter 2

Comparative Analysis of Innovative Thinking
and Artificial Intelligence For Systematic
Creativity
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Abstract

In today’s competitive environment, businesses struggle to achieve
sustainable competitive advantage with traditional approaches that focus
solely on reducing costs and increasing operational efficiency. In this context,
this study examines innovation from a blue ocean strategy perspective.
Innovation is considered a tool that enables businesses to grow through a
blue ocean strategy, rather than a red ocean strategy. The study emphasizes
the decisive role of innovation in enabling businesses to produce high value-
added outputs. Within this framework, a case study is conducted on acquiring
innovation skills, applying innovation theory to this purpose. The study
demonstrates how innovation skills can be developed through theoretical
applications. To better understand the abstract concepts of innovation, a case
study using the sand-bicycle metaphor, developed within the framework of
the SCAMPER approach, a thinking technique, is employed. Through this
metaphor, it is shown that value originates not from physical inputs but from
the transformation process achieved through knowledge, technology, and
skills. In conclusion, the study suggests that businesses should build their
competitive strategies not only on increasing efficiency in existing markets
but also on innovation-focused approaches aimed at creating new value areas.
In this respect, the study offers a conceptual and theoretical contribution to
the innovation literature.
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1. Introduction

Artificial Intelligence (AI) has been very beneficial for getting info and
knowledge as steps of science and technology production. In these movements,
Al gathers data, and analyzing data with contacts and communication of data
sources. It is not at the level of creative thinking yet. This study provides a
comparative analysis between Al and a human for creativity and innovation as
specific case though both lenses to evaluate their efticiency, depth of insight,
and practical applicability. Because the sustainability of life within the socio-
economic balance of the globalized world is under serious threat between
AT and creative thinking. With globalization and digitalization, the world
has become visible and accessible as if it were a village; consequently, value
judgments that prioritize the social nature of human beings in competition have
gradually been disappearing (Akbas et al., 2016). That’s why today, under the
prevailing “the strong wins” mentality, rights violations have increased within
the framework of the red ocean strategy. Due to this ruthless competition,
innovation has become an important subject of public policy in its theoretical,
practical, experimental development, and social experimentation stages, and
it is particularly regarded as the key to competitiveness (Gokee, 2015).

Innovation is a concept capable of opening every door and, by replacing the
red ocean strategy with the blue ocean strategy, enabling access to resources
sufficient for everyone. When the key to competition shifts from imitation,
provocation, and aggressive confrontation toward genuine stages of innovation,
a sustainable world for humanity will become possible (Kim & Mauborgne,

2015).

As is well known, individuals with weak character and insatiable desires
often resort to deception and cunning. When the fundamental purposes
of human activity to earn a living, ensuring the sustainability of life, and
being beneficial (sustainability) are considered (profit, service to society, and
sustainability), balance can be achieved if sustainability becomes the ultimate
horizon. In other words, when difterences are perceived as rich, a world in
which culture, cultural diversity, knowledge, science, technology, innovation,
development, and sustainability coexist will enable all living beings to live
together in balance.

The mindset that frequently uses values to protect personal interests and
transforms them into rent-seeking behavior gradually gives way to an approach
that listens, speaks, reads, writes, imagines, discovers, and designs-produces.
This state of mind forms the very foundation of the blue ocean strategy, which
stands in contrast to the bloody competition inherent in the red ocean strategy.
Innovative thinking has been very important for future of innovation.
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Instead of focusing solely on earning a living and sustaining life, individuals
direct their attention toward the broader objective of sustainability being
beneficial. Through thoughts nourished by reason, they move toward knowledge-
based development. Rather than undermining others in competition, they
produce commercially viable outputs such as original designs, formulas, and
products through new and innovative ideas (Stiglitz et al., 2009).

Such an understanding respects beliefs and nations and preserves the
environmental balance in which plants and animals sustain their lives by
organizing cultural activities enriched by the contributions of different cultures.
In this way, goodwill and cultural diversity contribute to the construction of
a world in which love, peace, and justice prevail for everyone and everything.
Otherwise, unchecked ambition where individuals consume only what they
themselves produce initially manifests itself in inconsistency and broken
promises and ultimately leads to a situation in which one reaps what one sows.

They are pioneering leaders who stand out in communities and society
with their humanity and good morals, wishing to benefit humanity; free
in thought, original in ideas, and who will bring forth what is good for
everything (Northouse, 2021). They are those who embark on a journey
of knowledge, seeking to progress through stages that can be summarized
as Faith, Islam, Sincerity, Mind, Thinking, Logic, Intelligence, Judgment,
Knowledge, Wisdom, and Insight = Perfect Human. They aim to build and
revive a blue ocean instead of competition, advancing with new ideas and
innovations at every stage. They are not those who use national and spiritual
values for personal gain, but those who love their country most with these
sensitivities and work hard as a demonstration of this love. Rather than
undermining those they perceive as competitors by putting forward various
arguments against them while striving to secure the best for themselves,
humanity should focus on sowing seeds and producing for the benefit of all
living beings. The study proposes that numerous real-life events be examined
in a similar manner to create “original designs based on readings of nature
and history.” It is predicted that by analyzing stories, tales, events, cases, etc.,
and applying innovation theories to foster innovation skills, the study will,
over time, accelerate the creation and revitalization of blue-oceans through
innovative entrepreneurship, replacing the red-ocean competitive approach
with a blue-ocean strategy.

Today, the widespread accessibility of information and the necessity of
coexistence among different cultures are causing individuals to face rapid
and multifaceted changes in technological, social, cultural, and economic
fields. In this world dominated by constant change and where the learning
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process continues uninterrupted, individuals need to possess 21st-century
skills to succeed (Bani-Hamad & Abdullah, 2019). These skills are defined
as competencies necessary for problem-solving, critically approaching social
issues, and achieving success in both professional and social life (Atalay &
Boyac, 2019).

High-tech industrial development zones are defined as special areas that
bring together innovative resources to support the development of high-
technology sectors, based on policy support and environmental advantages.
Globally; high-tech zones have become a preferred development model for many
countries and regions in terms of establishing innovation centers, nurturing
innovative businesses, building innovation ecosystems, improving innovation
performance, and guiding innovation-oriented economic development (Ulutas,
2020).

Learning and innovation skills refer to the mental processes necessary for
individuals to adapt to and thrive in the modern work environment (OECD,
2019). While in the past, the storage and retrieval of information for future use
was important, the proliferation of tools and technologies that directly guide
individuals to readily available information has made learning and innovation
skills even more critical (Kirschner and De Bruyckere, 2017). Integrating these
skills into education systems is considered essential for effective development
in the 21st century. In this context, stakeholders in education are making
intensive efforts to ensure that students acquire learning and innovation skills
through educational institutions.

Large-scale businesses and innovative and entrepreneurial businesses can
operate in the same sector or in different sectors. The relationship between
these two actors is too complex to be explained solely within the framework
of “capital supply” and “capital demand.” In the innovation and development
process, the interaction between large businesses and entrepreneurial businesses
does not exhibit a zero-sum structure; on the contrary, it is based on mutual
value creation (Rossi et al., 2022).

Moore argued that businesses must continuously meet customer needs
not only through competitive and collaborative dynamics, but also through
innovation. In line with this approach, businesses have moved beyond being
isolated industry actors and become part of a broader industrial ecosystem.
Through analyses of companies such as Apple, IBM, Ford, and Walmart,
Moore demonstrated that core businesses develop unique business ecosystems
by creating service, technology, value networks, and generate economic value
through these structures (Moore, 1999).



Kenan Peker / Gokhan Onder Eygiiven | 31

A strong symbiotic relationship exists between large corporations and
startups. Examining this interactive symbiosis model between these actors
and analyzing its evolution over time ofters significant practical contributions
and enriches the existing theory of innovation ecosystems (Durusoy, 2024).

Today, organizations are striving to maintain their presence in the global
market due to challenges created by factors such as globalization, intense
competition, and technological advancements. In this process, organizations
are moving away from approaches focused solely on increasing efficiency and
differentiating their products or services, and are turning to inimitable resources,
especially human capital. Employees are considered the most important
resource and asset for every organization; it is stated that organizations that
manage their human capital effectively and efficiently are more likely to achieve
their goals and ensure sustainable performance (Nafei, 2015).

Organizations today face problems related to talent limitations rather than
capital shortages (Kehinde, 2012). Literature indicates that talented employees
constitute only 3-5% of the total workforce in an organization (Berger &
Berger, 2004). However, talent is considered a fundamental success factor in
improving and sustaining organizational performance. The concept of talent
encompasses an individual’s skills, experience, knowledge, intelligence, and
qualifications, as well as their capacity for learning and development (Nafeti,

2015).

These regional collaboration networks are organized by public institutions,
businesses, universities, research centers, and financial institutions; and share
common characteristics such as internal cooperation, embeddedness, openness,
stability, and dependence on the environment (McPhilips, 2020). Such regional
knowledge networks play a decisive role in the formation of regional economic
competitiveness, development potential, and regional advantages by enabling
the efficient allocation of heterogeneous knowledge sources and the production
of new knowledge.

Today’s businesses must make strategic decisions with a more rational
and long-term perspective due to increasing competitive pressure, limited
resources, and rapidly changing consumer demands. In this context, increased
efficiency is considered not only an operational performance indicator but also
a strategic competitive tool. However, strategies based on direct competition
with rivals in existing markets make it difficult for businesses to achieve
sustainable competitive advantage in the long term. At this point, the blue
ocean strategy gains importance as an innovative approach that redefines
the boundaries of competition. For the blue ocean strategy gains, creative
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thinking is necessary and Al have to be developed by innovative thing where
some techniques necessary such as SCAMPER, and TRIZ.

2. SCAMPER technique for Creative Ideas

The SCAMPER technique representing Substitute, Combine, Adaprt,
Modify, Magnify, Minimize, Put to other use, Eliminate, Reverse, and
Rearrange is a creative thinking strategy designed to move designers beyond
conventional logic and stimulate a wide spectrum of innovative ideas
(Boonpracha, 2023). Developed by the American psychologist Robert E
Eberle, SCAMPER functions as an intuitive and user-friendly instructional
approach for creativity, widely applied in product development and project
enhancement processes (Tharwa & Farid, 2019).

This method offers practical tools that support idea generation, helping
individuals overcome the psychological challenge often associated with
confronting a “blank page” and enabling a transition toward creative thinking.
Through a series of guiding prompts, SCAMPER encourages multidimensional
and expansive thinking, thereby strengthening both the range and depth
of cognitive engagement. Owing to its clear structure and comprehensive
framework, the technique can be easily learned and effectively applied in
diverse contexts.

3. Al Driven Innovation Ecosystems

Artificial Intelligence (AI) has become one of the most influential
technological developments of the contemporary era, significantly transforming
industries and altering competitive dynamics. However, the complexity
and high costs associated with the development and implementation of Al
technologies, along with uncertainties regarding value generation, indicate
that organizations are unlikely to fully exploit AI’s capabilities on their own.
Consequently, this situation has encouraged the emergence of innovative
ecosystems in which various organizations collaborate by combining
complementary capabilities, pooling resources, and fostering collective
advancement. Furthermore, as a general-purpose technology, Al has the
capacity to reshape and disrupt established innovation ecosystems, including
tields such as robotics, pharmaceutical development, and bioengineering.

Moore was the first academic to define the conceptual content of the
innovation ecosystem, arguing that the interdependence among difterent
actors in the system reflects ecological characteristics. According to Moore, the
group organizational ecology created by innovative businesses in accordance
with specific rules and orientations constitutes the innovation ecosystem.
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The introduction of this concept triggered widespread research in academic
circles. Most researchers state that the innovation ecosystem consists of
interconnected and interdependent network participants (main businesses,
customers, suppliers, complementary innovators, and regulatory bodies), and
that these participants also demonstrate absolute dependence on the system
environment (Gomes et al., 2018).

The emergence of the innovation ecosystem concept is based on a deepening
understanding of the innovation system and the continuous development of
innovation practices. Innovation ecosystem theory is a theoretical system that
incorporates the fundamental approaches of ecological theory and evolutionary
economics theory, and represents the latest stage in the deepened development
of innovation systems theory. This theory highlights the dynamic growth
characteristics of the innovation system and emphasizes its self-organizing
nature (Zeng et al., 2013).

Innovation ecosystems, like biological systems, have evolved from a structure
composed of initially randomly selected elements to an ordered and structured
community; however, they still retain their essence as an innovation system
(Iansiti and Levien, 2004). Feng et al. state that the innovation ecosystem
is structurally composed of innovation ecological communities, and these
communities consist of populations with different sources of innovation.
The innovation ecosystem is defined by features such as nestedness, multi-
layeredness, and multiplicity, and is considered a typical complex network
system that transcends physical boundaries (Feng and Yang, 2020).

4. Machine Learning Innovation Ecosystems

At present, innovation management organized by human actors remains
central to firms and to their ability to renew themselves through exploratory
activities. Nevertheless, Artificial Intelligence (AI) can provide forms of
support that extend beyond human capabilities (Wamba et al., 2017). Both
scholars and industry practitioners have suggested that Al is likely to exert a
considerable influence on organizational innovation processes in the future
(Bughin et al., 2018). This perspective is reinforced by the rapid progress
in Al and machine learning technologies, which signals the potential for
significant and far-reaching transformations (Varian, 2018). Despite these
developments, the current understanding of the limitations of Al within
innovation contexts remains relatively limited. Moreover, applying Al and
machine learning to creativity and innovation differs substantially from more
established domains in which AT has already replaced conventional managerial
tunctions (Chui et al., 2018).
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5. Technological Innovation Efficiency

Technology innovation efficiency is generally defined as the ratio of the
outputs obtained in the technology innovation process to the inputs transferred
to the process. This ratio is considered an important indicator in evaluating
whether resources are allocated effectively and in assessing the innovation
capacity of businesses. In the literature, Data Envelopment Analysis (DEA)
and Stochastic Frontier Analysis (SFA) are among the most commonly used
methods for measuring technology innovation efficiency (Gong et al., 2020).

6. Data Analytics for Talent Management

Data analytics for talent management plays a critical role in fostering
a supportive and growth-oriented environment for employees, ensuring
that appropriate resources and opportunities are directed toward the right
individuals to achieve strategic objectives. The ability to effectively address
tuture organizational challenges significantly influences the sustainability and
success of various departments. Nonetheless, risk management efforts cannot
succeed without competent personnel. This underscores the importance of
talent management practices, which aim to align with the organization’s overall
strategy by attracting, motivating, developing, and retaining highly skilled and
capable employees (Aina & Atan, 2020). Talent represents a pivotal factor in
enhancing and sustaining organizational performance, encompassing not only
skills, knowledge, and experience but also intelligence, personal competencies,
and the capacity for continuous learning and development (Berger, 2004).
Research investigating the influence of talent management on organizational
outcomes operates on the premise that effective talent management contributes
to improved performance by securing and retaining individuals with the
requisite abilities (Armstrong & Taylor, 2014).

7. Big Data in Strategic Innovation

Big data refers to extremely large data sets generated and accumulated
by organizations, which continue to expand rapidly over time. Due to their
scale and complexity, these datasets are difficult to manage using conventional
data-processing software. As a result, specialized big data technologies and
tools have been developed to support organizations in collecting, processing,
and analyzing large volumes of information. These tools enable firms to
derive meaningful insights, address complex business challenges, enhance
organizational agility and innovation, and support more effective decision-
making processes (Alghamdi & Ahag, 2023). Essentially, the objective of
big data is to extract intelligence from large datasets in order to identify
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opportunities and convert them into competitive business advantages (McAfee
etal., 2012).

However, the mere accumulation of large datasets without a clear objective
may not provide long-term value (Miiller, 2016). To produce meaningful
outcomes, big data must be systematically organized and analyzed through
appropriate analytical methods, tools, and techniques in order to uncover
valuable insights and support effective data visualization (Mikalef et al.,
2018). In this regard, big data analytics refers to the process of gathering,
examining, and presenting insights derived from large datasets in ways that
facilitate actionable knowledge, generate business value, and strengthen
competitive advantage (Wamba et al., 2020). Successtully implementing
this process requires adequate organizational resources, specialized skills, and
well-developed capabilities to ensure effective execution.

8. Methodology

This methodology of the study contributes to innovation literature in
several ways. First, it provides a conceptual integration of productivity,
talent management, innovation ecosystems, and Blue Ocean Strategy,
offering a holistic framework for understanding innovation processes.

Second, the study introduces the sand-bicycle metaphor developed
within the SCAMPER framework, which serves as an analytical tool for
explaining how value can emerge from the transformation of ordinary inputs
through knowledge and creativity.

Third, the study contributes methodologically by demonstrating how
creative thinking techniques can be used as explanatory models in
innovative research.

Finally, the study highlights the strategic importance of human capital and
talent management in innovation ecosystems and emphasizes that sustainable
competitive advantage depends on knowledge-based transformation rather
than physical resources alone.

10. Competition and Productivity in Businesses

In the context of businesses, productivity means minimizing costs, using
resources effectively and rationally, and optimizing business processes. High
levels of productivity not only provide businesses with an advantage in price
competition but also strengthen other competitive elements such as quality,
flexibility, and service level (Oren, 2016). While increased productivity has a
profitability-enhancing effect in the short term, it plays a supportive role in the
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innovation capacity and investment potential of businesses in the long term.
In this context, productivity is of strategic importance in achieving sustainable
competitive advantage. This requires the development of innovation skills
and a blue ocean strategy.

The Blue Ocean Strategy was introduced to literature by Kim and Mauborgne
(2005). The authors defined traditional competitive environments as “red
oceans,” arguing that intensified competition in these environments leads
to decreased profitability. The Blue Ocean Strategy, however, aims to render
competition irrelevant by creating new areas of demand and simultaneously
reduce costs and increase customer value through value innovation. The
Blue Ocean approach prevents businesses from focusing solely on existing
competitors; it also encourages them to explore potential demand and redefine
market boundaries. In this context, Blue Ocean strategies offer businesses
the opportunity to gain a sustainable and long-term competitive advantage.

Productivity enhancement and the blue ocean strategy are considered
two complementary strategic elements. Businesses with efficient processes
can allocate more resources to innovation activities and thus increase their
capacity to create a blue ocean. On the other hand, new business models
developed within the framework of blue ocean strategies contribute to further
increases in the productivity levels of businesses. This relationship is observed
more clearly in sectors with intensive technological innovations; digital
transformation processes provide businesses with both increased productivity
and the opportunity to develop completely new value propositions (Yakar
and Tasliyan, 2025).

The concept of value innovation forms the basis of the blue ocean strategy
and explains the relationship between efficiency and innovation. Kim and
Mauborgne (2015) showed that in successful blue ocean examples, businesses
create new areas of benefit for the customer by eliminating unnecessary cost
elements. This approach demonstrates that efficiency is not only a tool for
cost reduction but also an element that supports strategic innovation.

In the literature focusing on technology and digital transformation, the role
of increased productivity in creating a blue ocean is becoming more prominent.
Brynjolfsson and McAfee (2014) state that digital technologies increase the
productivity of businesses while simultaneously enabling the emergence of new
business models. This reveals that when increased productivity is integrated
with strategic innovation, it transforms into a competitive advantage.

In conclusion, the literature shows that productivity increases are necessary
tor competitive advantage but not sufficient on their own; sustainable value can
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be created when supported by innovative approaches such as the blue ocean
strategy. This study, building upon this literature, examines the complementary
relationship between productivity and the blue ocean strategy within a holistic
framework.

11. Productivity and Organizational Performance Through Talent

The concept of “talent” is considered the most valuable component of
human capital and is treated as a strategic resource in modern management
literature (Barkun et al., 2020). In literature, talent management is defined
as the process of selecting, developing, motivating, and retaining employees,
and it is frequently emphasized that these processes increase employee
productivity and organizational performance. Various studies show that talent
management practices have positive effects on employee performance and
overall productivity. Integrating management into organizational strategies not
only increases efficiency but also provides a sustainable competitive advantage.

The literature contains studies examining the relationship between talent
management and productivity in various sectors (healthcare, manufacturing,
services, etc.); however, most of these studies are Western-centric, and cultural
differences have been addressed to a limited extent. While previous research has
shown a significant relationship between talent management and organizational
performance (Stahl et al., 2012), how talent management practices should
be implemented to ensure sustainable organizational performance remains a
controversial issue. Furthermore, a large portion of these studies have been
conducted in the USA and Western Europe, where talent management is
considered a mature practice. These countries have recognized the critical
role of human capital in the development of organizations and nations; they
possess an advanced and adaptable structure in terms of civilization, economy;,
and technological infrastructure, as well as the capacity to implement new
techniques and practices.

Although many organizations in developing countries, particularly in
the Middle East, have recently adopted talent management practices from
developed countries, researchers recommend that organizations in these
countries not simply copy these practices. Factors such as cultural differences,
structural imbalances, religious and cultural conflicts, and underdeveloped
financial markets can limit the effectiveness of the practice (Gandhok and
Smith, 2014).
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12. Analytical Model

The analytical model of this study is based on the premise that the perceived
value of natural resources can be transformed through innovation-oriented
thinking frameworks. In this context, the SCAMPER technique is adopted as
an analytical tool to explore how a traditional raw material such as sand can be
reconceptualized and utilized within modern industrial production systems.
The model assumes that each component of the SCAMPER framework
(Substitute, Combine, Adapt, Modity, Put to Another Use, Eliminate, and
Reverse/Rearrange) represents a distinct mechanism for generating innovative
perspectives on resource utilization.

Within this framework, sand is considered the primary input resource,
while technological processes, knowledge-based capabilities, and human
capital represent enabling factors that facilitate value transformation. The
analytical model suggests that the interaction between these elements leads to
the emergence of new industrial applications and higher value-added products.
In particular, the transformation of sand into materials such as silicon and
tiberglass illustrates how innovation processes can convert traditional raw
materials into strategic technological inputs.

Accordingly; the analytical model conceptualizes value creation as a multi-
stage process in which raw materials are reinterpreted through innovation
mechanisms and integrated into advanced manufacturing systems. This
perspective highlights that industrial value is not determined solely by the
physical characteristics of resources but by the knowledge, creativity, and
technological capabilities that enable their transformation.

13. Conceptual study: The Sand-Bicycle Metaphor and
SCAMPER Analysis

To illustrate the development of innovation skills, this study introduces
a metaphorical case based on the SCAMPER creative thinking technique.

To illustrate this point with a well-known anonymous story, let’s talk
about the story of the Mexican biker. The story describes a man repeatedly
crossing a border with a sack filled with sand on his bicycle. Border officials
repeatedly inspect the sack but fail to realize that the object being smuggled
is the bicycle itself.

This example highlights a common cognitive bias: focusing excessively on
complex details while overlooking the most obvious element.

Within the SCAMPER framework, the metaphor demonstrates several
innovation principles:
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A Mexican man was entering the U.S. on a bicycle, with a huge sack on
the rear rack. The border officer became suspicious and said, “Open the sack.”
The Mexican opened it. Sand. The next day, the same Mexican showed up at
the border whistling, again with a sack on the back of his bicycle. The officer
grew suspicious again. “Open it.” Again, sand. The following day, the same
Mexican pedaled up to the border crossing, once more with a sack on the rack.
This time, not just customs officers but narcotics officers had him open it.
But it was useless out came sand yet again. They were going crazy. Five days,
two weeks, a month is always the same scene. The Mexican casually arrives;
they scan him with thermal cameras, run tests, let the dogs sniff around, track
him with satellite images it’s all in vain. The sack contains sand.

Years pass... One day, the border ofticer who had nearly lost his mind over
this run into the Mexican at a bar. He says, “It’s eating me up inside. What’s
done is done. At this point I can’t do anything to you. For heaven’s sake, tell
me what you were smuggling in that sack?”

“Bicycles,” he says!
When we asked Artificial Intelligence, it gave the following response:
Artificial Intelligence’s Comment on the Story:

The clever twist in this joke comes from focusing attention on the content
while overlooking the vehicle itself.

The item being traded here: the bicycle.
The Logic of the Situation:

While the officers were busy each time with the “sand” inside the sack,
they failed to notice that the Mexican was bringing a new bicycle across the
border every day. The police assumed so (Anonymus)

This story perfectly illustrates how the most obvious thing can become
invisible when we focus too much on complicated details (OpenAl, 2026)

A Mexican man attempts to enter the United States by bicycle, carrying a
large bag on the saddle. When the police open the bag, they find only sand
inside. Similarly, on subsequent entries, the bag is again filled only with sand.
Years later, even with advanced technology and trained dogs, border security
officials examine the bag, but the result remains the same: only sand. Finally,
the police ask the Mexican man, “What was in the bag?” and his answer is, “A
bicycle.” This story shows that what is truly valuable is not the bicycle itself,
but the “innovative idea” carried in the bag. In other words, the Mexican man
went to the US to gain innovation, and the bag symbolizes that innovation.
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The sand in the Mexican’s sandbag may not seem like a direct raw material
in bicycle production, thanks to modern manufacturing technologies, it plays
a critical role in the production process of almost every part of a bicycle. What
creates value is not the visible raw material (sand), but its transformation
with a different function and technology. Instead of sand being a seemingly
worthless and ordinary raw material, it undergoes a perceptual and functional
substitution as a fundamental input for high value-added innovation.
Therefore, in the question “What is the real value?”, knowledge, technology,
and skills are substituted for the physical product. This directly corresponds
to the “Substitute” heading in SCAMPER. The sandbag example, while not
standalone, also includes the following SCAMPER steps at a secondary level.

Reframe/Reverse (Reverse/Rearrange: Related to “Reverse/Rearrange”
in SCAMPER. While the police focus on the bag, the real value is hidden
in the bike.)

This is a reversal of the question “Where is value to be found?” and a shift
from concrete input to abstract ability:.

Put to Another Use: Sand is normally a low-value raw material. In the
presented example, it has been used for multiple high-tech purposes such
as microchips, composite materials, glass fiber, electronic components, and
surface technology. This clearly falls under the scope of Put to Another Use.

Combine: In the example: The raw material, sand, is integrated under
a single metaphor by considering Technology, Talent management, and the
Innovation ecosystem together. This supports the Combine dimension in
SCAMPER.

Here’s how sand transformed into bicycle parts:

Metal Part Casting (Molding): The bicycle frame (whether aluminum or
steel), pedals, brake calipers, and gear systems are usually produced using
the casting method.

Sand Molding: Molds are prepared from sand to shape the metal. Molten
metal is poured into these sand cavities. In other words, without sand, it
would be much more difficult to obtain those complex metal forms.

Fiberglass and Carbon Fiber Parts

The lightweight components found in high-end bicycles are based on
silica (sand).
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Rims and Frame : Fiberglass is obtained from sand melted at high
temperatures. Some composite bicycle parts use these sand-derived fibers to
increase durability.

Electronic Components (Gears and Indicators): If your bike is electric or has
a wireless shifting system (such as SRAM eTap, Shimano Di2), you’re dealing
with the most technologically advanced version of sand riding.

Microchips: The silicon in the sand is the main component of processors
and sensors. Bicycle computers and electronic gear control units operate using
this technology derived from sand.

Surface Treatments (Sandblasting): After parts are manufactured, the paint
needs to adhere well to the metal or achieve a matte finish.

Sandblasting: Before painting, the bicycle frame is cleaned and smoothed
using high-pressure sandblasting.

In summary; the sand tracks on the bicycle can be presented in Table 1.

Table 1. The role of sand in bicycle manufacturing.

Industry / Part |Functional Process Type  |Material Used |Industrial
Group Role of Sand Purpose
Tooling Shaping and Sandblasting Sandblasting Surface
and Surface cleaning process molds/abrasive |finishing and
Preparation sand preparation
Automotive Mold formation |Metal casting Silica sand Production
Components in casting of metal
(Gears&Brakes) components
Electronics Semiconductor |Circuit and chip [Silicon Production
Industry production manufacturing of electronic
(Displays) devices
Composite Fiber Composite Fiberglass Manufacturing
Materials reinforcement  |manufacturing durable
production composite parts

The table illustrates the functional roles assumed by sand and sand-
derived materials across different industries. The analysis reveals that sand is
not only utilized in traditional casting processes but also serves as a critical
input in advanced manufacturing sectors such as electronics production and
composite material technologies. In particular, silica sand is widely used in
the metal casting industry for mold production, whereas silicon derivatives
constitute the fundamental raw material for semiconductor manufacturing
in the electronics sector. Similarly, the production of fiberglass enhances the
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mechanical strength of composite materials, thereby playing a significant role
in modern manufacturing technologies. Overall, these findings indicate that
sand-based materials represent a versatile and strategically important resource
across various industrial processes.

14. Framework

This research framework explains the role of sand-based raw materials
in modern industrial production systems. The model assumes that different
types of sand-derived materials, such as silica sand, silicon, and fiberglass,
function as key input resources in various industrial processes. These raw
materials undergo several processing mechanisms including sandblasting,
metal casting, semiconductor fabrication, and composite manufacturing.
Through these processes, sand-based materials contribute to multiple industrial
application areas such as the automotive, electronics, and composite materials
industries. Ultimately, these applications influence industrial outputs, including
manufacturing efticiency, product durability, and technological performance.
The framework therefore conceptualizes sand-based materials as strategic
resources that enable diverse manufacturing technologies and industrial
production systems.

This example metaphorically illustrates the strategic role of talent
management and innovation on organizational performance. When managed
correctly, talent provides businesses with productivity, innovation, and a
sustainable competitive advantage.

The multifaceted relationship between talent management, innovation, and
productivity is often discussed through abstract concepts, making it difficult
to concretize at the application level. Therefore, to present this relationship in
a more understandable and analytical way, a metaphorical example is used in
this study, employing the SCAMPER approach, a creative thinking technique.
The SCAMPER technique offers a systematic framework that allows for the
rethinking of existing elements in different ways and serves as an explanatory
tool in explaining how innovation emerges. In this context, the sand-bicycle
metaphor presented below aims to demonstrate that even low-value-added
inputs can be transformed into high-value-added outputs when talent and
knowledge are managed correctly. Table 2 shows the SCAMPER analysis of
the sand-bicycle metaphor.
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Table 2. SCAMPER Analysis of the Sand-Bicycle Metaphor

SCAMPER Conceptual Innovation Industrial /
Dimension Transformation Mechanism Strategic Outcome
Sand is reconsidered ..
.. . Recognition of
. not as a low-value raw Cognitive reframing .
Substitute . . knowledge-driven
material but as a strategic | of resource value .
N value creation
technological input.
Sand, technology, and . Synergy between
. ? g% Innovation ynergy
Combine talent management are natural resources
. ecosystem approach .
integrated. and human capital
. Integration of
Sand is adapted to g
. . . . traditional resources
Adapt different production Process innovation |
. into advanced
technologies. .
manufacturing
. . Material
Sand is transformed into . .
. .. transformation High value-added
Modify silicon, glass fiber, and . . .
. and technological industrial products
other advanced materials. .
upgrading
Sand is used in .
. . Expansion
Put to semiconductors, Functional : .
. . . . . of industrial
Another Use | composite materials, and | diversification S
. application areas
surface technologies.
. Emphasis on
The assumption that raw . e P
.. . Paradigm shift in knowledge,
Eliminate materials alone generate . .
L production logic technology, and
value is rejected. .
skills
The perspective shifts . . Focus on innovation
Reverse / . Strategic perspective o
from raw material to and capability-based
Rearrange . . change
value-creation capability. value

The sand-bike metaphor, within the scope of the SCAMPER technique, is
largely based on the “Substitute” approach. In this metaphor, the traditional
assumption that value originates from raw materials is replaced by the idea
that knowledge, skill, and innovative transformation capacity are the primary
sources of value. In this respect, the example aligns with the fundamental
assumptions of value innovation and blue ocean strategies.

However, the metaphor also includes the steps of “Put to Another Use”
and “Reverse .” Demonstrating the uses of sand in different sectors and
advanced technologies reveals how the relationship between productivity and
innovation can be strengthened through the strategic repositioning of inputs.
Seeking value not in the physical object itself, but in how it is transformed,
supports the systems perspective emphasized in the innovation ecosystem
literature.
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In this context, the sand-bike metaphor is not only an illustrative narrative
element but also an example of innovation based on analytical and theoretical
toundations, compatible with the SCAMPER technique.

15. Conclusion and discussion

This study examined the relationship between productivity, innovation,
and strategic competitiveness within the framework of Blue Ocean Strategy
and innovation ecosystems. The findings suggest that organizations should
not rely solely on operational efficiency but should also invest in innovative
capabilities and talent development. By using the SCAMPER technique and
the sand-bicycle metaphor, the study demonstrates that innovation emerges
from the transformation of resources through knowledge, technology, and
creativity.

The relationship between productivity increases and strategic innovation
within a holistic framework, considering the intense competition, rapid
technological transformation, and limited resources faced by today’s businesses.
Literature findings indicate that while productivity is a significant factor
supporting profitability in the short term, it is insufficient on its own to
create a sustainable competitive advantage. Therefore, this study emphasizes
the necessity of considering productivity-focused approaches in conjunction
with blue ocean strategies and value innovation. In this research, innovation
ecosystems were evaluated as dynamic structures that enable knowledge sharing
and shared value creation among businesses, universities, research centers,
and public institutions. Within these ecosystems, human capital and talent
management stand out as one of the key determinants of innovation capacity.
Consistent with findings in the literature, talent management practices were
found to improve employee performance, support organizational learning, and
thus contribute to both increased productivity and the creation of innovative
outputs.

One of the study’s original contributions is the concretization of the abstract
relationships between talent, productivity, and innovation through the sand-
bike metaphor developed within the framework of the SCAMPER technique.
This metaphor demonstrates that value stems not from physical inputs, but
from how these inputs are transformed through knowledge, technology, and
skills. The prominence of the Substitute approach in the SCAMPER analysis
reveals that the traditional understanding of value, centered on raw materials,
is being replaced by value creation based on knowledge and skills. This finding
also aligns with the fundamental assumptions of the blue ocean strategy:.
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However, the fact that the sand-bike metaphor also includes the “Put to
Another Use” and “Reverse” dimensions shows that innovation is not limited
to new product development; it can also arise through the repositioning of
existing resources in different ways. This highlights the importance of actors
in innovation ecosystems re-evaluating their limited resources from a strategic
perspective.

The findings of this study not only offer significant managerial implications
for businesses but also highlight the need for organizations to focus solely
on operational efficiency. In this context, it addresses talent management
at a strategic level, replacing traditional competitive strategies. It develops
approaches integrated with innovative ecosystems. Productivity increase should
not be considered an end, but rather a tool enabling strategic innovation. In
conclusion, this study demonstrates that the relationship between productivity,
talent management, and innovation is not linear, but rather a multi-dimensional
and dynamic ecosystem-based one. Productivity-focused approaches, supported
by a blue ocean strategy, not only provide businesses with a competitive
advantage in existing markets but also create new value areas, paving the way
for sustainable growth. Future research testing this conceptual framework
empirically in different sectors and countries will make significant contributions
to literature.

Future research may extend this conceptual framework by conducting
empirical studies across different industries and countries to test the relationship
between talent management, productivity, and innovation performance. Applied
research, experimental development, and social experiments are succents
for future research about innovative thinking and innovative culture where
blue ocean strategy impacts productivity without destroying competitors.
Business worlds must move very fast to contact, communicate, collaborate,
cooperate, cluster, create together for community development. Otherwise,
some competitors will be destroyed due to red ocean strategy since Al uses
becoming widespread in business worlds. As understood from the bicycle
metaphor, Al is not going to replace the human brain. Humans need to use
Al for knowledge and continue with creative thinking for innovation where
blue economy occur without destroying competitors as well as environment.
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Chapter 3

Few-Shot Learning: Conceptual Framework,
Methodological Developments, and Security
Dimensions

Sara Naghib Zadeh'
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Abstract

The emergence of deep learning has largely been founded on the assumption of
access to large-scale labeled datasets. However, in many real-world domains—
ranging from medical imaging and the preservation of low-resource language
families to space exploration and financial fraud detection—data are not always
abundant or readily available. Annotation costs, privacy constraints, and the
inherent rarity of certain phenomena constitute structural barriers to the
practical deployment of machine learning systems. In this context, efforts
to endow machines with the ability to “generalize from a few examples,” a
fundamental characteristic of human cognition, have given rise to the field of
Few-Shot Learning (FSL).

This review article reconstructs the FSL literature around three principal
paradigms: model fine-tuning, data augmentation, and transfer learning. Within
the transfer learning framework, meta-learning mechanisms are examined in
depth, and metric-based, optimization-based, and model-based approaches are
comparatively analyzed. Furthermore, in light of the security threats that have
recently emerged in this domain, feature-level adversarial attacks (FAMF) against
metric-based models are comprehensively evaluated for the first time within this
framework. The attack mechanisms, empirical findings, and defensive strategies
are critically discussed. By identifying the structural challenges facing this field
and outlining future research directions, this study argues that FSL should be
regarded not merely as a technical subfield, but as a strategic turning point for
the reliability and robustness of artificial intelligence systems.
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1. Introduction: The Problem of Data Scarcity in the Age of Data

Over the past decade, artificial intelligence research has been profoundly
shaped by the deep learning revolution, which enabled the learning of
hierarchical and multilayered representations. Landmark achievements in
ImageNet-based image classification, breakthroughs in machine translation,
and advances in speech modeling have all relied on massive quantities of
labeled data and, consequently, substantial computational resources. However,
the implicit assumption underlying this paradigm—that data are abundant
and inexpensive—is increasingly being challenged (Parnami & Lee, 2021).

In many domains, data collection is an expensive and expertise-intensive
process. For example, annotating histopathological images for pathological
diagnosis requires hours of work by trained medical specialists. In the case of
rare diseases, only a limited number of cases may exist worldwide. Similarly; the
number of native speakers available for documenting indigenous languages is
inherently restricted, and in space exploration, each collected sample may cost
millions of dollars. In such scenarios, the recommendation to simply “collect
more data” is often impractical and, in some cases, ethically unacceptable

(Zhao et al., 2020).

At this point, human cognition serves as a major source of inspiration. A
child can learn the concept of a “dog” after observing only a few examples,
while an adult can recognize an unfamiliar individual in a crowded environment
after seeing only a handful of photographs. This capability stems not merely
from raw computational power, but from the transfer and integration of prior
experiences into new situations. A person who knows how to ride a bicycle,
for instance, can learn to ride a motorcycle more quickly because foundational
skills such as balance and coordination are transferable (Parnami & Lee, 2021).

Few-Shot Learning (FSL) is precisely the field of research that seeks to
systematically equip machines with this human-like capability for generalization.
Formally, ESL refers to the ability of a model to correctly classify previously
unseen classes in tasks where only a very limited number of training examples
are available (typically K =1,5,0r 10) (Zhao et al., 2025). Learning from
a single example is referred to as One-Shot Learning, while learning without
any training examples and solely through auxiliary semantic information is
known as Zero-Shot Learning (Pourpanah et al., 2022).

The contribution of this article is multifaceted. First, it reconstructs the
existing FSL literature by organizing current approaches into three principal
categories: model fine-tuning, data augmentation, and transfer learning,
thereby providing a comprehensive conceptual map of the field. Second,



Sara Naghib Zadeh | Hatice Nur Gok | 53

within the transfer learning framework, it comparatively analyzes meta-
learning mechanisms from metric-based, optimization-based, and model-
based perspectives. Third, for the first time in a review study of this scope,
the security dimension of FSL is placed at the center of discussion through
a detailed examination of Feature-level Adversarial Attacks on Metric-based
Few-Shot Learning (FAMF). Finally, by identifying the structural challenges
facing this field and outlining future research directions, the study proposes
practical insights and recommendations for real-world applications (Zhao et
al., 2025).

2.Theoretical Foundations of Few-Shot Learning

2.1. Formulation of the Few-Shot Classification Problem

In standard supervised learning, the objective is to train a model on a
large dataset D in order to solve a specific task 7. However, in the Few-Shot
Learning (FSL) setting, the model is confronted with tasks for which the
available training data are extremely limited. In the scientific literature, this
problem is commonly formalized using the M -way K -shot framework:

M (number of classes): represents the number of novel categories that
the model must distinguish.

K (number of examples): denotes the number of training samples available
for each class during the learning phase.

Within this framework, the dataset is divided into two essential components:

Support Set: consists of K examples for each of the M classes, which
the model uses for temporary adaptation and learning.

Query Set: contains unseen samples from the same classes, which the
model must classify based on the knowledge acquired from the support set.

The fundamental distinction in FSL is that the model is trained on a set
of “base” or “training” classes, yet during inference it is expected to recognize
entirely new and previously unseen classes using only the limited information
provided in the support set (Parnami & Lee, 2021).

2.2. Meta-Learning: The Mechanics of “Learning to Learn”

If classical deep learning can be described as the process of learning a
specific skill, meta-learning may be understood as the process of learning
how to learn. This concept, often regarded as the core driving mechanism of
Few-Shot Learning, is inspired by the adaptive nature of human cognition.
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2.2.1. Operational Principles of Meta-Learning

The primary objective of meta-learning is to expose the model to a wide
variety of tasks rather than a single fixed problem. By solving thousands of
small-scale tasks during the meta-training phase, the model learns which
representations are generally transferable and how it can rapidly adapt to a
new task with minimal parameter updates.

From a mathematical perspective, the goal is to identify optimal parameters
6 that perform well not on a single task, but across a distribution of tasks

p(T):
O*=arg min, E{T~p(T)} |:L (Dtest;f(Dtmi”;e)):I (1)

In this formulation 1, L denotes the loss function evaluated on the test

data D

test

amount of training data D

train

while the model is allowed to adapt using only a very limited
(Parnami & Lee, 2021).

Unlike conventional transfer learning, which primarily transters knowledge
from one domain to another, meta-learning aims to learn an adaptation strategy
itself. This enables the model to achieve significantly higher robustness and
adaptability when confronted with new tasks, even under conditions of limited
labeled data or large-scale unlabeled environments, such as anomalous traffic
patterns in distributed network systems.

2.2.2. Meta-Learning Taxonomy

Meta-learning approaches in Few-Shot Learning can be systematically
categorized into three principal families based on the underlying mechanism
of knowledge adaptation: optimization-based, model-based, and metric-
based methods. Each family addresses the challenge of rapid adaptation from
a distinct perspective, and their comparative characteristics are essential for
understanding the methodological landscape of FSL.

Optimization-based meta-learning, exemplified by Model-Agnostic Meta-
Learning (MAML) and its variants, seeks to learn an initialization of model
parameters that can be fine-tuned with minimal gradient steps on new tasks.
The core assumption is that a good initial parameter configuration exists in
the loss landscape, from which rapid convergence to task-specific optima is
possible (Finn et al., 2017).

Model-based meta-learning employs specialized architectures, such as
memory-augmented neural networks or recurrent meta-learners, that explicitly
store and retrieve task-relevant information. These models typically maintain
an external memory module or use attention mechanisms to dynamically
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adjust their internal state based on the support set, thereby enabling rapid
task adaptation without extensive gradient-based optimization (Santoro et
al., 2016; Munkhdalai & Yu, 2017).

Metric-based meta-learning, which will be examined in detail in Section
3.3.1, learns an embedding space where similarity between samples can be
directly measured. Rather than adapting model parameters, these methods
learn a fixed feature extractor and a distance metric, enabling classification
by nearest-neighbor principles in the latent space (Snell et al., 2017; Sung
etal., 2018).

The selection among these paradigms depends on the trade-off between
computational cost, adaptation speed, and task complexity. While optimization-
based methods offer greater flexibility, they incur higher computational
overhead. Model-based approaches provide fast adaptation but require complex
architectural designs. Metric-based methods excel in simplicity and inference
speed but may lack discriminative power under extreme data scarcity (Parnami
& Lee, 2021).

2.2.3. Meta-Learning in the Context of Few-Shot Learning

The integration of meta-learning into Few-Shot Learning represents a
fundamental shift from conventional supervised learning paradigms. Whereas
standard deep learning assumes access to abundant labeled data for each target
class, meta-learning in FSL operates at the level of task distributions, enabling
generalization across classes rather than within classes.

In the FSL setting, meta-learning is operationalized through episodic
training. During each episode, a task is sampled consisting of a support set
and a query set from a subset of classes. The model learns to minimize the
classification error on the query set after being conditioned on the support
set. Through thousands of such episodes, the model acquires meta-knowledge
about how to extract discriminative features and construct decision boundaries
from minimal examples.

This task-level learning distinguishes meta-learning from conventional
transfer learning. In transfer learning, knowledge is transferred from source
to target domains through shared representations or fine-tuned parameters.
In meta-learning, the transfer occurs at the level of learning algorithms
themselves—the model learns how to adapt, not merely what to transfer.
This distinction is particularly critical in scenarios where target tasks are highly
heterogeneous or where labeled data are too scarce to support effective fine-
tuning (Parnami & Lee, 2021).
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Furthermore, the meta-learning framework naturally accommodates the
M-way K-shot formulation of FSL. The episodic training protocol ensures that
the model is explicitly optimized for the few-shot scenario, rather than being
implicitly expected to generalize from limited data after standard supervised
pretraining. This alignment between training and evaluation conditions
constitutes one of the primary reasons for the superior empirical performance of
meta-learning-based FSL methods compared to simple fine-tuning approaches.

3. Few-Shot Learning Approaches: Three Core Paradigms

Following the establishment of the theoretical framework of Few-Shot
Learning (FSL), researchers have sought to develop methods capable of
addressing the fundamental challenge of data scarcity in real-world environments.
Unlike conventional deep learning approaches, which rely on large-scale
annotated datasets, FSL requires the design of mechanisms that enable models
to generalize from only a handful of training examples. In this context, the
literature has gradually been organized around three main paradigms: (1)
tine-tuning-based approaches, (2) data augmentation-based approaches,
and (3) transfer learning and meta-learning-based approaches. Each of these
paradigms addresses the data scarcity problem from a different perspective
and aims to balance computational complexity; accuracy, generalization ability,
and training cost (Parnami & Lee, 2021). A comparative overview of these
paradigms is presented in Table 3-1.

Table 3-1. Comparison of the Main Pavadigms in Few-Shot Learning (FSL)

Paradigm Core Idea Advantages Limitations Representative
Studies
Fine-Tuning- Transfer Simple Sensitive to ULMHT
Based knowledge from  implementation,  domain shift, (Howard &
Approaches pretrained models leverages prior prone to Ruder, 2018),
to low-data tasks ~ knowledge, overfitting in low- Nakamura et al.
by updating model reduces need for  data regimes (2019)
parameters training from
scratch
Data Enrich datasets Improves data Difficulty in Wang et al.
Augmentation- using unlabeled  diversity, enhances modeling true (2016), Mehrotra
Based data, synthetic generalization, data distribution, et al. (2017),
Approaches samples, or feature mitigates data limited Chen et al. (2019)
augmentation scarcity generalization to
unseen classes
Transfer / Meta- Learn fast High High Finn et al. (2017),
Learning-Based adaptation generalization, computational Santoro et al.
Approaches mechanisms across fast adaptation, complexity, (2016), Garcia &
a distribution of  suitable for difficult Bruna (2018)
tasks dynamic optimization

environments
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3.1. Fine-Tuning-Based Approaches: Knowledge Transfer from
Pretrained Models

Fine-tuning-based approaches represent the most traditional and direct
strategy in Few-Shot Learning. The central idea is that a deep neural network
pretrained on a large-scale and general-purpose dataset can transfer the
representations learned in its layers to a new task with limited data. In this
paradigm, the initial model is typically trained on datasets such as ImageNet,
and then adapted using only a small number of samples from the target
task. The underlying assumption is that early-layer representations capture
general-purpose features that can be effectively reused across different domains
(Parnami & Lee, 2021).

One of the most influential approaches in transfer learning for low-data
settings is ULMEFIT, introduced by Jeremy Howard and Sebastian Ruder
(2018). Unlike earlier methods that only retrained the final classification layer,
ULMET proposed a three-stage framework consisting of general language
model pretraining, domain-specific fine-tuning, and task-specific classification
training. The model also introduced layer-wise learning rates, where earlier
layers are updated more conservatively and later layers more aggressively,
enabling the preservation of general knowledge while adapting to new tasks.
In addition, the use of slanted triangular learning rates, which initially increase
and then gradually decrease during training, helps accelerate convergence and
reduce overfitting, making the approach particularly eftective in Few-Shot
Learning scenarios with limited training data (Howard & Ruder, 2018).

Nakamura et al. (2019) further proposed a similar strategy, employing
lower learning rates for low-shot classes alongside adaptive gradient-based
optimization methods. The main objective was to prevent drastic parameter
updates when training with scarce data. However, despite their simplicity
and ease of implementation, fine-tuning-based approaches suffer from a
key limitation: when there is a significant domain gap between source and
target datasets, the risk of overfitting increases substantially, leading to poor
generalization performance. A comparative summary of representative fine-
tuning methods is presented in Table 3-2. These limitations have motivated
the development of more advanced approaches based on transfer learning
and meta-learning (Nakamura et al., 2019).
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Table 3-2. Comparison of Repr

tative Fine-Tuning Methods

Model / Core Idea Key Innovation ~ Limitation Reference
Method
ULMHKT Fine-tuning a Layer-wise learning Sensitive to domain Howard & Ruder
pretrained language rates and slanted  shift (2018)
model for low- triangular learning
resource tasks rates
Adaptive Using lower Adaptive gradient- Opverfitting under ~ Nakamura et al.
FineTuning learning rates for ~ based optimization domain mismatch ~ (2019)

low-shot classes

3.2. Data Augmentation Approaches: Enriching the Learning
Space

One of the most critical challenges in Few-Shot Learning (FSL) is the
statistical scarcity arising from the limited number of training samples. When
a model is exposed to only a small number of examples, it cannot adequately
learn the true diversity of the underlying data distribution, which consequently
reduces its generalization capability. Data augmentation approaches have
been developed to address this limitation by enriching small datasets, either
through generating new data or leveraging auxiliary information to expand
the learning space (Parnami & Lee, 2021). A general categorization of these
methods, along with their key characteristics, is presented in Table 3-3.

Table 3-3. Categorization of data augmentation methods in FSL

Subcategory Core Idea Representative Limitations

Models / Studies

Advantages

Unlabeled Using unlabeled ~ Wang et al. (2016), Reduces Sensitive to

data data to learn Boney et al. (2018) dependence on representation

utilization general labeled data quality
representations

Transductive Incorporating test TPN — Liuetal.  Improves Increased

learning data structure into  (2019) generalization computational cost
the learning process

Data Generating Mehrotra et al. Increases training  Difficulty in

synthesis synthetic samples  (2017), Hariharan diversity modeling true data
for low-shot classes & Girshick (2017), distribution

Wang ct al. (2018)
Feature Enriching feature  Dixit et al. (2017), Produces richer Limited

augmentation space instead of
sample space

Liu et al. (2018),
Schwartz et al.
(2018), Chen et al.
(2019)

representations

interpretability of
features
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3.2.1. Use of Unlabeled Data

In many real-world applications, unlabeled data are significantly more
abundant than labeled data. Therefore, one of the earliest strategies was to
exploit unlabeled data to enhance model learning. Wang et al. (2016) proposed
a transfer-based approach using convolutional neural networks, introducing
a self-supervised pre-training phase. In this stage, the model learns a general
and rich representation of the data space without being constrained to specific
classes. This representation is subsequently used in few-shot tasks (Wang et
al., 2016).

Similarly, Boney et al. (2018) introduced a semi-supervised variant of
MAML, in which unlabeled data are used to refine the embedding function,
while labeled data are used to train the classifier. This combination enables the
model to learn more stable representations even under extreme data scarcity
(Boney et al., 2018).

3.2.2. Transductive Learning

Transductive learning can be considered a subset of semi-supervised learning
in which the structure of test data is incorporated into the learning process.
Unlike inductive learning, which assumes test data are completely unseen,
transductive learning jointly analyzes relationships between training and test
samples.

In this context, Liu et al. (2019) proposed the Transductive Propagation
Network (TPN). This model consists of four main stages: feature extraction,
graph construction, label propagation, and loss computation. The key idea of
TPN is that the geometric structure of unlabeled test data can help the model
construct more accurate decision boundaries (Liu et al., 2019).

3.2.3. Data Synthesis and Generative Networks

Another important approach to data augmentation is the generation of
synthetic samples for low-shot classes. Generative Adversarial Networks
(GANS), due to their strong capability in modeling data distributions, have
become a central tool in this domain.

Mehrotra et al. (2017) proposed a GAN-based architecture for One-
Shot Learning. In this framework, the generator aims to produce synthetic
samples that are close to the true data distribution (Mehrotra et al., 2017).
Hariharan and Girshick (2017) introduced a two-stage approach consisting
of representation learning and multi-shot classification, where synthetic data
are used to improve classification performance (Hartharan & Girshick, 2017).
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Furthermore, Wang et al. (2018) developed a model that integrates meta-
learning with data generation to produce virtual samples for novel classes .

Despite their success, data synthesis methods still face significant challenges.
Many generative models struggle to accurately capture complex data
distributions, resulting in synthetic samples that may lack realistic structure.
Moreover, their generalization to entirely novel classes remains difticult, and
generated features often have limited interpretability (Parnami & Lee, 2021).

3.2.4. Feature Augmentation

Instead of directly generating samples, some researchers have focused on
enriching the feature space. In this approach, the goal is to enable the model
to learn intrinsic variations within data at the representation level.

Shu introduced the AGA model, which manipulates images based on
object-level features (Shu et al., 2018). Schwartz et al. (2018) proposed the
Delta Encoder, demonstrating that new features for unseen classes can be
synthesized even from a few examples (Schwartz et al., 2022).

In addition, Chen et al. (2019) introduced TriNet, which establishes
a bidirectional mapping between the semantic label space and the image
feature space. This design allows each class to obtain a richer and more robust
representation in the feature space (Chen et al., 2019).

3.3. Transfer Learning and Meta-Learning Approaches

3.3.1. Metric-Based Methods: Learning the Concept of Similarity

In many Few-Shot Learning (FSL) scenarios, the number of available
samples is so limited that training a deep classifier directly becomes practically
infeasible. Consequently, researchers have shifted from directly learning class
labels toward learning the concept of similarity. Metric learning is based on
the assumption that samples belonging to the same class should be close to
each other in the feature space, while samples from different classes should
be far apart (Parnami & Lee, 2021).

From a mathematical perspective, a metric is a function that measures
the distance between two samples. In deep learning settings, commonly
used metrics include Euclidean distance, Mahalanobis distance, and cosine
similarity. A typical metric learning framework consists of two components:
an embedding module that maps input data into a vector space, and a metric
module that computes similarity or distance between embeddings (Kotovenko
etal., 2023).The most important metric-based models and their characteristics
are compared in Table 3-4.
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Table 3-4. Comparison of metric-based learning models

Model Core Idea Distinct Feature ~ Advantages Reference
Siamese Learning similarity Shared weights Suitable for one-  Koch et al. (2015)
Networks  between pairs of  between twin shot learning

samples networks
Matching Using attention for LSTM + attention High accuracy in ~ Vinyals et al.
Networks sample comparison mechanism low-shot settings ~ (2016)
Prototypical Defining a Class-wise feature ~ Simplicity and fast ~ Snell et al. (2017)
Networks prototype for each  averaging inference

class
Relation Learning Eliminates need for High flexibility Sung et al. (2018)
Networks comparison predefined metric

function via CNN
CovaMNet  Using feature Second-order Richer feature Lietal. (2019)

covariance statistical representation

information representation

Koch et al. (2015) introduced Siamese Neural Networks for one-shot
recognition. These networks consist of two identical branches with shared
weights and aim to minimize the distance between similar samples while
maximizing the distance between dissimilar ones (Koch et al., 2015).
Subsequently, Vinyals et al. (2016) proposed Matching Networks, which
learn similarity using LSTM and attention mechanisms (Vinyals et al., 2016).

Snell et al. (2017) introduced Prototypical Networks, where each class is
represented by a prototype (i.e., the mean of its feature embeddings), and
classification is performed based on the nearest prototype in feature space
(Snell et al., 2017). Later, Sung et al. (2018) proposed Relation Networks,
which learn the similarity function directly using a neural network instead of
relying on predefined distance metrics (Sung et al., 2018).

Additionally, Li et al. (2019) introduced CovaMNet, which leverages
covariance matrices to capture second-order statistical information, resulting in
richer representations compared to mean-based approaches (Li et al., 2019).

The main advantages of metric-based methods include computational
simplicity, fast inference, and rapid adaptation to new tasks. However, under
extremely limited data conditions, simple distance metrics may lack sufficient
discriminative power, which can reduce performance in dynamic environments
(Parnami & Lee, 2021).
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3.3.2. Meta-Learning Methods: Learning to Learn

Meta-learning, or “learning to learn,” is one of the most fundamental
frameworks in Few-Shot Learning. Unlike conventional machine learning,
where a model is trained for a single task, meta-learning aims to enable models
to rapidly adapt to new tasks with minimal data (Parnami & Lee, 2021).

In this framework, data are divided into two levels: meta-training and
meta-testing. Each task consists of a support set and a query set. The model
is trained over a distribution of tasks so that it can generalize to unseen tasks
with only a few examples. A comparison of key meta-learning models is
provided in Table 3-5.

Table 3-5. Comparison of meta-learning methods

Model Architecture /|  Key Advantage Limitation Reference
Core Idea
MANN  External memory Fast learning High Santoro et al.
with neural from limited data architectural (2016)
Turing machine complexity
Meta Combination of  Rapid weight High training Munkhdalai & Yu
Networks meta-learner and generation cost (2017)
base learner
MAML  Learning Model-agnostic ~ Requires second- Finn et al. (2017)
adaptable initial approach order gradients
parameters
TAML Regularization to Better Difficult Jamal et al.
reduce overfitting generalization hyperparameter  (2019)
tuning

One of the earliest influential models in this area is Memory-Augmented
Neural Networks (MANN), introduced by Santoro et al. (2016). This model
integrates external memory with a neural Turing machine architecture, enabling
both short-term and long-term information storage (Santoro et al., 2016).

Munkhdalai and Yu (2017) proposed Meta Networks, consisting of a base
learner and a meta-learner. The meta-learner generates fast weights that allow
rapid adaptation to new tasks (Munkhdalai & Yu, 2017).

Finn et al. (2017) introduced Model-Agnostic Meta-Learning (MAML),
one of the most influential meta-learning approaches. The core idea is to learn
an initialization of model parameters that can be quickly adapted to new tasks
using only a few gradient steps:
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g=0-a9,0,(1) ()

The main strength of MAML lies in its model-agnostic nature, meaning it
can be applied to any gradient-based model. However, its reliance on second-
order derivatives increases computational cost. To address this, variants such
as FOMAML and Reptile were proposed (Finn et al., 2017).

Jamal et al. (2019) further proposed TAML, which introduces a
regularization term to reduce overfitting on training tasks and improve
generalization performance (Jamal et al., 2019).

3.3.3. Graph Neural Network-Based Methods: Modeling Structural
Relationships

Graph Neural Networks (GNNSs) represent another important direction
in Few-Shot Learning, designed to model structural relationships among
samples. In this approach, data are represented as graphs, where each sample
is a node and relationships between samples are represented as edges (Parnami
& Lee, 2021).

Garcia and Bruna (2018) proposed one of the first GNN-based models
for few-shot image classification. In this architecture, the model jointly learns
node and edge representations and explicitly models relationships among
samples (Garcia & Bruna, 2018).

Later, Kim et al. (2019) developed EGNN, which focuses on edge
classification. In this model, each edge is represented by a two-dimensional
feature vector indicating whether two nodes belong to the same class or

different classes (Kim et al., 2019). A comparison of these models is provided
in Table 3-6.

Table 3-6. Comparison of GNN-based methods in FSL

Model Core Idea Key Feature  Advantages  Limitation Reference
GNN Modeling Joint node- High Complexity Garcia & Bruna
samples as edge learning  interpretability grows with (2018)
graphs graph size
EGNN Focus on edge Probabilistic ~ Captures High Kim et al.
classification  edge complex computational  (2019)
representation  relations cost

The main advantage of GNN-based methods is their strong interpretability
and ability to model complex dependencies among samples. However, as the
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number of samples increases, the number of edges grows exponentially, leading
to significant computational overhead (Parnami & Lee, 2021).

Finally, a comparative summary of the main FSL families in terms of
computational complexity, generalization capability, and robustness to
overfitting is presented in Table 3-7.

Table 3-7. Comparative s ary of major FSL fmilies

Method Computational Inference Overfitting Generalization Interpretability
Family Complexity Speed Resistance

Model Fine-  Medium High Medium Domain- Medium
Tuning dependent

Data Medium-High  Medium  High Relatively good Low
Augmentation

Metric Low Very high  Medium Good High
Learning

Meta- High High High Very strong Medium
Learning

Graph Neural High Medium  High Good High
Networks

3.4. Integrated Conceptual Framework: Synthesis of FSL
Paradigms

The three paradigms examined in the preceding sections—fine-tuning,
data augmentation, and transfer/meta-learning—are not mutually exclusive
methodological alternatives, but rather complementary strategies that can be
integrated to address the multifaceted challenge of data scarcity. This section
presents an integrated conceptual framework that synthesizes these paradigms
and clarifies their interrelationships within the broader FSL ecosystem.

At the foundational level, fine-tuning-based approaches leverage pretrained
representations as a starting point for adaptation. This paradigm is most
effective when the source and target domains share substantial visual or
semantic similarity, and when computational resources are limited. However, as
the domain gap widens or data scarcity becomes more severe, fine-tuning alone
proves insufficient, necessitating the incorporation of additional mechanisms.

Data augmentation operates at the sample level, enriching the training
space through synthetic or transformed examples. When combined with fine-
tuning, augmentation mitigates overfitting and enhances generalization. More
critically, when integrated with meta-learning, augmentation can improve
the diversity of episodic tasks, thereby strengthening the model’s ability
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to generalize across task distributions. For instance, feature augmentation
strategies can be embedded within meta-learning episodes to provide richer
support sets without requiring additional labeled data (Chen et al., 2019).

Transfer and meta-learning represent the highest level of abstraction in
this framework. Meta-learning learns the adaptation mechanism itself, while
transfer learning provides the representational substrate upon which this
mechanism operates. The synergy between these approaches is evident in
methods such as MAML, where pretrained initializations can accelerate meta-
training, and in metric-based approaches, where transfer-learned embeddings
serve as the feature space for similarity computation.

The selection of an appropriate strategy—or combination thereof—
depends on several contextual factors: (i) the degree of domain shift between
source and target data; (ii) the availability of unlabeled or auxiliary data; (iii)
computational constraints; and (iv) the required adaptation speed. In practice,
hybrid architectures that combine meta-learning with data augmentation
and transfer learning have demonstrated superior performance over single-
paradigm approaches, suggesting that the future of FSL lies in the principled
integration of these complementary strategies rather than in their isolated
application (Parnami & Lee, 2021; Song et al., 2023).

Figure 3-1 illustrates the proposed integrated framework, depicting the
hierarchical relationships among the three paradigms and their potential
intersections. The framework emphasizes that effective ESL systems should
be designed with flexibility to incorporate multiple paradigms, adapting their
composition to the specific requirements of the target application domain.

4. Experimental Evaluation and Performance Outlook in Few-Shot
Learning

Experimental evaluation plays a central role in assessing the generalization
capability of Few-Shot Learning (FSL) models. Unlike traditional supervised
learning, where models are evaluated on large-scale data, FSL focuses on rapid
adaptation to novel classes with extremely limited labeled samples. For this
reason, standardized benchmark datasets such as minilmageNet and Omniglot
have become widely used for fair comparison of models (Zhao et al., 2024).

Omniglot consists of handwritten characters from multiple alphabets and is
considered a relatively simple benchmark due to its limited visual variability. In
contrast, minilmageNet contains real-world images with significant variations
in background, illumination, viewpoint, and object structure, making it a
much more challenging benchmark for evaluating generalization performance
(Parnami & Lee, 2021).
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Most studies report results under standard evaluation settings such as
5-way 1-shot and 5-way 5-shot classification. In the 1-shot setting, the model
observes only one example per class, whereas in the 5-shot setting it observes
tive examples per class, allowing a more robust estimation of class structure
(Xian et al., 2020).

4.1. Empirical Results on minilmageNet

Table 4-1 summarizes the performance of representative FSL models on
minilmageNet under 1-shot and 5-shot settings.

Toble 4-1. Performance compavison of FSL models on minilmageNet (Parnami & Lee,

2021).
Model Approach Type 1-shot Accuracy 5-shot Accuracy
(%) (%)

Matching Metric learning 43.56 55.31
Networks
Prototypical Metric learning 49.42 68.20
Networks
MAML Optimization- 48.70 63.11

based meta-

learning
Relation Metric learning 50.44 65.32
Networks
SimpleShot Transfer learning 64.29 80.64

Several important observations can be drawn from these results. First,
increasing the number of support samples from 1-shot to 5-shot consistently
improves performance across all models. This indicates that even a small
increase in labeled examples significantly enhances class representation quality.
For instance, Prototypical Networks improve from 49.42% to 68.20% accuracy
(Snell et al., 2017).

Studies in Few-Shot Learning consistently show a clear performance gap
between simpler benchmarks such as Omniglot and more complex datasets like
minilmageNet, where accuracy drops significantly due to higher visual diversity;
emphasizing the importance of robust and transferable feature representations.
In addition, results across methods indicate a steady improvement over time,
with early approaches like Matching Networks achieving around 43% accuracy
in the 1-shot setting, while later methods such as SimpleShot surpass 64%,
reflecting advances in representation learning strategies. Notably, SimpleShot
demonstrates that even without complex meta-learning mechanisms, strong
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performance can be achieved through high-quality feature embeddings and
proper normalization, sometimes outperforming more sophisticated models
(Parnami & Lee, 2021).

4.2. Structural Perspective on Performance Trends

Empirical evidence shows that FSL performance is not solely determined by
model complexity. Instead, it depends on multiple interacting factors, including
feature representation quality, similarity metric design, task construction
strategy, and domain shift between training and testing distributions.

Metric-based methods generally perform well due to their simplicity
and fast inference. However, they may struggle in highly complex or noisy
environments where simple distance measures are insufficient. In contrast,
meta-learning approaches provide stronger adaptation capabilities but require
higher computational cost and carefully designed task distributions for training
(Finn et al., 2017).

Moreover, the success of models such as SimpleShot indicates that the quality
of the embedding space can be more critical than architectural complexity.
This observation has led to an increasing research focus on representation
learning rather than purely on adaptation mechanisms (Payandeh etal., 2023).

Overall, experimental studies suggest that no single FSL approach
is universally optimal. The best-performing method depends on dataset
characteristics, task complexity, computational constraints, and the degree
of domain shift between training and testing environments.

5. Security in Few-Shot Learning: Adversarial Attacks and Model
Vulnerability

5.1. Feature-Level Adversarial Attacks and Model Vulnerability

Deep learning models are highly vulnerable to adversarial attacks, as it
has been shown that even very small perturbations in the input can lead to
significant decision-making errors (Goodfellow et al., 2015). More advanced
methods such as PGD and Carlini-Wagner attacks further revealed and
intensified this vulnerability in neural networks (Madry et al., 2018). This
issue becomes even more critical in Few-Shot Learning (FSL), where models
are trained with extremely limited samples, making their decision boundaries
more fragile and highly sensitive to small input variations. For this reason,
methods such as ADML, AQ, and DESL have been proposed to improve
robustness, although the security challenge has not yet been fully resolved
(Kim et al., 2026).
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In classical adversarial attacks, a small perturbation is added to the input:
X =x+8st.050<0

This approach is effective in image-based classification models, but it
has limitations in metric-based Few-Shot models, since these models make
decisions based on distances in the feature space rather than the pixel space.
Therefore, effective attacks require manipulation at the feature level rather
than the input level (Kim et al., 2026 ; Xu et al., 2025).

In this context, Kim et al. (2026) introduced FAMF (Feature-level
Adversarial Attack on Metric-based Few-Shot Learning), the first attack
specifically designed for metric-based FSL models. In this method, the
perturbation is applied directly in the feature space:

fF(x) = f(x)+argm§th(9,f(x)+5,y)s.t. oo

The goal of this attack is to increase classification error by reducing intra-
class similarity and increasing inter-class similarity in the feature space (Kim
et al., 2026).

Experimental results on Omniglot and minilmageNet datasets show that
FAMEF is significantly more effective than traditional attacks such as PGD,
achieving nearly 100% attack success rate in some models like FEAT. In the
1-shot setting, attacks are stronger than in the 5-shot setting because fewer
support samples make decision boundaries more fragile. Moreover, FAMF
remains effective even in the presence of defense mechanisms such as AQ,
and it shows higher robustness against defensive strategies compared to
image-level attacks. From a computational perspective, FAMF is also faster
than PGD, since it operates directly in the feature space and does not require
tull backpropagation through the entire network (Kim et al., 2026 ; Xu et
al., 2025).

These findings indicate that the main vulnerability of metric-based Few-
Shot models lies in the feature representation space, rather than the input
space. Therefore, the security of these models must be redefined beyond input-
level defenses and extended toward feature-level defense mechanisms, which
ensure the robustness of the latent representation space against adversarial
perturbations. Additionally, FAMF can be used as a diagnostic tool to identify
hidden weaknesses in models and to design more robust architectures (Zheng
etal., 2025).

However, this type of attack is mainly developed under a white-box
assumption, where the attacker has full access to the model architecture and
embedding function. Therefore, developing black-box versions of such attacks



Sara Naghib Zadeh | Hatice Nur Gok | 69

and designing robust defenses against feature-level adversarial strategies remain
among the most important future research directions in the security of Few-
Shot Learning (Cao et al., 2020 ; Kim et al., 2026).

5.2. Poisoning Attacks in Few-Shot Learning

Beyond adversarial perturbations at inference time, Few-Shot Learning
models are vulnerable to poisoning attacks that compromise the integrity of
the training or support data. In the FSL context, poisoning can occur at two
distinct stages: during meta-training, where the attacker contaminates the
base dataset used to learn the meta-parameters, or during inference, where
malicious examples are injected into the support set.

Meta-training poisoning is particularly insidious because the attack is
embedded in the model’s learned prior. By strategically inserting mislabeled or
crafted examples into the training tasks, an attacker can bias the meta-learner
toward representations that fail under specific trigger conditions. For instance,
a backdoored meta-model might perform normally on standard few-shot tasks
but produce systematically incorrect predictions when a predefined visual
pattern appears in the query image (Gu et al., 2019).

Support set poisoning targets the adaptation phase of FSL. Since metric-
based and meta-learning models rely heavily on the support set for task-specific
decision boundaries, even a small number of poisoned support examples
can significantly degrade classification accuracy. Unlike standard supervised
learning, where poisoning effects may be diluted across a large training set,
FSDs extreme data scarcity amplifies the impact of each corrupted sample.
Recent studies have demonstrated that injecting as few as one poisoned
example per class into the support set can reduce accuracy by over 30% in
prototypical networks (Shafahi et al., 2018).

The defense against poisoning attacks in FSL requires robust data validation
mechanisms at both the meta-training and inference stages. Techniques such
as spectral signature detection, activation clustering, and outlier removal have
shown promise in identifying poisoned samples, though their adaptation to
the few-shot setting remains an active area of research.

5.3. Backdoor Attacks

Backdoor attacks represent a specialized form of poisoning in which the
attacker embeds a hidden trigger pattern into the model during training,
causing the model to behave normally on clean inputs but produce attacker-
chosen outputs when the trigger is present. In Few-Shot Learning, backdoor
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attacks are especially dangerous due to the limited number of training examples,
which makes it easier to introduce trigger patterns without detection.

In metric-based FSL, backdoor attacks can be implemented by manipulating
the embedding space such that trigger-embedded samples from any class
map to a specific region associated with a target class. During inference, any
query image containing the trigger will be misclassified into the attacker’s
chosen category, regardless of its true class. This attack is particularly eftective
against prototypical networks, where the class prototype can be shifted toward
the trigger-embedded region through a small number of poisoned support
examples (Liu et al., 2020).

The stealthiness of backdoor attacks in FSL stems from the fact that clean
task performance remains largely unaffected, making detection through
standard accuracy evaluation difficult. Furthermore, the episodic training
protocol of meta-learning provides additional cover for the attacker, as the
trigger can be distributed across multiple tasks without appearing suspicious
in any single episode.

Defensive strategies against backdoor attacks in FSL include neural cleanse
techniques, which reverse-engineer potential triggers by analyzing model
behavior across classes, and fine-pruning methods that remove dormant
neurons associated with backdoor functionality. However, these defenses were
originally designed for standard supervised learning and require significant
adaptation for the meta-learning setting, where model parameters are optimized
for rapid task adaptation rather than fixed classification boundaries.

5.4. Membership Inference Attacks

Membership inference attacks aim to determine whether a specitic
data sample was included in the training set of a machine learning model.
While traditionally studied in the context of large-scale supervised learning,
membership inference poses distinct challenges and risks in Few-Shot Learning
due to the intimate relationship between support set composition and model
predictions.

In FSL, membership inference can be targeted at two levels: the meta-
training set and the task-level support set. At the meta-training level, an attacker
with query access to the trained meta-model can infer whether a particular class
or sample was included in the meta-training distribution. This is particularly
concerning in applications involving sensitive data, such as medical diagnosis
or biometric identification, where the mere presence of an individual’s data
in the training set may constitute a privacy violation (Shokri et al., 2017).
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At the support set level, membership inference becomes even more direct.
Since the support set is explicitly used to condition the model’s predictions
during inference, an attacker can exploit the model’s confidence patterns to infer
which samples were present in the support set. For example, in prototypical
networks, the distance between a query sample and its corresponding class
prototype tends to be smaller when the query was part of the support set,
providing a discriminative signal for membership inference.

The vulnerability of FSL models to membership inference is exacerbated
by their reliance on distance metrics in the embedding space. These metrics
often leak information about the support set composition, particularly when
the number of support examples is extremely small. Defense mechanisms
such as differential privacy, which adds calibrated noise to model outputs
or gradients, have been proposed to mitigate membership inference risks.
However, applying difterential privacy in ESL is challenging because the noise
may degrade the already limited information available for task adaptation,
creating a tension between privacy preservation and few-shot performance.

5.5. Model Extraction Attacks

Model extraction attacks involve an adversary with only black-box query
access to a target model, attempting to construct a functionally equivalent
copy of that model. In Few-Shot Learning, this threat is particularly acute
because FSL models are often deployed as lightweight, specialized services
where query access is provided to users for rapid task adaptation.

The extraction process in FSL differs from standard model extraction due
to the episodic nature of inference. An attacker can query the target model
with carefully constructed support sets and query samples, observing the
predicted labels or confidence scores. By systematically exploring the input
space across multiple episodes, the attacker can train a surrogate model that
approximates the target model’s embedding function and decision boundaries.

Metric-based FSL models are especially susceptible to extraction attacks
because their decision logic is relatively simple: compute embeddings, measure
distances, and select the nearest class. This simplicity enables accurate extraction
with fewer queries compared to complex deep classifiers. Furthermore, because
FSL models are designed for rapid adaptation, they often lack the defensive
depth—such as input preprocessing pipelines or ensemble structures—that
might otherwise impede extraction (Tramer et al., 2016).

The consequences of successful model extraction in FSL extend beyond
intellectual property theft. An extracted surrogate model can be used to
mount more effective white-box attacks, including the feature-level adversarial
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attacks and backdoor injections described in previous sections. Moreover, if
the original model was trained on proprietary or sensitive data, the extracted
model may retain traces of that data, creating secondary privacy risks.

Defenses against model extraction in FSL include rate limiting on query
access, output perturbation to obscure confidence scores, and watermarking
techniques that embed identifiable signatures in model predictions. However,
these defenses must be carefully calibrated to avoid degrading the core few-
shot adaptation capability that makes FSL valuable in the first place.

5.6. Comprehensive Defense Strategies

The diverse attack surface of Few-Shot Learning—spanning feature-level
adversarial perturbations, data poisoning, backdoor triggers, membership
inference, and model extraction—necessitates a multi-layered defense strategy
that addresses vulnerabilities at each stage of the FSL pipeline. This section
synthesizes the defensive approaches discussed throughout Section 5 and
proposes an integrated security framework for robust FSL deployment.

At the input level, adversarial training remains the most effective defense
against feature-level attacks such as FAME By augmenting the meta-training
process with adversarially perturbed support and query sets, the model learns to
construct more robust decision boundaries in the embedding space. However,
standard adversarial training significantly increases computational cost and
may reduce clean-task accuracy, necessitating the development of efficient
adversarial training variants tailored to the episodic learning paradigm (Madry
etal.,, 2018).

At the data level, robust aggregation and outlier detection mechanisms can
mitigate poisoning and backdoor attacks. For meta-training, spectral analysis of
gradient updates across tasks can identify and exclude poisoned episodes. For
inference-time support sets, consistency checks based on geometric properties
of the embedding space—such as unexpected prototype shifts or anomalous
inter-sample distances—can flag potentially corrupted support examples before
they influence predictions.

At the model level, architectural modifications can enhance intrinsic
robustness. Ensemble approaches that aggregate predictions from multiple
meta-learners with diverse initializations reduce the impact of any single
compromised component. Additionally, regularization techniques that
enforce smoothness in the embedding space—such as Lipschitz continuity
constraints—limit the adversary’s ability to induce large changes in model
output through small perturbations.
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At the system level, access control and monitoring mechanisms are essential
for preventing model extraction and membership inference. Query logging,
anomaly detection in query patterns, and differential privacy guarantees
can collectively raise the cost of attacks while preserving legitimate user
functionality. The trade-off between security and usability must be carefully
managed, as excessive restrictions may undermine the rapid adaptation

capability that defines FSL.

The relationship between attack vectors and corresponding defenses can
be summarized as follows. Feature-level adversarial attacks such as FAMF
are primarily countered through adversarial training at the input level, with
embedding space regularization serving as a complementary secondary defense.
Poisoning attacks targeting either the meta-training set or the support set
require spectral signature detection as the primary defense, supplemented
by outlier removal techniques. Backdoor attacks embedded during meta-
training are addressed through neural cleanse methods, with fine-pruning of
dormant neurons as an additional safeguard. Membership inference attacks
at the inference stage are mitigated through differential privacy mechanisms,
supported by output perturbation to obscure confidence patterns. Finally,
model extraction attacks at the system level are countered through rate limiting
and query logging, with watermarking techniques providing secondary
protection for intellectual property.

In conclusion, the security of Few-Shot Learning systems cannot be ensured
through any single defensive mechanism. Rather, a defense-in-depth approach
that combines input sanitization, robust training, architectural hardening,
and system-level monitoring is required to address the multifaceted threat
landscape. As FSL continues to be deployed in safety-critical and privacy-
sensitive applications, the integration of security considerations into the core
design of FSL methodologies will become not merely advisable but essential.

6. Challenges and Future Directions in Few-Shot Learning

Despite significant advances in Few-Shot Learning (ESL), the field still
faces several fundamental challenges that limit its full applicability in real-
world scenarios. One of the most important limitations is the reliance on the
conventional M-way K-shot setting, where models are trained under highly
controlled conditions. In real-world problems, however, the number of classes
and the number of samples per class are not predefined, which reduces model
flexibility and adaptability. Moreover, meta-learning approaches often assume
that training and testing tasks are independently and identically distributed
according to a task distribution p (T ) . This assumption leads to significant
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performance degradation under cross-domain scenarios, such as transferring
from natural images to text or audio data (Parnami & Lee, 2021).

Another key challenge is the difficulty of integrating knowledge from
both seen and unseen classes within a unified framework. Many existing
models are designed only to classify novel classes within a fixed support
set, which limits their effectiveness in real-world environments where both
old and new classes must be recognized simultaneously. In addition, data
heterogeneity in domains such as audio, wireless signals, and text prevents
the construction of standardized datasets, which are essential for stable meta-
learning. Furthermore, the vulnerability of FSL. models to adversarial attacks
and feature-space manipulation raises serious concerns regarding robustness
and trustworthiness (Kim et al., 2026).

To address these challenges, future research directions focus on several key
areas. First, the integration of structured prior knowledge, such as knowledge
graphs and ontologies, may reduce reliance on large-scale pretraining data.
Second, the development of task-adaptive distance metrics, which can
dynamically adjust instead of relying on fixed measures such as Euclidean
distance, is considered a promising direction for improving model flexibility.

In addition, advanced meta-learning architectures, particularly hierarchical
models, can enhance the ability to capture meta-knowledge and better handle
task heterogeneity. The combination of different learning paradigms—including
transfer learning, active learning, and reinforcement learning—may also lead to
more powerful hybrid systems. Furthermore, multi-modal learning approaches
that enable knowledge transfer across text, image, and audio modalities, as
well as progress in zero-shot learning, represent important future research
directions (Da Silva & Costa, 2019).

Finally, robustness and security remain critical concerns. The development
of feature-level defense mechanisms, the use of adversarial training to improve
robustness, and the adaptation of certified robustness concepts to FSL settings
are essential strategies for ensuring reliability in safety-critical applications
(Parnami & Lee, 2021; Kim et al., 2026).

7. Conclusion

7.1. Summary and Key Contributions

Few-Shot Learning (FSL) has emerged as one of the most important research
directions in machine learning, particularly in scenarios where data scarcity
is a fundamental limitation. This review systematically organized the FSL
literature into three main paradigms: model fine-tuning, data augmentation,
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and transfer learning. Within the transfer learning paradigm, meta-learning
approaches—including metric-based, optimization-based, and model-based
methods—were comparatively analyzed, highlighting their strengths and
limitations (Parnami & Lee, 2021).

A key contribution of this study is the emphasis on security and robustness
alongside predictive performance. Results from feature-level adversarial attacks
such as FAMF (Feature-level Adversarial Attack) demonstrate that while
metric-based models perform well at the input level, they remain vulnerable
in the feature representation space. This indicates that FSL systems should not
only focus on improving accuracy but must also explicitly consider robustness,
stability, and trustworthiness in their design (Kim et al., 2026).

Moreover, several structural challenges remain unresolved, including
the limitations of the M-way K-shot framework, dependence on fixed task
distributions, difficulty in integrating seen and unseen classes, and poor
generalization to non-visual domains. These challenges suggest that FSL is
still an evolving field requiring fundamental innovations. Promising future
directions include the use of prior knowledge, development of adaptive distance
metrics, integration of multiple learning paradigms, and design of robust
models resistant to adversarial attacks (Song et al., 2023).

In conclusion, Few-Shot Learning is not merely a technical machine
learning approach but a strategic research area that will play a crucial role in
the future of artificial intelligence. In a world where data scarcity is a universal
constraint, successful advancement of FSL can enable broader deployment
of Al systems in real-world, low-data, and complex environments, ultimately
contributing to more accessible and equitable intelligent technologies (Song
etal., 2023).

7.2. Foundation Models and the Evolution of Few-Shot Learning

The emergence of large-scale foundation models—such as GPT-4, CLID,
DINO, and Segment Anything Model (SAM)—has fundamentally altered
the landscape of Few-Shot Learning. These models, pretrained on internet-
scale datasets using self-supervised or contrastive learning objectives, acquire
highly generalizable representations that can be adapted to novel tasks with
minimal or no task-specific training. This capability, often termed emergent
few-shot performance, challenges the traditional boundaries of FSL research.

Foundation models approach the few-shot problem through a difterent
mechanism than classical meta-learning. Rather than learning an explicit
adaptation algorithm through episodic training, these models leverage the vast
diversity of their pretraining data to implicitly encode a broad spectrum of
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visual, linguistic, and conceptual relationships. When presented with a novel
task defined by a few examples, the model can leverage these pre-encoded
relationships to make accurate predictions without gradient-based fine-tuning.
For instance, CLIP’s joint embedding of images and text enables zero-shot
and few-shot classification through natural language prompts, bypassing the
need for task-specific architectures (Radford et al., 2021).

The implications of this paradigm shift for FSL are profound. First, the
performance gap between foundation models and specialized meta-learning
methods has narrowed considerably, with models like GPT-4 achieving
competitive few-shot results across diverse domains without domain-specific
architectural engineering. Second, the distinction between pretraining and
adaptation is becoming increasingly blurred, as foundation models can be
prompted or conditioned on task descriptions rather than requiring explicit
support sets.

However, foundation models also introduce new challenges for FSL. Their
massive scale makes them computationally prohibitive for resource-constrained
environments, contradicting one of the original motivations for FSL—efficient
learning. Furthermore, their generalization capabilities, while impressive,
are not guaranteed and can fail systematically on out-of-distribution tasks or
domains underrepresented in pretraining data. The black-box nature of these
models also complicates the application of the security analyses presented
in Section 5, as adversarial vulnerabilities may exist in latent spaces that are
neither interpretable nor directly accessible.

Despite these challenges, the trajectory of FSL research is increasingly
converging with foundation model development. Future ESL systems will likely
adopt hybrid architectures that combine the efficiency and interpretability of
classical meta-learning with the representational power of foundation models,
achieving the best of both paradigms.

7.3. In-Context Learning as Emergent Few-Shot Capability

A particularly significant development arising from foundation models is
in-context learning (ICL), a phenomenon where large language and vision
models learn to perform new tasks simply from examples provided within the
input context, without any parameter updates. First systematically observed in
GPT-3, in-context learning has since been demonstrated across modalities and
represents a radical departure from conventional gradient-based adaptation
(Brown et al., 2020).

In the context of Few-Shot Learning, in-context learning can be understood
as an extreme form of few-shot adaptation where the learning occurs entirely
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at inference time through attention mechanisms. The model does not update
its weights; instead, it reconfigures its internal computation based on the
contextual relationships among the provided examples and the query. This
mechanism bears a conceptual resemblance to metric-based meta-learning,
where classification is performed by comparing the query to support examples
in an embedding space. However, in-context learning operates in a vastly
higher-dimensional and more flexible representational space, enabled by the
scale of the underlying model.

The relationship between in-context learning and classical FSL raises
important theoretical questions. Research has shown that transformer-based
in-context learning can implement gradient descent algorithmically within its
forward pass, effectively simulating the adaptation process of optimization-
based meta-learners without explicit parameter updates. This suggests a deep
structural connection between the two paradigms, with in-context learning
representing a more implicit and scalable realization of meta-learning principles
(von Oswald et al., 2023).

For practical FSL applications, in-context learning ofters several advantages.
It eliminates the need for episodic training and task design, reducing the
engineering overhead associated with classical meta-learning. It also enables
seamless integration of multimodal information, as contextual examples can
include text descriptions, images, and structured data simultaneously. However,
the effectiveness of in-context learning is highly sensitive to prompt design—
the selection, ordering, and formatting of examples significantly influence
performance, a phenomenon known as prompt sensitivity or prompt brittleness.

Moreover, in-context learning inherits the security vulnerabilities discussed
in Section 5, albeit in modified forms. Adversarial perturbations can be applied
to contextual examples to manipulate model predictions, representing a new
variant of feature-level attack. Poisoning attacks can target the examples
retrieved from external knowledge bases to populate the context, and
membership inference risks persist regarding whether specific examples were
included in the model’s pretraining data.

Looking forward, the integration of in-context learning with classical FSL
methodologies represents a promising research direction. Hybrid approaches
that use meta-learning to optimize prompt templates or example selection
strategies for in-context learning could combine the efficiency of explicit
adaptation with the representational power of large foundation models. Such
integration would mark a significant step toward truly human-like few-shot
learning systems that can rapidly acquire new concepts from minimal examples
while maintaining robustness, interpretability, and security.
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Biiyiik Dil Modellerinin (LLM) Kuramsal
Sinirlart ve Varsayimlari
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Ozet

Bu boliim, biiyiik dil modellerinin kuramsal sinirlarini ve varsayimlarini,
sistem basarisizligi gostergesi degil, kullamm baglaminin  smurlarim
tammlayan Ozellikler olarak ele alir. Benchmark skorlarinin anlami hangi
varsayimlarin devrede olduguna bagldir; sinir analizi bu varsayim kiimesini
ve dolaysiyla karar veya bilgi kaynagi olarak modelin hangi baglamlarda
konumlandirilabilecegini goriiniir kilar. Dilin olasiliksal temsili, sonlu baglam
penceresi ve token diizeyinde egitim hedefi hesaplama ve temsil varsayimlarini
olugturur; genelleme egitim—-degerlendirme dagilimlar: ve gorev formatina
bagimhdir. Ciktinin epistemik giivenilirligi baglama bagimlidir; dagitim
kosullar1 ve dogrulama pratikleri tasarim varsayimlariyla Ortiistiigiinde ¢tk
bilgi kaynag: islevi gorebilir, aksi durumda giivenilirlik ve belirsizlik uygulama
katmaninda yonetilir. Haliisinasyon tasarim 6zelligi olarak, hangi gorevlerde
retrieval, dogrulama modiilleri veya insan-in-the-loop ile sinirlandirilmasi
gerektiginin gerekgesini olugturur. Agiklanabilirlik ve agent mimarileri,
sirlarin pratikte nasil yonetilecegi ve hangi mimari giivencelerin devreye
alinacagl sorusunu giindeme getirir. Boliim, LLM etkinliginin baglama
bagimli oldugunu ve retrieval, insan denetimi ve modiiler dogrulama
katmanlariyla artirilabilecegini vurgulayarak sonuglandirir.
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1. Kuramsal Cergeve ve Kullanim Cercevesi

Benchmark skorlart anlam tagiyor—tagidiklart anlam hangi varsayimlarin
devrede olduguna bagli. LLM’lerin sinirlarina bakmak, sistemin bagarisizhigin
degil, kullanim baglaminin sinirlarini tanimlayan 6zellikleri 6ne ¢ikarir.
Tasarimin getirdigi bu 6zellikler, hangi baglamlarda modelin karar veya bilgi
kaynag1 olarak konumlandirilabilecegini belirler; dolayisiyla sinir analizi,
epistemolojik bir gergeve sunarak uygulama katmaninda dagitim ve tasarim
kararlarinin temelini olugturur.

Model, verilen token dizisinden sonraki tokenin olasiligini tahmin eder. Dil
burada iletigim arac1 veya anlam tagiyic degil, ayrik sembollerin ardigik olasilik
yapist olarak temsil edilir; semantik ve pragmatik yalnizca bu yapiya yansidigt
Olgiide modele girer. Bu temsil hesaplanabilirlik i¢in neredeyse zorunludur;
“anlama” ile “yiiksek olasilikli ¢ikt1 {iretme” ise ayn1 sey degildir (Bender ve
ark., 2021). Bu ayrim, olasiliksal ¢iktinin bilgi ve karar sistemlerinde hangi
baglamlarda kaynak olarak kullanilabileceginin sinirini tanimlar. Chomsky’ci
perspektif dilin yalnizca gozlemlenebilir dizilerin istatistigi olmadigini vurgular
(Chomsky, 1965); LLM tarafi ise kurallarin veri iginde Ortiik 6grenildigini
varsayar (Brown ve ark., 2020). Bu metinde vurgu, bu temsilin hangi kullanim
sinurlarini belirledigi ve bu sinirlarin sistem tasariminda nasil dikkate alinacagy
tizerinedir.

“Iyi caligma hangi kosullarda tanimlanir?” sorusu, bagar1 metriklerinin
anlamli oldugu varsayim kiimesini netlestirir. Bu varsayimlar ihlal edildiginde
metrikler yamltict hale gelebilir; sinir analizi, tam da bu varsayim kiimesini
ve dolayisiyla dagitim baglamini gortiniir kilar.

2. Hesaplama ve Temsil Varsayimlari

2.1. Baglam Penceresi ve Mimari Sinirlar:

Baglam penceresi sonludur—bu bir ariza degil, mimarinin tanimlayici
ozelligidir. Pencere digindaki bilgi model i¢in yapisal olarak erigilemez; temsilin
siirt burada ¢izilir. Transformer mimarisinde dikkat mekanizmast O(n?)
karmagikliga sahip oldugundan pencereyi biiyiitmek maliyet ve bellek getirir;
sonsuz pencere de “tiim metni anlamak™ degil, daha uzun sonlu dizi islemek
anlamina gelir (Vaswani ve ark., 2017). Bu 6zellik, modelin hangi soru ve gérev
tiirlerinde anlamli yanit tiretebileceginin sinurini belirler; sistem tasariminda
baglam gereksinimi ve retrieval-augmented generation (RAG) gibi tamamlayici
mimariler bu siirla uyumlu bigimde segilebilir (Lewis ve ark., 2020).
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2.2. Egitim Hedefi, Olcek ve Baglam Bagimlilig

Hesaplama varsayimlari—sonlu parametre, sonlu baglam, token diizeyinde
capraz entropi hedefi—modelin hangi fonksiyonlar: temsil edebilecegini yapisal
olarak kogullandirir. Egitim hedefi, T uzunlugundaki bir dizi i¢in negatif log-
olabilirlik minimize edilmesi olarak su bi¢imde ifade edilebilir:

L(6) = —(1/T) ¥ log P(x | x1, ..., X1; 6)

Bu hedef, modelin “en yiiksek olasilikli temsil”i 6grenmesini saglar—"tiim
gegerli dogrular” veya “baglama gore en uygun” yamiti degil. Coklu gegerli
yorumlar veya belirsizlik altinda stratejik tercihler egitim hedefine dolayli yansir.
Egitim hedefi ile kullanim baglami arasindaki bu iliski, hangi baglamlarda
modelin ¢iktisinin dogrudan kullanilabilecegini, hangi baglamlarda ise insan
denetimi veya modiiler dogrulama katmanlariyla desteklenmesi gerektigini
belirler. Olgek yasalart belirli metriklerde iyilesme vaat eder (Kaplan ve ark.,
2020; Hoffmann ve ark., 2022); bu metrikler genelleme, tutarhilik veya
giivenilirlikle 6zdeg degildir. Sinirlar sabit degil, kullanim baglamina gore
degiskendir—etkinlik baglama bagimlidir ve mimari segimlerle kullanim
baglamu iginde kalinarak artirilabilir.

2.3. Formal Problem Statement: LLM as Bounded Stochastic
Sequence Estimator

LLM, miihendislik perspektifinden sinirlt bir stokastik dizi tahmincisi olarak
tanimlanabilir. Model, bir vokabiiler V tizerinde tanimli token dizilerinin
kogullu olasilik dagilimini parametrize eder:

PO(x, ..., %) =1 P O(x | x1, ..., Xt1)

Burada 0, egitim verisi D iizerinden ampirik risk minimizasyonuyla
Ogrenilen parametre kiimesidir. Model P_8, gergek veri dagilimi P_data’nin
bir yaklagimidir; bu yaklagimin kalitesi dagilim kaymas: (distribution shift)
durumunda garanti edilemez. Bu formal ger¢eve, modelin ne yaptigini—
dagilima uygun token dizisi iiretmek—ve ne yapmadigimi—gergegi dogrulamak,
nedensel ¢ikarim yapmak—agik¢a tanimlar. Dagitim kararlar1 bu sinirlilik
gergevesinde alinmahdir.

3. Genelleme ve Dagilimsal Sinirlar

3.1. Dagilim ve Gorev Bagimlilig:

Genelleme, egitim ve degerlendirme dagilimlar: arasindaki iligkiye baghdir;
bu iliski gorev-uyumlu kullanim alaninin taniminda merkezi rol oynar. Egitim
dagilimi disindaki girdilere giktr kalitesi, test dagiliminin egitime yakinhigina
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baglidir; gorev genellemesi ise modelin belirli formatlarda egitilip ince
ayarlanmasi nedeniyle format ve gorev tanimina duyarhidir. Tip alaninda
bu mesele somut bi¢gimde giindeme gelmistir: klinisyenlerin LLM ¢iktisini
dogrudan klinik karar verme siirecine dahil ettigi durumlarda, modelin dagilim
dis1 sorgulara verdigi yanitlarin giivenilirlik sorunlar gézlemlenmigtir (Singhal
ve ark., 2023). Bu ozellikler bagarisizlik gostergesi degil, dagitim kararlarinin
dayandig: tasarim bilgisidir.

3.2. Diinya Bilgisi, Zamansal Siiriiklenme ve Format Duyarlilig:

“Diinya bilgisi” ortiik temsilde kodlanir; agik ontoloji veya nedensel grafik
yoktur. Ayni bilgi farkli ifadeyle soruldugunda tutarsizlik veya giincelligini
yitirmig bilginin sunulmasi bu temsilin dogal sonucudur. Giincelleme etkisi
izlenebilir degildir; ince ayar veya miidahale yan etkileri 6ngoriilemez (Zhu
ve ark., 2020). Bu 6zellikler, modelin hangi bilgi tiirleri ve zaman dilimleri
i¢in uygun oldugunu, hangi durumlarda retrieval veya dig veri kaynaklarryla
desteklenmesi gerektigini belirler. Zamansal siiriiklenme ve format duyarlilig,
genellemenin sunum ve baglama bagiml oldugunu gosterir; bu da sistem
tasariminda baglam eglemesi ve periyodik giincelleme stratejilerinin gerekgesidir.

4. Epistemolojik Smirlar ve Bilgi Statiisii

4.1. Olasiliksal Gikt1, Atif ve Igerik-Form Ayrimi

Model dogruluk iddiasinda bulunmaz; yalmzca veri dagilimina uygunluk
gosterir. Kullanici giktiyr “bilgi” olarak aldiginda bu bir atiftir—model bu
atfi dogrulayacak mekanizma sunmaz. Epistemoloji literatiiriinde bilgi i¢in
genellikle {i¢ kosul aranir: dogruluk (truth), gerek¢elendirilmig inang (justified
beliet) ve giivenilirlik (reliability) (Goldman, 1979). LLM giktis1 bu kosullarin
higbirini i¢sel olarak kargilamaz; ¢iktinin bilgi statiisii kazanmast, dig dogrulama
mekanizmalarina bagimhidir. Igerik ile yiizey formu ayrimi da bu baglamda
onemlidir: model anlamsal igerigi dogrudan islemez, token dizilerinin olasilik
yapisini igler.

Asagidaki tablo epistemolojik katmanlar ile bunlara kargilik gelen sistem
diizeyi telafi mekanizmalarini 6zetlemektedir:
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Tablo 1. Epistemolojik Katmanlar ve Sistem Diizeyi Telafi Mekanizmalar:

Katman Model Igsel Ozellik Sistem Diizeyi Telafi
Olasilik Cross-entropy egitim hedefi Retrieval mekanizmalar1 (RAG)
Belirsizlik Aleatorik/epistemik ayrimi Kalibrasyon katmani
yapilamaz (temperature scaling)
Haliisinasyon Distributional fit, gergeklik degil Harici dogrulayici / insan
denetimi
Agiklanabilirlik  Nedensel zincir kurulamaz Modiiler dogrulama, yapisal giktt

4.2. Belirsizlik, Gerekgelendirme ve Agiklanabilirlik Tasarimi

Olasilik dagilim aleatorik ile epistemik belirsizligi ayirmaz; ¢ikti olasiliklar
“bilmiyorum” sinyali olarak giivenilir bi¢gimde kullanilamaz (Kadavath ve
ark., 2022). Kalibrasyon aragtirmalari, modelin token bagina tirettigi olasilik
degerlerinin gergek dogruluk olasiligina ne olgiide kargilik geldigini inceler;
bu degerlerin dogrudan karar girisi olarak kullanilmasi yaniltic1 olabilir (Guo
ve ark., 2017). Bu 6zellikler, otonom veya karar-destek ortamlarinda LLM
ciktisinin nasil konumlandirilacagini—ham veri mi, yoksa insan veya {iist
sistem tarafindan olasilik atamasiyla birlegtirilecek girdi mi—belirleyen tasarim
olgiitleridir. Gerekgelendirme ve chain-of-thought ¢iktisinin nedensel ya da
mantiksal rolii belirsizdir; tutarlilik dogruluk icin gerekli ama yeterli degildir
(Wei ve ark., 2022). Bu da agiklanabilirlik ve hesap verebilirlik gereksinimlerinin
uygulama katmaninda nasil kargilanacaginin tasarim konusu oldugunu gosterir.

5. Karar Destegi ve Otonom Sistemlerde Tasarim

5.1. Haliisinasyon, Gorev-Uyumlu Kullanim Alan1 ve Mimari
Giivenceler

Haliisinasyon, modelin hedefinin “gergege uygunluk” degil “veri dagihimina
uygunluk” olmasinin dogal sonucudur—tasarim 6zelligi, ariza degil (Ji ve
ark., 2023). Bu ozellik, hangi gorevlerde LLM ¢iktisinin dogrudan eyleme
doniistiiriilebilecegini, hangi gorevlerde ise retrieval, dogrulama modiilleri
veya insan-in-the-loop ile sinirlandirilmasi gerektigini belirler. Hukuki belge
tiretiminde bu sinur 6zellikle kritiktir: LLM’lerin mahkeme igtihatlarinda var
olmayan atiflar tirettigi belgelenmistir (Magesh ve ark., 2024). Bu tiir vakalar,
yiiksek riskli alanlarda harici dogrulayici katmaninin tasarim zorunlulugu
oldugunu somutlagtirmaktadir. Otonom sistemlerde model ¢iktis1 eyleme
doniigebilir; otomasyon piramidi—insanin loop’ta, iizerinde veya diginda
olmasi—tasarim seg¢imidir.
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5.2. Tekrarlanabilirlik, Kalibrasyon ve Sistem Diizeyi Etkinlik

Tekrarlanabilirlik ve dogruluk baglama bagimlidir; gorev-spesifik risk profili
ve kabul edilebilir egikler tasarimin pargasi olarak tamimlandiginda gorev-uyumlu
kullanim alan1 netlegir. LLM ¢iktis1 olasilik tahminlerini agik sunmuyorsa, karar
verici ¢iktiyr ham veri alip kendi olasilik atamasiyla birlegtirir—bu birlegtirme,
uygun mimari se¢imlerle yonetilir. Retrieval, dogrulama modiilleri ve insan-
in-the-loop, kuramsal 6zellikleri degistirmez; ancak bu 6zelliklerin tanimladig:
sinirlar iginde etkinligi artirir ve kullanim baglamini genigletir. Otonom arag
sistemlerinde de benzer bir yaklagim gozlemlenmektedir: LLM, alg1 ve
planlama bilegenlerinin ¢iktisini yorumlamak igin kullanilmakta, ancak kritik
giivenlik kararlar1 kural tabanli dogrulama katmanlariyla denetlenmektedir
(Wen ve ark., 2023).

6. Aciklanabilirlik ve Agent Mimarileri

6.1. Agiklama, Dogrulama ve Hesap Verebilirlik

“Neden bu cevap?” sorusu LLM’de nedensel zincir veya kural tabanh
gerekge ile yanitlanmaz; karar milyarlarca parametrenin etkilesimidir. Global
agiklama pratikte ulagilamaz; lokal agiklama kismen saglanabilir (attention
agirliklar, integrated gradients vb.) ancak nedensel yanit vermez (Ribeiro
ve ark., 2016; Lipton, 2018). Ciktinin formal veya mantiksal dogrulanmasi
bir¢ok karar alaninda istenir; dogal dil oldugu igin otomatik dogrulama ek
bilesen (yapisal forma gevirme, modiiler dogrulama katmani) gerektirir.
“Model ne dedi?” yanitlanabilir; “modelin dedigi gegerli mi?” sorusu ise
sistem tasariminda insan veya dogrulama modiiliiyle konumlandirilir. Bu
ayrim, tasarim giivencelerinin se¢iminde merkezi rol oynar.

6.2. Agent Tasarimi ve Sinirlar1 Sarmalayan Katmanlar

Agent mimarilerinde LLM planlama, ara¢ kullanimi ve ¢ok adimli
gorevlerde merkezi bilegen olarak kullanilir (Yao ve ark., 2023; Shinn ve
ark., 2023). Uzun zincirlerde tutarhlik ve dig diinya geri bildirimine tepki,
tasarimin dikkate aldig1 6zelliklerdir; hata yayilimi ve arag yan etkilerinin
temsili bu 6zelliklerle sinirhidir. Dilsel temsil ile diinya durumlar arasindaki
esleme model tarafindan garanti edilmez; bu egleme, plan dogrulayici, insan
denetimi, modiiler kontrol gibi tasarim ve dogrulama katmanlariyla kismen
telafi edilir. Agent mimarisi, LLM’in tanimladig sinirlari sarmalayan katman
olarak tasarlanir; LLM sinrsiz karar verici olarak degil, gorev-uyumlu kullanim
alan1 i¢inde konumlandirilarak etkinlik artirilir.
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7. Sonug ve Tasarim Olgiitleri

Belirlenen ozellikler tek sonuca indirgenemez; farkli katmanlar farkl tiir
kullanim sinirlar1 tanimlar. Bu sinirlar agilacak kisitlar degil, secilen temsil ve
ogrenme paradigmasinin tanimlayici sonuglaridir; dagitim baglamina uygun
tasarim kararlart bu sinirlara gore alinir. Hesaplama varsayimlart modelin
neyi temsil edebilecegini yapisal olarak kogullandirir; genelleme ve dagilimsal
ozellikler bagarinin hangi egitim-test ve gorev baglamlarinda gegerli oldugunu
belirler; epistemolojik 6zellikler ¢iktinin bilgi statiisiiniin atiftan ibaret oldugunu
ve belirsizligin uygulama katmaninda nasil yonetilecegini gosterir.

Otonom karar ve karar-destek ortamlarinda giivenilirlik, bu 6zelliklerin
tanimladig1 sinirlar iginde bir tasarim meselesidir; haliisinasyon ve tutarsizlik
ariza degil, hangi mimari onlemlerin devreye alinacaginin gerekgesidir.
Agiklanabilirlik ve agent sistemleri, sinirlarin pratikte nasil yonetilecegi ve
hangi baglamlarda LLM’in uygun bilegen olarak konumlandirilacagi sorusunu
giindeme getirir.

“LLM’ler giivenilir mi?” sorusu, “hangi varsayimlar altinda, hangi
gorevlerde, hangi dogrulama ve denetim katmanlariyla gorev-uyumlu kullanim
alani iginde etkindir?” bigiminde ¢er¢evelendiginde anlamli yanit verir. Teknik
ozellikler yasaklama veya sinursiz kabul ikilemine indirgenemez; sinirlarin
agik ifadesi, risk tabanli diizenleme ve sorumlu dagitim igin 6n koguldur ve
baglama bagimli etkinligin retrieval, insan denetimi ve modiiler dogrulama
gibi mimari 6nlemlerle nasil desteklenebileceginin temelini olusturur.
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Chapter 5

The Role of Artificial Intelligence and Big Data
in Transforming Modern Cybersecurity

Sara Naghib Zadeh!

Cansu Arslan?

Abstract

In the era of digital transformation, cybersecurity has evolved from a technical
necessity into a fundamental pillar for organizational resilience. The rapid
proliferation of cloud computing, the Internet of Things (IoT), and integrated
enterprise ecosystems has streamlined operations but simultaneously expanded
the cyber-attack surface (Saeed etal., 2023). Modern adversaries now leverage
automated and intelligent techniques, rendering traditional, rule-based security
measures insufficient against complex threats such as ransomware, supply chain
compromises, and zero-day breaches (Lahare & Wakchaure, 2025). Within this
landscape, Enterprise Resource Planning (ERP) systems represent a critical
strategic asset. As the operational backbone of organizations, they manage
highly sensitive data across finance, human resources, and customer relations.
The migration of ERP systems to cloud environments and their integration with
diverse APIs has introduced new vulnerabilities, including misconfigurations
and sophisticated phishing attacks. Consequently; protecting these high-value
targets in a hyper-connected world requires a shift from reactive monitoring to
proactive defense(Bhat & Jayaram, 2025). The exponential growth of security-
related data, encompassing system logs, network traffic, and user behavior,
has turned modern cybersecurity into a “Big Data” challenge. Analyzing such
vast and heterogeneous datasets in real-time is beyond human capacity and
traditional signature-based tools. To address this, Artificial Intelligence (AI)
and Machine Learning (ML) have emerged as essential solutions, offering the
ability to detect hidden patterns, identify anomalies, and respond to unknown
threats autonomously (Mohamed, 2025). This study provides a comprehensive
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analysis of how Big Data analytics and Al-driven models are transforming
cybersecurity within cloud-based ERP environments. By examining the synergy
between intelligent algorithms and large-scale data infrastructures, the paper
identifies key implementation challenges and proposes a strategic foundation
for next-generation defense systems.

1. Introduction

In the era of digital transformation, cybersecurity has evolved from a
technical necessity into a fundamental pillar for organizational resilience. The
rapid proliferation of cloud computing, the Internet of Things (IoT), and
integrated enterprise ecosystems has streamlined operations but simultaneously
expanded the cyber-attack surface (Saeced et al., 2023). Modern adversaries
now leverage automated and intelligent techniques, rendering traditional,
rule-based security measures insufficient against complex threats such as
ransomware, supply chain compromises, and zero-day breaches (Lahare &
Wakchaure, 2025).

Within this landscape, Enterprise Resource Planning (ERP) systems
represent a critical strategic asset. As the operational backbone of organizations,
they manage highly sensitive data across finance, human resources, and
customer relations. The migration of ERP systems to cloud environments
and their integration with diverse APIs has introduced new vulnerabilities,
including misconfigurations and sophisticated phishing attacks. Consequently;
protecting these high-value targets in a hyper-connected world requires a
shift from reactive monitoring to proactive defense(Bhat & Jayaram, 2025).

The exponential growth of security-related data, encompassing system logs,
network traffic, and user behavior, has turned modern cybersecurity into a “Big
Data” challenge. Analyzing such vast and heterogeneous datasets in real-time
is beyond human capacity and traditional signature-based tools. To address
this, Artificial Intelligence (AI) and Machine Learning (ML) have emerged
as essential solutions, offering the ability to detect hidden patterns, identify
anomalies, and respond to unknown threats autonomously (Mohamed, 2025).

This study provides a comprehensive analysis of how Big Data analytics
and Al-driven models are transforming cybersecurity within cloud-based
ERP environments. By examining the synergy between intelligent algorithms
and large-scale data infrastructures, the paper identifies key implementation
challenges and proposes a strategic foundation for next-generation defense
systems.
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2. The Need for Transformation in Protecting Critical
Infrastructures

Today, critical infrastructures are facing a new paradigm of threats that
go beyond traditional intrusion patterns. Incidents such as the disruption of
Ukraine’s power distribution network and the paralysis of the Colonial Pipeline
served as serious warnings for national security worldwide, demonstrating that
asingle security breach in such systems can trigger cascading and catastrophic
consequences for both the economy and public welfare. These real-world events
clearly indicate that conventional approaches based on human monitoring
and reactive responses are no longer sufficient to counter modern, high-speed

cyberattacks (AlArfaj & AlShuaibi, 2025).

While defenders continue to rely on reactive security protocols, attackers
are increasingly adopting automated tools and malicious artificial intelligence.
These emerging threats exhibit a high degree of adaptability, enabling them
to dynamically bypass defensive barriers. In this context, the transition from
traditional security paradigms to intelligent and real-time defense is not merely
an option but a strategic necessity. Artificial intelligence plays a central role
in this transition by analyzing massive volumes of data and network traffic to
identify anomalous patterns before a crisis occurs(Lehto, 2022).

Machine learning and deep learning algorithms offer significant potential
for early threat detection. Unlike rule-based systems, these models are
capable of learning from historical data and can even respond to previously
unseen “zero-day” attacks. However, the deployment of such technologies
in operational environments faces substantial technical challenges. Much of
the existing infrastructure consists of legacy systems that were not originally
designed for integration with modern intelligent networks or for supporting
computationally intensive AI models (Reddy et al., 2024).

In addition to hardware limitations, the non-stop nature of critical
infrastructures such as power plants leaves no room for security testing or
trial-and-error approaches. Furthermore, balancing the need for continuous
data flow to train Al models with the requirements of data confidentiality
and privacy presents another significant challenge for practitioners. Therefore,
deploying an effective threat detection system requires the design of integrated
architectures that ensure multi-layered security without disrupting essential
public services (Kechagias et al., 2022).

Finally, it is important to recognize that artificial intelligence itself can
become a target of attack. While machine learning models are increasingly
used in cloud-based defense systems, they remain vulnerable to threats such as
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data poisoning and adversarial attacks designed to manipulate model behavior
(Gong etal., 2020). This study adopts a comprehensive perspective to examine
the current state of real-time detection systems and proposes practical solutions
for implementing and maintaining intelligent security, ensuring that defensive
tools do not themselves become the system’s weakest link.

3. Strategic Transformation: From Traditional Defense to Al-
Driven Proactive Security

In the modern cybersecurity landscape, artificial intelligence (AI) and
machine learning (ML) have evolved from supportive tools into integral
components of defense strategies. A key advantage of these technologies
over traditional approaches lies in their ability to overcome the limitations of
signature-based detection and shift toward predictive modeling. As illustrated
in Table 1, the intelligent paradigm, unlike conventional reactive methods, is
fundamentally based on a proactive approach. By analyzing complex correlations
within large-scale datasets, these models can identity early indicators of attacks
before significant damage occurs, a capability reflected in the table under the
concept of behavior-based detection (Ahsan et al., 2022).

Extensive research in this field has demonstrated the operational eftectiveness
of machine learning across three critical domains: intrusion detection systems
(IDS), intelligent malware classification, and threat intelligence analysis. In
this context, supervised learning algorithms leverage historical labeled data to
ensure accurate classification of new data points, while unsupervised learning
serves as a safeguard against emerging and previously unseen threats (Ahmed
Salman et al., 2023). Furthermore, reinforcement learning has opened new
horizons in adaptive response mechanisms, enabling systems to continuously
optimize their defense strategies in dynamic threat environments. This
capability is highlighted in Table 1 under the “accuracy against unknown
attacks” metric, representing one of the key strengths of modern approaches
(Ferdous et al., 2023).

Another critical dimension of this transformation is the enhancement of
real-time response capabilities and the automation of security processes. Al-
based tools can correlate disparate data sources and generate a unified view of
the attack chain. This level of automation not only significantly reduces the
need for human intervention but also enables response times to reach real-time
levels, an essential feature identified in Table 1 as a fundamental distinction
between intelligent and traditional systems. Ultimately, the scalability of
these technologies positions them as the only viable solution for addressing
the growing complexity of cyber threats in the digital era (Jada et al., 2024).
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However, deploying these intelligent models in dynamic cyber environments
requires addressing core learning theory challenges, most notably concept
drift. Because cyber threats evolve continuously, the statistical properties of
the target variables change over time, rendering static historical training data
obsolete. To counter this, next-generation defense systems must transition
toward online learning paradigms, where models process data streams
continuously and update their parameters in real time without requiring
tull retraining cycles. Furthermore, the defensive perimeter must be fortified
against adversarial learning tactics. Sophisticated attackers increasingly
employ adversarial perturbations to craft evasion attacks or execute data
poisoning during the training phase, making the mathematical robustness
and verifiability of Al algorithms a critical priority in modern security design.

Table 1: Comparative Analysis of Traditional Security Paradigm vs. AI-Based

Intelligent Security
Comparison Traditional Methods Modern Methods (AI-Based)
Metric (Signature-Based)
Type of Reactive Proactive

Approach

Detection Basis Known patterns and signatures ~ Behavioral analysis and anomaly
prediction

Response Speed Dependent on human analysis ~ Real-time and automated
and signature updates

Scalability Limited under large-scale data ~ Highly scalable and Big Data
volumes compatible
Accuracy Vulnerable to zero-day attacks Capable of detecting new and

complex threats

4. The Role of Big Data in Enhancing Cybersecurity and
Combating Emerging Threats

In the contemporary cybersecurity landscape, Big Data has become one
of the fundamental components for identifying, analyzing, and responding
to complex threats. The rapid expansion of the Internet of Things (IoT),
cloud platforms, enterprise networks, and smart industries has generated
enormous volumes of structured and unstructured data, the analysis of which
exceeds the capabilities of traditional security methods (Nugroho etal., 2024).
Under such conditions, Big Data analytics enables the extraction of valuable
knowledge from extensive information sources and allows organizations to
identify potential threats before they escalate into crises. As shown in Table
1, the primary advantage of Big Data in cybersecurity lies in the transition
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from limited and reactive analysis toward real-time, intelligent, and proactive
monitoring (Kumar Bhardwaj et al., 2024).

The implementation of this data-driven approach requires the integration of
diverse information sources. As illustrated in Figure 1, Big Data-based security
analytics architectures are generally built upon three primary data sources:
system logs, network traffic, and user behavior. System logs provide detailed
information regarding events, user activities, and authentication processes,
making them highly valuable for detecting unauthorized access attempts. At
the network level, the analysis of data flows, traffic packets, and communication
patterns can reveal intrusion attempts, Distributed Denial-of-Service (DDoS)
attacks, and data exfiltration activities. In addition, user behavior analytics plays
a significant role in detecting insider threats, account misuse, and suspicious
activities by identifying deviations from normal behavioral patterns (Muhati
etal., 2024).

One of the most significant advantages of Big Data is its ability to process
massive volumes of information in real time through technologies such as
distributed computing, cloud computing, and intelligent analytical frameworks.
These infrastructures make it possible to examine millions of security events
simultaneously and identify hidden relationships among seemingly unrelated
incidents. As a result, Time to Detect (TTD) and Time to Respond (TTR)
are significantly reduced—an essential factor in sensitive and mission-critical
environments (Adams & Heard, 2016).

However, the true value of Big Data becomes evident when it is integrated
with artificial intelligence and machine learning. Intelligent models can learn
attack patterns from large-scale datasets, detect anomalous behaviors, and
even predict unknown threats or zero-day attacks. This synergy between Big
Data and AT has transformed security systems from passive mechanisms into
adaptive and automated defense architectures (Ahmad et al., 2023).

Beyond monitoring and detection, Big Data analytics also plays a crucial role
in response processes, recovery strategies, and risk management. In complex
ecosystems such as Enterprise Resource Planning (ERP) environments, where
data is distributed across multiple organizational units, this technology can
provide a comprehensive view of the security posture and enable faster and
more accurate decision-making. Overall, Big Data is not merely a tool for
information storage and management; rather, it represents the foundation
of next-generation intelligent cyber defense systems capable of significantly
improving resilience against emerging and sophisticated threats (Nugroho
etal., 2024).
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Figure 1. Big Data-Driven Cybersecurity Data Sources: System Logs, Network Traffic,
and User Behavior Analytics

5. Exploring Key Challenges in Big Data Analytics for
Cybersecurity

Despite its numerous advantages, the adoption of Big Data in cybersecurity
is associated with several structural and operational challenges that hinder
the full utilization of its potential. Based on the data presented in Figure 2,
the most significant obstacle is related to the volume and velocity of data
generation, accounting for 30.0% of the overall challenges. This issue creates
difficulties in real-time analytics and increases false positive rates, ultimately
leading to slower response times and additional pressure on infrastructure
resources (Iglesias et al., 2020).

The next major challenges include the scalability of analytical tools and
data integration, each representing 20.0% of the identified barriers. Scalability
directly affects infrastructure costs and intensifies the need for advanced
computational capabilities. Meanwhile, data integration faces problems such
as heterogeneous data formats and complex data flows, which complicate the
process of aggregating information from multiple sources. In addition, data
quality and consistency, accounting for 15.0% of the challenges, emphasize
the importance of data cleansing and standardization in achieving accurate
analytical outcomes (Alshaibi et al., 2022)

Finally, security and human-related dimensions also constitute an important
part of these challenges. Big Data security and privacy concerns (10.0%)
involve issues such as encryption gaps and privacy-preserving limitations.
Furthermore, the skills gap in data science and cybersecurity, representing
5.0% of the total, highlights the shortage of qualified professionals capable
of managing and analyzing such large and complex datasets (Ebunoluwa
Johnson et al., 2024).

Overall, these factors indicate that the successtul deployment of Big Data-
driven cybersecurity systems requires organizations not only to invest in
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technical infrastructures, but also to improve data quality and strengthen
specialized human expertise.

TAXONOMY AND IMPACT OF KEY CHALLENGES
IN CYBERSECURITY BIG DATA ANALYTICS

o
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Figure 2. Taxonomy and impact analysis of key challenges in cybersecurity big data
analytics. Methodological Note: The taxonomical pevcentoges and impact distribution
reported above weve derived through a systematic content analysis of the reviewed
Literature (2020-2026). A thematic coding approach was implemented, where structurval
and operational barviers identified acvoss 40 peer-veviewed study datasets were
categovized into six primary challenge domains. The velative weight of each challenge
rvepresents its frequency of occurvence and priovitized impact index within the surveyed
reseavch covpus.

6. Intelligent Defense Mechanisms: The Synergy of Machine
Learning and Deep Learning

The modern cybersecurity landscape demands a fundamental shift from
traditional reactive protocols to intelligent, proactive defense strategies.
Traditional methods, primarily reliant on signature-based detection and fixed
rules, are increasingly ineffective against the velocity and sophistication of
modern threats. As organizations transition to Al-driven security, the primary
advantage lies in the ability to overcome the limitations of manual monitoring
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and shift toward predictive modeling. The core of this transformation is
the capacity of artificial intelligence to analyze complex correlations within
massive, heterogeneous datasets, such as system logs, network traftic, and
user behavior, to identify early indicators of attacks before significant damage
occurs (Kilincer et al., 2021).

The operational process of these intelligent systems begins with a rigorous
data ingestion and processing phase. Raw data gathered from multiple sources
(IoT devices, cloud logs, and endpoint telemetry) are normalized, cleaned,
and prepared for analysis. Subsequently, statistical, temporal, and behavioral
features are extracted to be fed into specialized models. This data representation
can take various forms, including time series, event sequences, communication
graphs, or even binary and image-based formats, enabling the analysis of a
wide range of cyberattack scenarios (Okoli et al., 2024).

Machine Learning (ML) serves as the foundational layer of this intelligent
defense. In the realm of Supervised Learning, models are trained using labeled
data to distinguish between benign and malicious behaviors. Algorithms
such as Decision Trees and Random Forests are widely utilized for network
traffic classification, while Support Vector Machines (SVM) provide strong
performance in intrusion detection based on known patterns. Additionally,
models like Naive Bayes and Logistic Regression remain highly eftective for
detecting phishing and fraudulent communications. In contrast, Unsupervised
Learning becomes essential when data is unlabeled or threats are unknown.
Clustering algorithms such as K-Means and DBSCAN group similar behaviors
to reveal anomalous patterns, while Principal Component Analysis (PCA) and
Isolation Forest are applied to detect outliers and zero-day threats(Chivukula
etal.,, 2023).

At a more advanced level, Deep Learning (DL) architectures extract complex
and hidden patterns directly from raw data without the need for manual feature
engineering. Convolutional Neural Networks (CNNs) are highly effective
for feature extraction in traffic pattern classification and malware detection.
Recurrent Neural Networks (RNNs) and Long ShortTerm Memory (LSTM)
models are specifically suited for sequential and time-series data, making
them ideal for analyzing attack sequences and identifying ransomware or
Advanced Persistent Threats (APTs). Furthermore, Autoencoders provide
superior performance in anomaly detection by identifying unusual deviations
from normal system states. To enhance robustness, Generative Adversarial
Networks (GANs) can generate synthetic attack scenarios, helping defensive
systems “rehearse” against potential evasion techniques (Kohar et al., 2026).
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Finally, Natural Language Processing (NLP) serves as a critical component
for modern threat intelligence. By utilizing Transformer-based models,
security systems can analyze unstructured text from security reports, blogs,
and dark web forums to extract indicators of compromise (IoCs), such as
malicious IP addresses and attack techniques. The integration of these diverse
AI models, from classical ML to cognitive NLD, enables a multi-layered,
automated response mechanism capable of real-time actions like IP blocking,
host isolation, and access restriction (Albahri et al., 2025).A comprehensive
taxonomy detailing the algorithms used in each of these layers, from supervised
learning to adversarial models, is provided in Table 2. While challenges such as
computational costs, data quality, and adversarial attacks remain, the synergy of
these technologies constitutes the backbone of next-generation cyber defense.

Table 2. Comprehensive Taxonomy of Intelligent Models in Cybersecurity

Model Type Key Algorithms Primary Security Applications

Decision Tree,

Supervised Random Forest,

Learning

Malicious traffic classification, Intrusion
detection, Phishing detection

SVM
. K-Means, . .

Unsu[.)erwsed DBSCAN, Tsolation Behavioral apomaly clustering, Zero-day
Learning E attack detection

orest
Deep Learning Malware detection, Feature extraction

. CNN
(Spatial) from network packets
Deep Learning Attack sequence analysis, Ransomware
(Temporal) RNN, LSTM detection, APT identification
Dimensionality . . .
Reduction / PCA, Autoencoder .Outh.e N de.t cction, Abnormal behavior
. identification

Anomaly Detection

Cognitive / Textual
(NLP)

Adversarial / Attack evasion simulation, robustness
. GANs . . .
Synthetic Models training of security models

Threat intelligence analysis, Social

Transformers, BERT . . .
engineering detection

7. Cloud Computing Security Threats and Emerging Challenges

Cloud computing has become a fundamental infrastructure in modern
information systems, transforming how organizations access computational
resources, storage, and digital services. By shifting from local infrastructure
to on-demand internet-based services, cloud computing enables scalable,
flexible, and cost-efficient access to IT resources, making it widely adopted
across industry, academia, and public sectors(Engineering et al., 2023).
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Cloud services are typically delivered through three main models:
Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software
as a Service (SaaS). These models improve deployment agility, reduce
infrastructure costs, and support rapid digital transformation in organizations
(Younis et al., 2024).

Despite these advantages, cloud computing introduces significant security
challenges due to the centralization of sensitive data and the expansion of
the attack surface. Key threats include data breaches, identity theft, and
unauthorized access, which can result in severe financial and operational
damage. In addition, misconfiguration of cloud resources is a major security
risk, often caused by incorrect security settings rather than provider-side
failures (Bhushan & Gupta, 2017).

Insider threats and Distributed Denial of Service (DDoS) attacks
further complicate cloud security. Authorized users may intentionally or
unintentionally leak sensitive data, while DDoS attacks can disrupt service
availability. Therefore, cloud security must ensure not only data confidentiality
but also system availability and operational continuity(Balani et al., 2020).

Table 3 summarizes the most critical cloud security threats along with their
impacts and mitigation strategies. As shown, issues such as data breaches,
misconfigurations, insider threats, and identity theft require a combination
of encryption, access control, multi-factor authentication, and continuous
monitoring to mitigate risks effectively.

Recent advancements in artificial intelligence and machine learning have
significantly enhanced cloud security capabilities. These methods enable
real-time anomaly detection by learning normal user and system behavior
patterns. Abnormal activities such as unusual login locations, sudden traffic
spikes, or unauthorized access attempts can be automatically detected and
responded to, reducing reaction time and improving incident handling
efficiency (Subramanian et al., 2018).

As Al models take on autonomous decision-making roles in cloud security,
the ‘black-box’ nature of deep learning architectures introduces significant trust
and verification issues for security analysts. Consequently, the integration of
Explainable AI (XAI) methods—such as SHAP (Shapley Additive exPlanations)
and LIME (Local Interpretable Model-agnostic Explanations)—has become
essential. XAI frameworks provide transparent, interpretable rationales for
model predictions, allowing human operators to understand exactly why
a specific cloud network packet or user behavior sequence was flagged as
anomalous. This accountability drastically reduces false-positive investigation
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times and bridges the gap between autonomous Al actions and human-centric
Security Operations Center (SOC) workflows.

In conclusion, cloud computing security requires a multi-layered defense
strategy integrating technical, organizational, and intelligent approaches. The
combination of encryption, access control mechanisms, zero-trust architecture,
and Al-driven threat detection is essential for ensuring secure and resilient
cloud environments.

Table 3. Major Cloud Computing Secuvity Threats and Countermeasures

Security Threat  Description Impacts Proposed

Countermeasures

Data Breach Unauthorized access

to data stored in the
cloud

Exposure of sensitive
information,
financial loss

Data encryption,
access control

Misconfiguration

Incorrect
configuration of
cloud resources and
services

Data leakage,
unintended public
exposure

Security auditing,
standard
configurations

Insider Threats

Misuse of privileges
by authorized users

Data theft or
deletion

Least privilege
principle, user
behavior monitoring

DDoS Attacks Overloading servers ~ Service disruption,  Cloud firewall, load
with malicious traffic reduced availability  balancing

Identity Theft Attacker obtains Unauthorized Multi-factor
valid usernames and ~ system access authentication
passwords (MFA)

Malware and
Ransomware

Infection of services
and data

Data loss, service
compromise

Backup strategies,
intelligent anti-
malware systems

8. Big Data Analytics and Cybersecurity in ERP Ecosystems

Enterprise Resource Planning (ERP) systems have become one of the core
pillars of business process management in modern organizations. These systems
integrate functions such as financial management, human resources, supply
chain, production, customer relationship management, and organizational
performance analytics within a unified platform. Due to the extensive reliance
of daily organizational operations on ERP systems, any disruption or security
breach can lead to severe financial, operational, and reputational consequences.
With the increasing adoption of cloud-based ERP solutions, the attack surface
has expanded significantly, making advanced cybersecurity measures more
critical than ever (Madhav Jha et al., 2023).
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Next-generation ERP systems are accessible through web browsers, mobile
applications, APIs, and smart devices. While this level of connectivity enhances
efficiency and flexibility, it also introduces additional opportunities for cyber
attackers. Threats such as unauthorized access, credential theft, exploitation
of web services, and misconfiguration vulnerabilities can compromise the
confidentiality and integrity of ERP data. Since these systems store valuable
business information and sensitive customer data, they remain highly attractive
targets for cybercriminals (P. Chinta et al., 2022).

The conventional architecture of ERP systems typically consists of three
main layers: the database layer, the business logic layer, and the presentation
layer. The database layer stores the organization’s core data; the middle layer
executes business processes and rules; and the presentation layer enables
user interaction through web interfaces or client applications. Each of these
layers can be targeted by attackers. Common threats include malicious code
injection at the application layer, exploitation of privileged database access,
and vulnerabilities in the host operating system (Olaoye, 2025).

In recent years, ransomware attacks have become one of the most critical
threats to ERP ecosystems. In such attacks, adversaries infiltrate systems,
encrypt files and databases, and demand a ransom in exchange for restoring
access (Efe & Gelig, 2024a). Since ERP systems form the operational backbone
of organizations, their disruption can severely impact supply chains, production
processes, sales operations, and customer services. In addition to ransomware,
phishing attacks remain a major attack vector, as attackers use deceptive emails
to trick users into revealing credentials or granting unauthorized access (Raja
et al., 2024).

Insider threats also represent a significant challenge in ERP security.
Disgruntled employees, careless users, or contractors with legitimate access
privileges may intentionally or unintentionally cause data leakage. These
threats are often more difficult to detect than external attacks because they
originate within the organization’s trusted boundaries. Therefore, user behavior
monitoring, the principle of least privilege, and comprehensive activity logging
are essential security requirements for ERP systems (Omotoye & Chen, 2026).

The large volume of data generated by ERP systems, networks, security
logs, peripheral devices, and cloud services has transformed cybersecurity
into a big data problem. Traditional security analysis methods are not capable
of processing such massive and heterogeneous datasets. In this context, big
data analytics combined with artificial intelligence and machine learning can
extract anomalous behaviors from millions of events. These technologies enable



104 | The Role of Artificial Intelligence and Big Data in Transforming Modern Cybersecurity

the identification of hidden patterns and support rapid threat detection and
predictive analysis of future incidents (P. C. R. Chinta et al., 2024).

Deep learning has also gained increasing importance in this domain. Neural
network-based models are capable of learning complex relationships between
events and detecting threats that cannot be identified using signature-based
methods. For instance, analyzing user login sequences, unusual financial
transaction patterns, or sudden changes in access privileges can indicate insider
attacks or gradual intrusions. The use of these models in Security Operations
Centers (SOCs) significantly reduces both threat detection time and response
time (Jha, 2022).

Ultimately, security in ERP ecosystems requires a multi-layered and
intelligent approach. The implementation of multi-factor authentication, data
encryption, security patch management, role-based access control, continuous
backup strategies, and intelligent threat monitoring are among the most
critical defensive measures. The correlation between specific threats and their
corresponding defense measures, such as the use of WAF for web attacks
or MFA for phishing, is further detailed in Figure 3. Given the growing
dependence of businesses on connected and cloud-based ERP systems, the
integration of big data analytics, artificial intelligence, and cybersecurity
can provide a more resilient and reliable infrastructure for the future of

organizations (Efe & Gelig, 2024b).

Modern enterprise resilience requires an architectural shift toward Zero
Trust Architecture (ZTA), operating on the strict principle of ‘never trust,
always verify.” Within cloud-based environments, ZTA cannot remain static;
it must evolve into an Al-native security framework. Recent breakthroughs
in Foundation Models and Large Language Models (LLMs) tailored for
cybersecurity have enabled the deployment of intelligent Security Copilots.
These Al-native architectures ingest heterogeneous data substrates in real
time, allowing security teams to query complex log environments using
natural language, automate prompt-driven incident playbooks, and synthesize
threat intelligence at unprecedented speeds, thereby transforming the speed
of enterprise defense from hours to milliseconds.

3.1. Synthesized AI-Big Data Conceptual Framework for Secure
Cloud-ERP Ecosystems

* To synthesize the operational synergy of these technologies, this chapter
proposes an original conceptual framework that structures enterprise
cyber defense into four interconnected functional layers within cloud-
ERP ecosystems:
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Data Ingestion & Big Data Infrastructure Layer: This foundational layer
utilizes distributed frameworks to aggregate high-velocity, heterogeneous data
sources simultaneously, including ERP system logs, peripheral API traffic,
database query logs, and network telemetry.

Cognitive Analytics & AI Processing Layer: Acting as the computational
brain, this layer deploys classical machine learning for baseline traffic
classification, alongside deep learning architectures (LSTMs and Autoencoders)
for sequential anomaly detection and insider threat identification. Specialized
LLMs and Security Copilots operate in parallel to ingest unstructured global
threat feeds.

Adaptive Cybersecurity Monitoring Layer: This continuous evaluation
layer evaluates processed analytics against a dynamic Zero Trust verification
matrix, ensuring real-time behavioral monitoring of identities, endpoints,
and micro-segmented ERP network zones.

Automated Response & Orchestration Mechanism: The final layer
triggers autonomous mitigation protocols (e.g., immediate host isolation,
programmatic API token revocation, and automated web application firewall
routing changes) to neutralize verified threats before catastrophic business
disruption occurs.
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9. Conclusion

This study provided a comprehensive review of the growing role of
artificial intelligence, machine learning, deep learning, and big data analytics
in modern cybersecurity, particularly within cloud computing environments
and Enterprise Resource Planning (ERP) systems. The results indicate that
with the rapid expansion of digital transformation across organizations, the
level of cyber threats has significantly increased, making the need for intelligent,
adaptive, and scalable security approaches more critical than ever (Kechagias
etal., 2022).

Traditional cybersecurity methods, which are mainly based on fixed rules
and known signatures, are no longer capable of effectively addressing the
complexity and high velocity of modern threats (Shaheen, 2023).1n contrast,
Al-based approaches enable real-time detection of anomalies and unknown
threats by analyzing user and system behavior across large-scale datasets

(Khalaf et al., 2025).

It was also observed that the integration of big data analytics with artificial
intelligence plays a crucial role in improving threat detection, reducing response
time, and increasing accuracy in Security Operations Centers (SOCs) (Jha,
2022). On the other hand, deep learning models such as Convolutional Neural
Networks (CNNs), Recurrent Neural Networks (RNNs), and autoencoders
have demonstrated strong performance in detecting complex attacks, including
advanced persistent threats (APT5) and zero-day attacks (Reddy etal., 2024).

Despite these advantages, several challenges still remain, including data
quality issues, high computational costs, adversarial attacks on machine
learning models, privacy concerns, and limitations of legacy infrastructures
in enterprise systems such as ERP (Efe & Gelig, 2024a).

In conclusion, the future of cybersecurity depends on the development
of integrated, intelligent, and multi-layered frameworks that combine big
data analytics, artificial intelligence, and zero-trust architecture. Such an
approach can provide the necessary resilience, scalability, and robustness
against increasingly sophisticated and evolving cyber threats in cloud and
enterprise environments.
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Isitsel ve Gorsel Verilerle Ruhsal Bozukluklarin
Hesaplamali Analizinde Veri Isleme Hatlari,
Oznitelik Cikarimi ve Cok-Kipli Fiizyon 3

Uygar Aydin'
Inci Zaim Gokbay?

Ozet

Ruhsal bozukluklarin erken tanisi, tedavisi ve izlenmesi, belirtilerin 6znel
dogasi ve geleneksel klinik yontemlerin 6lglim sinirhiliklart nedeniyle giigtiir.
Bu boliim, isitsel, gorsel ve gok-kipli verilerden nesnel biyobelirtegler elde

etmeyi amaglayan hesaplamali yaklagimlar1 sinyal isleme ve makine 6grenmesi
perspektifinden ele almaktadir. Veri kaynaklari, klinik degerlendirme
Olgekleri, 6n igleme adimlari, ses ve goriintii verileri igin 6znitelik ¢ikarim

yontemleri, siniflandirma mimarileri ve ¢ok-kipli flizyon stratejileri teknik
diizeyde incelenmektedir. Bu teknik ¢ergeve son yillarda belirli yontemler
ve hedefler ¢evresinde yogunlagan ve ozellikle COVID-19 sonras1 dénemde
hizla genigleyen kapsamli bir literatiire dayanmaktadir. Bu yontem ve hedef

yogunlagmasi iginde depresyon tespiti baskin aragtirma hedefi olarak 6ne
gikng, evrigimli sinir aglart (CNN) ise temel mimari haline gelmistir. Oznitelik
diizeyinde gergeklestirilen ses-goriintii fiizyonu, tek-kipli ¢oziimlere kiyasla
kayda deger dogruluk kazanimlari saglamigtir. Boliimde ayrica temsili yiiz ve
ses tanima mimarileri, temel ve yardimer siniflandirma yontemleri arasindaki

ayrim ile uzaktan ve siirekli degerlendirme, mahremiyeti koruyan girisimsel

olmayan izlem ve kaynak erisiminin sinirlt oldugu kosullara uyarlanabilirlik

gibi ger¢ek yagam uygulamalari tartistlmaktadir. Bununla birlikte kiiltiirel
ve dilsel gesitlilikten yoksun veri kiimeleri, tani ile tedavi arasindaki bogluk
ve modellerin yorumlanabilirlik eksikligi alandaki yeniliklerin klinik etkiye
doniismesinin 6niindeki baglica engeller olmayi stirdiirmektedir. Dolayistyla bu

1 Istanbul Universitesi, Fen Bilimleri Enstitiisii, Enformatik Anabilim Dali, Istanbul;

uygaraydinl @ogr.iu.edu.tr; https://orcid.org/0000-0002-9052-3512

2 Istanbul Universitesi, Bilgisayar ve Bilisim Teknolojileri Fakiiltesi, Yapay Zeka ve
Miihendisligi Boliimii, Yapay Zeka ve Veri Miihendisligi Anabilim Dali, Istanbul;
gokbay@istanbul.edu.tr; https://orcid.org/0000-0002-4488-1642

@88 A1 hpsjoi.or/10.58830/0zgunpub1 351.c5539

Veri
inci.

111



112 | Isitsel ve Gorsel Verilerle Ruhsal Bozulluklarm Hesaplamaly Analizinde Veri Ileme Hatlars...

engellerin agilmasi alanin 6nceliklerini dogrudan sekillendirmektedir. Yapilan
aragtirmalar model dogrulugunu artirmanin 6tesinde, bu alanda gesitlilik igeren
ve uzun vadeli veri kiimeleri olusturulmasinin, modellerin tiim klinik siirecini
kapsayacak sekilde genisletilmesinin ve klinik ihtiyaglar1 dogrudan karsilayan,
yorumlanabilir sistemler gelistirilmesinin gerekli oldugunu ortaya koymustur.

Yapay zoka, makine 6grenmesi ve derin 6grenme hiyerarsisi Klinik giktilar ve gérevier

Ses dalgs bigim| Yilz |garel noktalan

NS N T —
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isitsel ve gbrsel verilerle ruhsal bozukluklarin hesaplamali analizine genel bakig

Ses

(kanugma)
On Igleme Oznitelik Gikarimi Gok-kipli Fizyon Karar H Klinik Giktilar
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(yiiz)

Grafik Ozet. Isitsel-gorsel vevilerle rubsal bozukluklarm hesaplamaly analizine genel
bakas, yontem hiyerarsisi, klinik ¢iktidar ve gorevier. (Ozgiin sekil; yazariar tavafindan
olusturulmustur.)

1. Girig

Diinya Saglik Orgiitii (WHO) ruh saghgmni, bireyin yeteneklerinin
tarkinda oldugu, olagan yasam stresleriyle bag edebildigi, verimli bigimde
caligabildigi ve topluluguna katki sunabildigi bir iyilik hali olarak tanimlar
(WHO, 2022b). Buna karsin ruhsal sorunlar, fiziksel hastaliklar kadar gortiniir
olmamalar1 nedeniyle giderek biiyiiyen bir halk saghg: yiikiine dontigmiistiir.
Global Hastalik Yiikii (Global Burden of Disease, GBD) 2019 analizine
gore diinyada her sekiz kisiden biri (yaklagik 970 milyon birey) bir ruhsal
bozuklukla yagamaktadir. Bunlarin yaklagik 280 milyonu depresyon, 301
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milyonu ise anksiyete bozuklugu tanisi tagimaktadir (GBD 2019 Mental
Disorders Collaborators, 2022; WHO, 2022c¢). Ruh saglig1 sorunlarinin
olusturdugu yiikiin ekonomik boyutu da carpicidir. Nitekim Ingiltere’de
pandemi 6ncesinde ruhsal bozukluklar sebebiyle ortaya gikan yillik ekonomik
ve toplumsal maliyetin 105 milyar sterline ulagtig1 raporlanmistir (Adcock ve
Parkin, 2016). Bu maliyetin gerisinde, yalmzca bozuklugun kendisi degil, ona
erigimi ve tedaviyi giiglestiren etkenler de yer almaktadir. Ruhsal bozukluklar
bireyin iyilik hali, egitim ve ¢caligma yagsamu ile sosyal iliskileri iizerinde olumsuz
etkiler dogurur. Tan1 ve tedavi siireglerine erigimdeki giigliikler ve uzun bekleme
siireleri ise bu etkileri agirlagtirmakta ve saghk sistemleri tizerindeki yiikii daha
da artirmaktadir. Nesnel, 6l¢eklenebilir ve erisilebilir degerlendirme araglarina
duyulan ihtiyag bu yapisal sorunlar ger¢evesinde belirginlesmektedir.

COVID-19 salgini hem talebi nicel olarak artirmig hem de talebin
dogasini degistirmistir. Salginin ilk yilinda kiiresel anksiyete yayginliginda
%25,6 ve depresyon yayginliginda %27,6 oraninda bir artig bildirilmigtir
(Santomauro vd., 2021; WHO, 2022a). Yiiz yiize terapi modellerinin
kesintiye ugramasi, uzaktan erisilebilir ve lgeklenebilir dijital ¢oziimlere
yonelik acil bir ihtiya¢ dogurmustur. Bu ihtiyag, duygusal hesaplama (affective
computing) aragtirmalarinin ulagtigi teknolojik olgunlukla birlesince, ses ve
yiiz temelli hesaplamali yontem aragtirmalarini belirgin bi¢gimde hizlandirmigtir
(He, Niu, vd., 2022; Low vd., 2020). Bu donemde ulusal ve uluslararas:
fon kuruluglarinin dijital ruh saghg: teknolojilerine sagladig: biiytik 6lgekli
kaynaklar, yapay zeka ve makine 6grenmesi uzmanlarinin dikkatlerini bu alana
¢ekmigtir. Boylece toplumsal talep, teknolojik olgunluk ve kurumsal tegvik
alanin hizla geniglemesinin zeminini hazirlamgtir.

Geleneksel psikiyatrik degerlendirmenin temel kisit1 biiyiik 6lgiide 6znel
belirti bildirimine ve klinik gozleme dayanmasidir. Bu noktada konugma sinyalleri
ve yiiz ifadeleri gibi gozlemlenebilir davranigsal ve fizyolojik ipuglarindan
nesnel biyobelirtegler (biomarker) ¢ikarmayr amaglayan hesaplamali yontemler
onem kazanmustir (He, Niu, vd., 2022; Low vd., 2020). Bu boliim, alani
bir miihendislik problemi olarak ele alir ve {i¢ temel eksende yapilandirir.
Ilk olarak yliz ve ses analizlerinin erken taniya katkilar1, ardindan makine
ve derin 6grenme tekniklerinin tani ile tedaviyi desteklemedeki etkinligi,
son olarak da bu tekniklerin tani, tedavi ve takip siirecini iyilegtirme yollar1
degerlendirilmektedir.

Bu boliimiin ele aldigr yaklagimlar salt teknik ¢oziimler degil, daha genis
bir kuramsal doniigiimiin pargasidir. Yapay zeka ve 6zellikle derin 6grenme,
elle tasarlanmig kurallar yerine temsilleri dogrudan veriden hiyerargik bigimde
ogrenmeyi miimkiin kilarak goriintii, ses ve dil islemede paradigma degistirici
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bir rol tstlenmigtir (LeCun vd., 2015). Bu modellerin giicii biiyiik 6lgiide
veri 6lgegine bagh oldugundan yiiksek hacim, hiz ve gesitlilik gosteren veri
kiimelerini niteleyen biiyiik veri (big data), saglk ile davranig bilimlerinde
giderek merkezi bir rol kazanmugtir (Monteith vd., 2015). Saglik ve davranig
verisinin dijitallesmesiyle ortaya ¢ikan bu veri yiginlari, 6grenme temelli
yontemlerin itici giicti haline gelmigtir. Bu 6grenme paradigmasi ve biiyiik veri
birikimi, ruh saglig: alaninda iki gelismede somutlagir. Birincisi hesaplamali
psikiyatrinin (computational psychiatry) gelisimidir. Beyin ve davranist
matematiksel modellerle ele alan bu yaklagim, nérobilim ile klinik uygulama
arasinda veri ve kuram temelli bir koprii kurar (Montague vd., 2012; Huys
vd., 2016). Ikincisi ise dijital fenotiplemedir (digital phenotyping). Akilli
telefon ve giyilebilir cihazlarin yayginlagmasi bireyin giinliik davranigini siirekli
ve nesnel bi¢imde 6lgen biiyiik 6lgekli veri akiglar1 dogurarak bu kavrami
ortaya ¢ikarmugtir (Insel, 2017). Biiyiik veri, 6grenme paradigmasi ve klinik
gereksinimin kesisiminde olan makine 6grenmesi, psikiyatrik degerlendirmeyi
Oznel bildirimden nesnel 6l¢lime tagima potansiyeli tagir (Dwyer vd., 2018).
Isitsel ve gorsel veriler, davranigsal bilgi agisindan zengin ve en az girigimsel
kaynaklar arasinda yer aldigindan bu boliimiin odagini olusgturur.

Bu odak dogrultusunda boliimde veri kaynaklari, veri igleme hatti,
performans degerlendirmeleri ve flizyon stratejileri, gergek yagam uygulamalari
ve klinik entegrasyon, tartigma ve sinirliliklar ile sonug ve oneriler derinlemesine
incelenmistir.

2. Veri Kaynaklari ve Klinik Olgekler

Bu alandaki ¢aligmalar hem agik kaynak hem de aragtirmacilarin kendileri
tarafindan toplanmug olan veri kiimelerine dayanur. En sik kullanilan agik kaynak
kiimeleri klinik goriigme videolar1 igeren DAIC-WOZ (Gratch vd., 2014) ve
AVEC serisidir (Valstar vd., 2013; Valstar vd., 2016). Bu kiimeler ¢ok-kipli
ve dogrudan ruhsal bozukluklara odaklandiklari igin tercih edilirler. DAIC-
WOZ veri kiimesi bir sanal goriigmecinin yiiriittiigii yar1 yapilandirilmig klinik
goriismelerden olugur ve PHQ-8 etiketleriyle birlikte sunulur. AVEC serisi ise
2013’ten bu yana depresyon tanisini bir alt yarigma olarak ele almig ve alana
standart bir kiyaslama zemini kazandirmigtir (Valstar vd., 2013; Valstar vd.,
2016). Bunlarin yaninda gok-kipli MODMA, etkilesimli duygusal IEMOCAP
ve vlog temelli D-Vlog gibi kiimeler de kullanilmus, yalnizca goriintii igeren
CK+, yalnizca ses igeren ISED ve RAVDESS (Livingstone ve Russo, 2018)
ile metin temelli ISEAR gibi daha 6zellegmis kaynaklar tekil ¢aligmalarda yer
bulmustur. Hastalik siddeti agirlikli olarak Hasta Saghigi Anketi (Patient Health
Questionnaire, PHQ-8) ve Hamilton Depresyon Derecelendirme Olgegi
(Hamilton Depression Rating Scale, HAMD) gibi standart klinik 6lgeklerle
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etiketlenmistir. Baz1 ¢aligmalarda mevcut 6lgeklerin tani igin yetersiz kaldigi
gerekgesiyle Zung Kendini Degerlendirme Depresyon Olgegi (Self-Rating
Depression Scale, SDS) gibi alternatifler tercih edilmistir (Xie vd., 2021).

Mevcut veri kiimelerinin sundugu zaman tasarrufu ve etik kolayliga kargilik,
bu kiimeler 6zellestirilemez ve belirli dillerle sinirhidirlar. Bu nedenle bazi
aragtirmacilar psikiyatrik degerlendirme sirasinda ¢ekilen video kayitlarindan
kendi kiimelerini olugturmustur. Ornekler arasinda yiiksek ¢oziiniirliiklii
gercek zamanli analiz igin toplanan kiimeler (Gilanie vd., 2022), duygusal
uyaran sunumuna dayali gorevlerle desteklenen tasarimlar (Liu vd., 2024)
ve farkll dil ve popiilasyonlara yonelik kiimeler (Hall vd., 2024; Kim vd.,
2023; Mahayossanunt vd., 2023) yer alir. Bu egilim, agagida tartigilacag:
tizere, dilsel ve kiiltiirel ¢esitlilik agisindan 6nemli bir sinirhlik yaratmaktadir.
Kendi verisini toplayan aragtirmacilar uyaran temelli gorevler ya da yiiksek
¢oziintirliiklii kayit diizenekleriyle depresif belirtileri daha belirgin bigimde
ortaya ¢ikarmay1 amaglamugtir. Bu ¢abalar degerli olmakla birlikte, 6rneklem
siurliligr ve standart digi protokoller sonuglarin karsilagtirilabilirligini ve
yeniden iiretilebilirligini sinirlandirmaktadir.

3. Veri Isleme Hatt1

Hesaplamali yontemlerin biiyiik gogunlugu 6n isleme (preprocessing),
oOznitelik ¢ikarimi ve siniflandirmadan olugan tig asamali klasik bir hatt1 izler.
Ses ve goriintii kollarinin 6znitelik diizeyinde birlestigi bu ii¢ asamali igleme
hattinin genel gortiniimii $ekil 1°de gosterilmektedir.

On lglema Qaznitelik
Ham Ses WAD, gOriitd bastirma, {MFCC, log-Mel, STFT, F——
tirnekieme nommalizasyon 55L)
Genitellk Dizeyinde Siniflandirma [ Klinik Gikti
Gok Kipli Fiizyon (NN, RNMILTSM, i, siddel,
ses+gOMNt |

r
iinti ! v o Hm-' Gznitelik
Harm Garinil Yiz saptama, hizalama, !
l l i normalizasyon ] (FAU, LBP, 30-CNN)

Sekil 1. Isitsel-gorsel rubsal bozukluk analizinde veri isleme hattu; ses ve goviintii kollary
oznitelik diizeyinde biviesir.

3.1. On Igleme

On igleme, ham ses ve video kayitlarin1 6znitelik ¢ikarimina uygun,
giiriiltiiden arindirilmig ve normalize edilmis bir temsile doniistiirtir. Tipik
adimlar konugma etkinligi tespiti (Voice Activity Detection, VAD), yiiz saptama
ve hizalama, gergeve se¢imi ile Olgek ve aydinlatma normalizasyonunu igerir.
Gergek-zamanli uygulamalarda yiiksek video ¢oziiniirliigii ince kas hareketlerinin
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ve mikro-ifadelerin (micro-expression) daha belirgin yakalanmasina olanak
tanir (Gilanie vd., 2022). Ses tarafinda bu hazirhik giirtiltii bastirma, sessiz
boliimlerin konugma etkinligi tespitiyle ayiklanmasi ve 6rnekleme oraninin
standartlagtirilmasini kapsar. Goriintii tarafinda ise yiiz isaret noktalarina (facial
landmarks) gore hizalama, ilgi bolgesinin kirpilmasi ve poz ile aydinlatma
tarklarinin dengelenmesi 6ne gikar. Bu adimlardaki bir hata sonraki katmanlara
dogrudan tagindigindan, 6n igleme kalitesi nihai siniflandirma basarisinin
goriinmeyen ama belirleyici bir bilegenidir.

3.2. Oznitelik Cikarimi

Oznitelik ¢ikarimi, el yapimi 6znitelikler ve &grenilmis derin temsiller
olmak iizere iki temel yaklagima dayanir. Goriintii tarafinda 6grenilmis derin
temsil yaklagimi kendi iginde ikiye ayrilir. Bir ugta ResNet, VGG, SeNet ve
ti¢ boyutlu evrigimli aglar gibi mimariler ham goriintiiden ugtan uca 6znitelik
ogrenir. Diger ugta OpenFace ve FaceReader gibi ara¢ takimlari iki agamali bir
hat kurar. Bu araglar goriintiiden 6nce yiiz igaret noktalar1, bakig yonii ve yiiz
hareket birimi yogunluklar1 gibi yorumlanabilir orta diizey 6znitelikler ¢ikarir,
sonraki ag ise bu zenginlestirilmis temsiller iizerinde ¢alisir. Yorumlanabilir
ciktilar1 nedeniyle OpenFace ve FaceReader en sik bagvurulan araglar arasinda
yer alir. Bu ikinci yol alanin ham pikselleri tek asamada islemekten gok agamalt
ve yliksek diizeyli temsillere yonelimini yansitir. Ayni yonelimin bir uzantist
olarak derin mimarilere dikkat mekanizmas (attention mechanism) ve gok
6lcekli temsil iireten Ozellik Piramit Aglari (Feature Pyramid Networks) gibi
bilesenler eklenerek daha soyut ve goreve 6zgii temsiller hedeflenir (Xu vd.,
2024). Ugtan uca 6grenme ile arag temelli yiiksek diizeyli temsil gikarimi
arasindaki segim, yorumlanabilirlik (interpretability) ile esneklik arasindaki
dengeye ve veri biiytikliigiine gore yapilir. Ugtan uca derin aglar daha esnek
ancak yorumlanmasi gii¢ temsiller tiretirken, arag temelli betimleyiciler daha
yorumlanabilir olup az veriyle daha kararli sonug verir.

El yapimi goriintli betimleyicileri ¢ogunlukla bu yorumlanabilir uca
konumlanir. Bunlarin baginda, yiiz ifadelerinin anatomik temelini dogrudan
yansittig i¢in yiiksek agiklanabilirlige sahip Yiiz Hareket Birimleri (Facial
Action Units, FAU) gelir. Nitekim OpenFace gibi araglarin trettigi temel
cikt1 da bu birimlerdir. Doku temelli Yerel Tkili Oriintiiler (Local Binary
Patterns, LBP) ve dinamik bir betimleyici olan Hacimsel Yerel Yonelimli
Yapisal Oriintii (Volume Local Directional Structural Pattern, VLDSP) (Uddin
vd., 2022) ile mikro-ifade analizine dayali yontemler (Gilanie vd., 2022) bu
aileyi tamamlar. Bu gegsitlilik, el yapimi1 betimleyicilerin yorumlanabilirligi
ile 6grenilmig temsillerin esnekligini birlestiren hibrit tasarimlara olan ilgiyi
yansitir.
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Ses tarafinda benzer bir ayrim gegerlidir. Ham dalga bigimini ugtan uca
isleyen 1B artik aglarin yani sira, el yapimi akustik 6znitelikleri girdi alan hibrit
veri igleme hatlar1 (pipeline) yaygindir ve bu hatlar daha az veriyle daha kararli
sonug hedefler. El yapimi akustik 6znitelikler arasinda Mel-Frekans1 Kepstral
Katsayilar1 (Mel-Frequency Cepstral Coefficients, MFCC) en yaygin spektral
temsildir ve siklikla CNN tarafindan iiretilen spektrogram 6znitelikleriyle
birlestirilir (Das ve Naskar, 2024). COVAREP gibi ara¢ takimlar1 standart
akustik 6znitelik kiimeleri saglarken (Degottex vd., 2014), 6grenilebilir zaman-
uzami filtre bankalari (learnable time-domain filterbanks) sabit betimleyiciler
yerine veriden optimize edilen bir ara ¢6ziim sunar (Yang vd., 2023). Bu
cekirdek temsillerin yaninda Log-Mel spektrogram, Bark ol¢egi ve egdeger
dikdortgensel bant genigligi gibi diisiik frekansa odakli temsiller ile Kisa-
Zamanl Fourier Doniigiimii (ShortTime Fourier Transform), Kepstrum,
Gabor doniigtimii ve yiiksek mertebeli spektral analiz (Higher-Order Spectral
Analysis) gibi doniigiim temelli 6znitelikler de kullanilir.

Tablo 1. Ses ve goriintii icin bashica oznitelik ciharim aileleri ve temsil eden ornek

calismalar.
Oznitelik ailesi Baslica yontemler Ornek caligma
CNN tabanl ResNet, VGG, SeNet, 3B CNN (ugtan (Xu vd., 2024)
gorlntii uca); OpenFace, FaceReader (iki agamalt

arag); dikkat ve Ozellik Piramit Ag:
(mimari bilegen)

CNN tabanli ses 1B artik aglar (ham dalga bigimi), (Das ve Naskar,
spektrogram-CNN hibrit hatlari, 2024)
ogrenilebilir filtre bankalar

El yapimu ses MEFCC, log-Mel spektrogram, STFT, filtre  (Yang vd., 2023)
bankalar1

El yapimi goriintii  Yiiz Hareket Birimleri (FAU), LBR, (Gilanie vd., 2022)

VLDSP, mikro-ifadeler

Oznitelik ailelerinin temsil tiirii (el yapimi, 6grenilmis) ve kip (ses, goriintii)
ckseninde siniflandiriimasi Sekil 2°de 6zetlenmektedir.
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Ses Goriinti
r N r N
MFCC, log-Mel spektrogram,
El Yapimi STFT, Bark/ERB &l¢edi, yiksek Yz Hareket Birimleri (FAU), LBP,
yorumlanabilir mertebeli spektral analiz, filtre VLDSP, mikro-ifadeler
bankalari
. o e »
r N r
Ogrenilmis Derin 1B artik adlar, spektrogram-CNN ResNet, VGG, SeNet, 3B CNN,
Temsil (CNN tabanl) hibrit hatlan, dgrenilebilir filtre OpenFace, FaceReader, Dikkat
esnek bankalari, SSL ve Ozellik Piramit Ag
e ) N

Sekil 2. Oznitelik ¢ihavrumi taksonomisi: temsil tiivii (el yapuma | Gfvenilmis) X kip (ses
Joriintii).

Bu 6znitelik ailelerinin somut mimari kargiliklari literatiirde belirgindir. Yiiz
dinamiklerini degerlendirmek igin degigken ¢ekirdek boyutlar: kullanan Cok-
Olgekli Uzamsal-Zamansal Ag (Multiscale Spatiotemporal Network, MSN),
tekdiize gekirdekli C3D gibi modellere kiyasla ince yiiz degisimlerini daha
verimli yakalamugtir (de Melo vd., 2020). DepNet ise video temelli analizde
yiiz ifadelerinin zamansal 6zniteliklerini modelleyerek dogrulugu artirmistir
(He, Guo, vd., 2022). Yorumlanabilirlik agisindan kritik bir 6rnek, kiiresel
ortalama havuzlama (global average pooling) katmani igeren bir derin evrigimli
ag ile Depresyon Etkinlestirme Haritalar1 (Depression Activation Maps) tireten
DepressNet’tir. Bu haritalar, depresyon siddetine dair anlamli bilgi tagiyan
yiiz bolgelerini igaretleyerek sonuglarin klinik yorumunu giiglendirmigtir
(Zhou vd., 2020). Ses tarafinda sesli ve sessiz harf diizeyinde fonem temelli
bir CNN mimarisi olan AudVowelConsNet (Muzammel vd., 2020) ile ii¢
boyutlu evrigimli aglar (Wang vd., 2021) konugmanin klinik agidan ayirt edici
oOrtintiilerini yakalamaya yonelik tamamlayici yaklagimlardir.

3.3. Smiflandirma Mimarileri

Smiflandirma katmaninda evrigimli sinir aglar1 (Convolutional Neural
Network, CNN) baskin mimaridir. CNN, goriintii ve ses verisinde otomatik
Oznitelik gikarimi ve siniflandirma igin temel arag haline gelmigtir. Dikkat
mekanizmalari (attention mechanism), modelin odagini girdideki ayirt edici
bolgelere yonlendirerek daha derin ve ayrintili temsiller tretir ve giderek
daha sik tamamlayici bilesen olarak kullanilir (Othmani vd., 2022; Xu vd.,
2024). Donmug duygulanim veya konugma hizindaki yavaglama gibi zamansal
dinamiklerin modellenmesinde ise yinelemeli aglar (Recurrent Neural Network,
RNN, LSTM, Bi-LSTM) 6ne gikar (Uddin vd., 2022). Genel egilim, statik
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ortintiileri yakalayan temel modellerden, zamansal dinamikleri modelleyen
aglara ve nihayetinde kararini gerekgelendirebilen agiklanabilir yapay zeka
(Explainable AI, XAI) yaklagimlarina dogru bir evrimdir (Mahayossanunt vd.,
2023; Xie vd., 2021). Bu mimari gesitliligin altinda pratik bir gerekge yatar.
Evrigimli aglar gorece az veriyle giiglii uzamsal 6znitelikler 6grenebildikleri igin
baskin omurgay1 olugtururken, yinelemeli aglar ardigik gergeveler arasindaki
bagimliliklart modelleyerek konugma temposu ve ifade gegisleri gibi zamansal
ipuglarini yakalar. Evrigimli ve yinelemeli aglarin bu rol paylagimi diginda kalan
mimariler de belirli sinirliliklart agmak tizere denenmistir. Cizge sinir aglar
(Graph Neural Networks, GNN) ve karigim modelleri kipler aras iligkileri
daha esnek temsil edebildikleri i¢in nig senaryolarda sinanmis, Transformer
(doniigtiiriicii) mimariler ise yinelemeli aglarin zorlandig1 uzun menzilli
bagimliliklar1 dikkat agirliklariyla modelleyerek yeni bir yon agmugtir. Her
farkli mimari belirli bir ihtiyaca yanit verdiginden mimari se¢imi tek bir
olgtite degil; veri biiyiikliigli, yorumlanabilirlik beklentisi ve hesaplama biitgesi
arasindaki dengeye dayanir.

Bu mimariler tek tek ele alinmalarinin yani sira, tani siirecinde tistlendikleri
role gore de siuflandirilabilir. Tan1 destegi saglayan bu modeller yardimei
bir mekanizma kullanip kullanmamalarina gore iki gruba ayrilabilir. Temel
yaklagimlar, tek bagina bir CNN veya geleneksel makine 6grenmesi modeliyle
dogrudan siniflandirma yapar. Yardimcr yaklagimlar ise bu omurgay: dikkat
mekanizmalari, uzamsal-zamansal modiiller veya ¢ok-kipli fiizyon (multimodal
fusion) ile gii¢lendirir. Ornegin yiiz ifadesi ile g6z bebegi tepkisini bir 6z-dikkat
(self-attention) aginda birlestiren (Liu vd., 2024) ya da dikkat mekanizmasini
bir 6znitelik piramidiyle eglestiren (Xu vd., 2024) ¢aligmalar, ayirt edici
bolgelere odaklanarak bagarimr artirmay1 amaglar. S6z konusu ayrim, model
karmagiklig1 ile yorumlanabilirlik ve veri verimliligi arasindaki 6diinlesimi de
gortiniir kilar. Pratikte yardimecr mekanizmalarin katkisi, eklenen karmagikhigin
getirdigi veri ve hesaplama maliyetiyle birlikte ve veri biiyiikliigiine gore
degerlendirilmelidir. Nitekim kiiglik 6rneklemlerde sade bir omurga, asir
uyum riski nedeniyle daha giivenilir sonug verebilir.

Ses temelli tanima yaklagimlar1 da benzer bir gesitlilik gosterir. Mel-Frekansi
Kepstral Katsayilari ile CNN tarafindan tiretilen spektrogram ozniteliklerini
birlestiren melez modeller yaygin bir baglangi¢ noktasidir (Das ve Naskar,
2024). Ogrenilebilir zaman-uzamu filtre bankalari ise sabit el yapin filtreler
yerine veriden Ogrenilen, dikkatle yonlendirilen temsiller sunar (Yang vd.,
2023). Fonem diizeyinde uzmanlagmis mimariler (sesli ve sessiz harfleri ayr1
aglarla isleyen AudVowelConsNet gibi) konugmanin ince akustik yapisini
hedeflerken (Muzammel vd., 2020), ii¢ boyutlu evrisimli aglar zaman ve
frekans eksenlerini birlikte modelleyerek depresif konugma Oriintiilerini
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yakalamaya ¢aligir (Wang vd., 2021). Bu yaklasgimlarin ortak amaci, depresif
konugmanin diisiik perde, monoton tonlama ve yavaglamig tempo gibi ayirt
edici Oriintiilerini, dile ve konugmaciya olabildigince bagimsiz bir bigimde
temsil etmektir.

Bu CNN-merkezli manzara, son yillarda 6z-denetimli 6grenme (self-
supervised learning, SSL) temelli konugma temel modellerinin (foundation
models) yiikseligiyle degismektedir. wav2vec 2.0 (Baevski vd., 2020), HuBERT
(Hsuvd., 2021) ve WavLM (Chen vd., 2022) gibi, etiketsiz biiyiik konugma
veri kiimeleri iizerinde 6nceden egitilen modeller, sinirl klinik veriyle dahi
giiglii akustik temsiller sagladiklar igin el yapimi 6zniteliklerin ve sifirdan
egitilen CNN’lerin yerini hizla almaktadir. Bu modeller tipik olarak ince
ayar (fine-tuning) veya dondurulmug gomme (frozen embedding) ¢ikarimi
yoluyla kullanilir ve veri kisit1 olan ortamlarda transfer 6grenme yoluyla
bagarimi artirdiklar1 gosterilmistir (Wu vd., 2023; Zhang vd., 2024).
Giincel yonelim, sabit spektral betimleyiciler yerine bu 6grenilmig temsilleri
CNN-Transformer melez mimarileriyle veya dikkat-havuzlamali yinelemeli
katmanlarla birlegtirmektir. Dolayisiyla alandaki mimari 6zet, CNN’in baskin
omurga oldugu bir enstantanenin Otesine gegerek, 6nceden egitilmig temel
modellerin ve dikkat tabanli mimarilerin giderek merkezi rol iistlendigi bir
gegls donemini yansitmaktadir.

Veri kaynaklarindan 6n igleme, 6znitelik ¢ikarimi ve siniflandirmaya uzanan
bu isleme zinciri, paradigma katmani ve agiklanabilirlik bilegenleriyle birlikte
Sekil 3’te biitiinlesik bir hesaplamali psikiyatri ¢ergevesi olarak sunulmaktadr.



Uygar Aydin | Inci Zoim Gokbay | 121

Hesaplamali Psikiyatri I I Duygusal Hesaplama I I Dijital Fenotipleme I i

Ses Garantd

\ / L "1 'sensér (fizyolojik)!

On isleme ] 1
modaliteye dzgil T -

Oznitelik Cikarim
el yapimi veya dgreniimis temsiller

Gok Modlu Fiizyon
fizyon noktasi erken, ara veya geg olabilir

Aciklanabilirlik |
(XAI) '

\__*:,

Tahmin ve Karar Basi (Head)
e — ) tamign siddet igin regresy

Dogrulama ve
Performans
Degerlendirmesi

Klinik Ciktilar
tani, giddet, izlem/nitks

Sekil 3. Isitsel ve gorsel vevilevie rubsal bozukluk analizinde biitiinlesik hesaplamals
psikiyatri gergevesi

4. Performans Degerlendirmesi ve Cok-Kipli Flizyon

Bir tan1 sisteminin bagarimu tek bir sayrya indirgenemeyecek kadar ¢ok
boyutlu oldugundan, degerlendirme agamasinda birbirini tamamlayan gesitli
Olgiitlere bagvurulur. Modeller, dogruluk (accuracy), kesinlik (precision),
duyarhlik (recall) ve F1 skoru gibi karigiklik matrisi (confusion matrix) temelli
olgiitlerin yan1 sira ortalama mutlak hata (Mean Absolute Error, MAE) ve
kok ortalama kare hata (Root Mean Square Error, RMSE) ile degerlendirilir.
Bunun yaninda ROC egrisi (ROC curve) ve AUC, k-katlamal1 gapraz
dogrulama (k-fold cross-validation) ile korelasyon katsayilar1 kullanilir. Klinik
baglamda ozgiilliik (specificity) ozellikle kritiktir. Saglikli bir bireyin hasta
olarak simiflandiriimas (yanhs pozitif), gereksiz ilag kullanimina, psikolojik
strese ve toplumsal damgalanmaya yol agabilir. Bu nedenle tanisal modellerin
yalnizca duyarliligr degil, yanhs pozitifleri azaltan olgiitleri de gozetmesi gerekir.
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Calismalarin ¢ogu, dogrulugun yaninda 6zgiilliigii, ROC egrisi altindaki alani
ve k-katlamali ¢apraz dogrulama sonuglarini birlikte raporlar. Siirekli gikt:
tireten modellerde ise Uyum Korelasyon Katsayis1 (Concordance Correlation
Coefticient, CCC) ve Pearson korelasyonu tercih edilir. Metrik se¢imindeki
bu bilingli gesitlilik, modellerin yalmzca ortalama bagarisini degil, farkli alt
gruplardaki kararhligini, genellenebilirligini ve klinik giivenligini de goriiniir
kilmay1 amaglar.

Tablo 2. Boliimde atifls segilmis calismalarm raporlanan basaruna.

e Kip / . Raporlanan
Calisma Veri kiimesi (N) Oznitelik Hedef Dogrulama [~
Ses + goriintli | Dosruluk
Othmani vd. | DAIC-WOZ flizyon Tkili (niiks/ LOSO o 8g7 4 Fl
(2022) (189) (FAU + depresyon) ol
’ %82,3
spektrogram)
Dogruluk
Muzammel vd. DAIC-WOZ Ses (fonem- PHQ-8 ikili Egitim-test | %86,06; AUC
(2020) (189) diizeyi CNN) bolmesi 0,83; ort. F1
%385,85
) Ses (MFCC Dogruluk
Do ve Noskar | DA% poNN- kil CIRZ 9090 (DAIC
( ) spektrogram) s ve MODMA)
Kim vd. Korece, kendi Ses (log-Mel | 1kili (MDB/ Dogruluk
5023 318 CNN Kontrol 10-kath CV  %78,14; ort.
(2023) (318) ) kontrol) AUC 0.86
Goriintii MAE 6,21;
Zhou vd. .. BDI-II AVEC RMSE 8,39
(2020) AVEC2013/2014 | (¢ok-bolgeli regresyon protokolii (AVEC2014)
ResNet) ¥

T Zhow vd. (2020) degerleri ikincil karvsiastwma kaynaklavimdan alimmastw: Tablodaki
calismalar favkls bedef, dogrulama stratejisi ve orneklem kullandyymdan dogrudan bir
dogruluk swalamass olarak okunmamalidw:

S6z konusu Olgiitler tek bir kipe dayali modellerin ulagtigr sinirlar:
gortiniir kildikga, aragtirmacilari farkls veri kiplerini birlestiren flizyon temelli
yaklagimlara yoneltmistir. Othmani ve arkadaglari, vokal ve gorsel ipuglarina
dayali yeni bir biyobelirteg tanimlayan ve major depresit bozuklukta niiks
olasiligini 6ngdren bir Normallik Modeli (Model of Normality, MoN)) gergevesi
geligtirmigtir. Videodan yiiz hareket birimi 6znitelikleri, konugmadan ise
spektrogram 6znitelikleri ¢ikarilmig ve 6znitelik diizeyinde gergeklestirilen
ses-goriintii flizyonu yalnizca sese dayali modele kiyasla belirgin bir bagarim
artig1 saglamigtir. En iyi sonug bir denek digarida birakma (Leave-One-
Subject-Out, LOSO) stratejisiyle %87,4 dogruluk ve %82,3 F1 skoru olarak
raporlanmugtir (Othmani vd., 2022). Benzer bigimde Uddin ve arkadaslari,
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biri ses (LSTM tabanl) digeri video igin iki uzamsal-zamansal ag tasarlamus,
video aginda 6zel VLDSP betimleyicisini kullanmig ve 6znitelikleri Zamansal
Dikkatli Havuzlama ile 6zetleyip ¢ok-kipli ¢arpanlara ayrilmug gift dogrusal
havuzlama teknigiyle birlestirmistir (Uddin vd., 2022). Bu Ornekler basit
bir 6znitelik birlestirmenin dahi ¢ok-kipli modellerin dogrulugunu belirgin
bigimde artirabildigini ortaya koymaktadir. Tanidan tedavi ve takibe uzanan
ornekler sinirli olmakla birlikte yon gostericidir. Psikotik bozukluklar tizerine
yiriitiilen bir ¢aligmada yiiz ifadeleri FaceReader tabanl bir duygu tanima
algoritmasiyla gikarilmug ve ifadelerin zaman igindeki gegisleri Grup Yinelemeli
Coklu Model Tahmini (Group Iterative Multiple Model Estimation, GIMME)
ag modelleriyle incelenmistir. Psikotik grupta notr ifadeden mutluluga gegislerin
belirgin bigimde daha zayif oldugu Cohen’in d degeriyle raporlanmistir (Hall
vd., 2024). Vokal ve gorsel ipuglarina dayali Normallik Modeli gergevesi ise
niiks olasiligini 6ngorerek taninin Otesinde bir izlem perspektifi sunmugtur
(Othmani vd., 2022). Bu ¢aligmalar, modellerin pasif tan1 araglarindan dinamik
klinik karar destek sistemlerine evrilme potansiyelini somutlastirmaktadr.

Cok-kipli modellerin bu kazanimlarinin ardinda kiplerin hangi agamada
birlestirildigine iligkin bir tasarim tercihi yatar. Cok-kipli makine 6grenmesinin
klasik taksonomisi flizyonu, erken ve geg flizyon ile bu ikisini birlestiren melez
(hybrid) fizyon olarak ayirir (Baltrusaitis vd., 2019). Derin 6grenme literatiirii
ise buna, kiplerin 6grenilmig ara temsillerini agin orta katmanlarinda birlegtiren
ara (intermediate) fiizyonu ekleyerek fiizyonu erken, ara ve geg olmak iizere
ti¢ diizeyde ele alir (Stahlschmidt vd., 2022). Erken fiizyon (early fusion) ham
veriyl ya da diiglik diizeyli 6znitelikleri tek bir ortak temsilde birlestirip tek
bir model egitir. Kipler aras1 ince etkilesimleri yakalayabilir ancak zamansal
hizalama ve boyut uyumsuzluguna duyarhdir. Geg fiizyon (late fusion) her
kip i¢in ayrt modeller egitip yalmzca karar diizeyinde, 6rnegin olasiliklarin
birlestirilmesiyle biitiinlestirir. Kip kaybina karg1 dayanikli ve uygulamasi
kolaydir, fakat kipler aras1 tamamlayicr bilgiyi biiyiik olgiide gz ardr eder.
Ara flizyon (intermediate fusion) ise kiplerin 6grenilmig ara temsillerini
agin orta katmanlarinda, ¢ogunlukla dikkat ya da gift dogrusal havuzlama
gibi mekanizmalarla birlestirir ve iki ug arasinda denge kurar. Othmani ve
arkadaglarinin 6znitelik diizeyinde birlestirme yaklagimi erken flizyona, yiiz
ve goz bebegi temsillerini bir 6z-dikkat aginda biitiinlestiren tasarim (Liu vd.,
2024) ile ¢ok-kipli ¢ift dogrusal havuzlama (Uddin vd., 2022) ise ara flizyona
kargilik gelir. Geg fiizyona Ornek olarak, ses, goriintii ve metin kiplerinin her
biri igin ayr1 egitilen modellerin tahminlerini agirhikli ortalamayla birlegtiren
AVEC 2016 topluluk sistemi verilebilir (Williamson vd., 2016). Genel egilim
erken ya da ge¢ flizyondan kipler aras: etkilesimi 6grenen dikkat tabanli ara
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fiizyona dogrudur. Erken, ara ve gec fiizyonun sematik kargilagtirmasi Sekil
4’te verilmektedir.

Erken flzyon (early fusion) Ara fizyon {intermediate fusion) BGeg lizyon (late fusion)
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Sekil 4. Cok-kipli fiizyon stratejileri. Evken (0znitelik diizeyi), ava (Ogrenilmis ava
temsil diizeyi) ve geg (karar diizeyi) fiizyon.

Fiizyon stratejilerindeki yonelim COVID-19 salgini sonrasinda belirgin
bigimde hizlanan ve alanin genelini saran biiylime ve olgunlagmanin da bir
pargasidir. Bu biiyiime alanin ulastig1 teknolojik olgunlukla da uyumludur
(He, Niu, vd., 2022; Low vd., 2020). Bu olgunlagmanin ardinda ruh saglig:
bilimlerindeki iig¢ agamal yapisal doniigiim yatar. Bu siireg gelencksel ve belirti
merkezli yaklagimlardan matematiksel ve hesaplamalt modellerle galigan
Hesaplamal1 Psikiyatri’'ye (computational psychiatry) gegisle baglamistir.
Akabinde duygu tespitine dayali Duygusal Hesaplama modellerinin yiikselisiyle
slirmiig ve son olarak akilli cihazlarla siirekli veri toplamay1 miimkiin kilan
Dijital Fenotipleme (digital phenotyping) ¢agina ulagmugtir. Benzer egilim
AVEC yarigma serisinin on y1l iginde temel duygu tanimadan klinik agidan
daha anlamli problemlere (depresyon ve bipolar bozukluk tanima) evrilmesinde
de goriiliir (Valstar vd., 2013; Valstar vd., 2016). Sekil 5’te goriildiigii gibi
bu ii¢ evre birbiriyle iliskilidir. Giiniimiiz galigmalar1 gogu zaman her iig
paradigmanin araglarini birlikte kullanir. Nitekim klinik goriigme verisinden
ogrenen modeller ile akilli cihaz akiglarini birlestiren hibrit tasarimlar hem
laboratuvar denetimini hem de ekolojik gegerliligi ayn1 gat1 altinda toplama
egilimindedir.

Hesaplamal Psikiyatri Duygussal Hesaplama Dijital Fenotipleme
vah [duygu tespiti temalli modelier) {akill cihazlarka sirekll Sigim)

Sekil 5. Hesaplamaly vub saglyymda vic-asamals pavadigma evrimi.
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5. Ger¢ek-Yasam Uygulamalari ve Klinik Entegrasyon

Hesaplamali yontemlerin 6nemi klinik akiga entegrasyonlariyla olgiiliir.
Literatiir {i¢ pratik kullanim alanina isaret etmektedir.

5.1. Uzaktan ve Siirekli Degerlendirme

Yiiz yiize goriigmenin pandemi veya cografi mesafe nedeniyle miimkiin
olmadig1 durumlarda akilli telefon ve web tabanli uygulamalar hasta ile
klinisyenin eszamanli veya eszamansiz etkilesimine olanak tanir (Uddin vd.,
2022; Xie vd., 2021). Yiiz ve ses teknolojileriyle siirekli izlem, bireyin ruhsal
durumundaki ani degisimleri (intihar riski veya ani duygulanim dalgalanmalari
gibi) erken saptayarak hizli miidahaleye olanak verir (Othmani vd., 2022; Wang
vd., 2021). Telefon tabanh uygulamalar ise giinliik ruh hali ve belirti takibini
miimkiin kilarak hastanin kendi tedavisine etkin katilimini saglar (Prabhu
vd., 2022). Boylece hastayi siirecin edilgen bir nesnesi olmaktan gikarip aktif
bir paydaga doniigtiirerek tedaviye baglilig: giiglendirir. Bu uygulamalarda
psikiyatrik degerlendirme klinik digina taginir ve kigisellestirilmig, proaktif
bir izlem paradigmasi dogar. Stirekli izlem klinik ziyaretler arasindaki uzun
bosluklarda belirti dalgalanmalarinin gézden kagmasini engelleyerek erken
uyari Uretebilir ve tedavi planinin zamaninda uyarlanmasina olanak tanur.

5.2. Girigimsel Olmayan Izlem ve Mahremiyet

Kamera ve mikrofon temelli yontemler kan testi veya beyin goriintiileme
gibi girigimsel yontemlere kiyasla daha hizli, diisiik maliyetli ve mahremiyeti
koruyan bir alternatif sunar (Gilanie vd., 2022; Prabhu vd., 2022). Bu yaklagim,
damgalanma kaygisi yasayan hastalar igin tedaviye erisimi kolaylastirir ve
geleneksel yontemlerin yarattig1 psikolojik engelleri azaltir. Ses ve video temelli
sistemlerin klinik dogrulugu korumanin yaninda mahremiyeti 6nceliklendirmest,
uzun vadeli izlem igin giiven, erisilebilirlik ve etik temelli yeni bir standardin
habercisi olarak degerlendirilebilir (Gilanie vd., 2022). Girigsimsel olmayan
bu yaklagim, 6zellikle diigiik sosyoekonomik diizeydeki bolgelerde yiiksek
maliyetli laboratuvar altyapisina olan bagimlilig1 azaltir. Bununla birlikte
kamera ve mikrofon verisinin siirekli toplanmast, riza yonetimi ve veri giivenligi
konularinda dikkatli protokoller gerektirir. Aksi halde mahremiyet avantajt
hizla bir risk kaynagina doniigebilir.

5.3. Farkli Kiiltiirler ve Kisitli Kaynaklar

Yiiz ifadeleri dil bariyerinden biiyiik 6l¢iide bagimsiz bir gosterge sunarken
(Mahayossanunt vd., 2023), ses temelli analizle birlestirildiginde farkl kiiltiirel
baglamlarda daha etkili sonuglar elde edilebilir (Das ve Naskar, 2024). Akilli
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telefon, diigiik ¢oziintirliiklii kamera ve temel mikrofon gibi yaygin cihazlarla
caligabilen modeller klinik uzman kaynagiin kisith oldugu bolgelerde ruh
saghgt hizmetlerine erigsimi artirma potansiyeli tagir (Gilanie vd., 2022; Xie
vd., 2021). Bu yoniiyle yapay zeka destekli sistemler yalnizca geligmis saglik
altyapisina sahip bolgelere degil, kaynaklar: kisith topluluklara da uyarlanabilir.
Diigiik bant genigligine ve sinirli donanima uyum saglayan hafif modeller
bu erisilebilirligin teknik 6nkoguludur. Ayrica yerel dillere ve kiiltiirel ifade
bicimlerine uyarlanmis modeller kiiresel 6lgekte adil ve temsil edici bir hizmet
sunabilmek igin kritik 6neme sahiptir.

5.4. Agiklanabilirlik ve Klinik Giiven

Klinik kabul i¢in modelin yalnizca dogru degil, gerekgesinin de denetlenebilir
olmasi gerekir. Bu gereksinim, agiklanabilir yapay zeka (XAI) yontemlerini
klinik uygulamalarin merkezine tagir (Tjoa ve Guan, 2021). XAI yontemleri iki
ana gruba ayrilir. Birinci grup, karari sonradan agiklayan post-hoc yontemlerdir.
Bunlar arasinda evrigimli aglarin hangi goriintii bolgelerine baktigini 1s1
haritalariyla gosteren siif etkinlestirme haritalar1 ve Grad-CAM (Selvaraju
vd., 2017) ile her bir 6zniteligin karara katkisini oyun teorisine dayanan Shapley
degerleriyle niceleyen SHAP (Lundberg ve Lee, 2017) 6ne ¢ikar. Nitekim bu
boliimde ele alinan DepressNet’in tirettigi Depresyon Etkinlestirme Haritalar
bu sinif etkinlegtirme soyagacinin ruh saghigina uyarlanmig bir 6rnegidir
(Zhou vd., 2020). Tkinci grup, agiklamayr modelin yapisina gomen igsel
(intrinsic) yontemlerdir. Dikkat agirliklarinin gorsellestirilmesi ve biitiinlegik
gradyanlarla beslenen yorumlanabilir mimariler bu gruba girer ve depresyon
tespitinde dogrudan uygulanmugtir (Mahayossanunt vd., 2023; Xie vd., 2021).
Klinik baglamda XAI’nin degeri giiven, giivenlik ve diizenleyici olmak tizere
ii¢ diizeyde agiklanabilir. Giiven diizeyinde, klinisyenin modelin kararini
sorgulayip dogrulamasina olanak tanir. Giivenlik diizeyinde, modelin klinik
dig1 yapay ipuglarina dayanip dayanmadigini ortaya ¢ikararak yanhlig goriiniir
kilar. Diizenleyici diizeyde ise biyometrik veriyle ¢aligan tani sistemlerinin onay
stiregleri igin gerekli seffafligr saglar. Bununla birlikte post-hoc agiklamalar,
kararin gergek nedenini her zaman sadik bigimde yansitmayabilecegi, dolayisiyla
agtklama yontemlerinin kendisinin de dogrulanmasi gerektigi unutulmamalidir
(Tjoa ve Guan, 2021).

6. Tartisma ve Sinirliliklar

Literatiirdeki en belirgin oriintii tematik yogunlagmadir. Aragtirmalar
agirhikli olarak depresyona odaklanmug; psikoz ¢ok az ¢aligilmig (Hall vd.,
2024), anksiyete bozukluklar1 ise neredeyse hig ele alinmamigtir. Bunun
nedenleri arasinda depresyonun ses ve yiizde gorece kolay yakalanabilen



Uygar Aydin | Inci Zoim Gokbay | 127

izler birakmasi (diisiik vokal ton, monoton prozodi, yavag konugma hizi,
azalmig mimik ve goz temasi) ile AVEC (Valstar vd., 2013; Valstar vd.,
2016) ve DAIC-WOZ (Gratch vd., 2014) gibi standart, erigilebilir kiimelerin
aragtirmay1 bu yone ¢ekmesi yer alir. Nitekim DAIC-WOZ anksiyete igin
de tasarlanmug olsa da pratikte yalmzca depresyon ve TSSB (travma sonrasi
stres bozuklugu) etiketleri yaygin bi¢gimde kullanilmigtir. Bu yogunlagma,
depresyon modellerini giderek olgunlastirirken, anksiyete, bipolar bozukluk ve
sizofreni gibi belirtileri kismen ortiigen durumlar i¢in hesaplamali yontemlerin
gelisimini zorlagtirmaktadir. Oysa bu bozukluklarda da depresyondakine
benzer davranigsal ve fizyolojik gostergeler bulundugundan tanilar aras: ortak
ortintiileri yakalayabilen modellere ihtiyag vardir. Depresyonla klinik agidan en
sik i¢ ige gegen bozukluklardan biri olan anksiyete, bu oriintiilerin modellenmesi
bakimindan kendine 6zgii sorunlar barindirir.

Anksiyetenin otomatik tespitini giiglestiren bu sorunlar dort baglik altinda
toplanabilir:

* Anksiyete belirtileri baglama bagli ve epizodiktir. Ornegin, sosyal
anksiyetesi olan bireyler diigtik stresli ortamlarda normal goriiniip
yalnizca belirli tetikleyiciler altinda klinik belirti gosterebilir. Bu da tek
seanslik verinin tansal gegerliligini sinirlar.

* Agir1 endige ve ruminasyon gibi ¢ekirdek belirtiler biiyiik olgtide igsel
biligsel stireglerdir. Depresyonun daha belirgin somatik belirtilerinin
aksine, bu gizli nitelikler otomatik tespiti zorlagtirir.

* Es tanili (komorbid) depresyon-anksiyete tablolarinda, anksiyetenin
perdeyi yiikseltme egilimi depresyonun perdeyi diigiirme etkisini
maskeleyebilir. Bu da algoritmalar1 yamiltan, kargilikli ortiigen akustik
sinyaller {iretir.

* Kamera ve kayit cihazlar1 bir gézlemci paradoksu (observer paradox)
yaratir. Kaydedilmek, sosyal anksiyetenin ¢ekirdegindeki ‘degerlendirilme
korkusunu’ tetikleyerek agir belirtili hastalarin katilimini engelleyebilir
ve veriyi yanl hale getirebilir.

Ikinci 6nemli sorun tani-tedavi boglugudur. Mevcut modeller agirlikh
olarak taniya odaklanirken, gergek klinik ve ekonomik yiik, uzun vadeli
tedavi yonetimi, belirti izlemi ve niiks riski tahmininde yatar. Bu boglugun
kapatilmas ti¢ diizeyde engelin agilmasini gerektirir. Teknolojik diizeyde, derin
ogrenmenin ‘kara kutu’ niteligi klinisyenlerin kararlarin ardindaki sinyalleri
anlamasini engelleyerek modellerin klinik kabuliinii giiglestirir. Bu nedenle
yorumlanabilir ve agiklanabilir mimariler kritik 6nemdedir (Mahayossanunt
vd., 2023; Xie vd., 2021). Etik ve yasal diizeyde, yiiz goriintiisii ve ses kaydi
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gibi biyometrik veriler GDPR ve HIPAA kapsaminda oldukga hassastir. Verileri
toplama, saklama ve kurumlar aras1 paylagim tizerindeki sinirlamalar ham
veri paylagimini kisitlayarak metodolojik duraganlik riski yaratir. Yontemsel
diizeyde ise kesitsel tasarimlar tedavi yaniti, belirti seyri ve niiks riski gibi
boylamsal sorular1 yanitlayamaz. Bunun yerine hastalar1 haftalar veya aylar
boyunca izleyen zaman serisi verilerine ihtiyag vardir. Anksiyete gibi az ¢aligilan
alanlarda veri stmirliligini agmak igin baglama duyarl protokoller, sanal gergeklik
temelli uyarim ve akilli cihazlarla pasif algilama 6nerilmektedir. Depresyon-
anksiyete eg tanisi igin ise goklu etiketli ve standartlagtiriimig modelleme
gergeveleri gereklidir.

Ugiincii sorun veri kiimelerinde ¢esitliligin eksikligidir. Yaygin kiimeler
biiyiik 6lciide Ingilizce ve agirhikli olarak batil popiilasyonlardan olugur.
Oysa dil, etnik koken ve kiiltiiriin depresyon belirtilerinin goriiniimiinii
degistirebildigi bilinmektedir. Bu bosgluga yanit olarak kimi aragtirmacilar
Korece (Kim vd., 2023), Tayca (Mahayossanunt vd., 2023) ve Cince (Yang vd.,
2023) veri kiimeleri olugturmustur. Psikotik bozukluklar tizerine ¢aligan ekipler
ise kendi popiilasyonlarina 6zgi kiimeler toplamak zorunda kalmigtir (Hall
vd., 2024). Bu durum yetersiz temsil edilen bozukluklar i¢in erisilebilir verinin
ne denli sinirh oldugunu agikga gostermektedir. Bu agig1 kapatmaya yonelik
bir bagka yaklagim RAVDESS (Livingstone ve Russo, 2018), CREMA-D
(Cao vd., 2014) ve eNTERFACE’05 (Martin vd., 2006) gibi profesyonel
oyunculardan olugturulan duygusal ifade kiimelerini 6rnek alarak mahremiyet
ve ham veri erigimi sorunlarini azaltan denetimli kiimeler tiretmektir. Dil, kiiltiir
ve etnik koken agisindan dengeli, boylamsal ve ¢ok bozukluklu kiimelerin
gelistirilmesi modellerin genellenebilirligi igin belirleyici olabilir.

Bu smurhliklarin 6nemli bir kismi, alanin biiyiik veri ve temel model
(Foundation Model) ¢agina gegisiyle yeniden ger¢evelenmektedir. Temel
modeller etiketsiz devasa veri kiimeleri iizerinde 6z-denetimli bi¢imde 6nceden
egitilen ve ¢ok sayida alt goreve uyarlanabilen genel amagli modellerdir
(Bommasani vd., 2021). Tipta bu yaklagim, farkli kipleri tek bir modelde
birlestiren genel tibbi yapay zeka vizyonuna dogru ilerlemektedir (Moor vd.,
2023). Ruh saghg igin bu gegis iki yonlii bir firsat sunar. Bir yandan konugma
ve goriintii temel modelleri sinirl klinik veriyle dahi giiglii temsiller saglayarak
veri kisiti sorununu hafifletebilir ve dijital fenotipleme akiglarindaki biiyiik
Olgekli, etiketsiz veriyi degerlendirilebilir kilabilir (Insel, 2017; Dwyer vd.,
2018). Ote yandan bu modeller yeni riskleri de beraberinde getirir. Egitim
verisindeki demografik dengesizlikleri 6lgekleyerek pekistirilebilir, hesaplama
maliyetleri nedeniyle kaynaklar1 kisith ortamlar igin erigilemez hale gelebilir
ve kararlarinin yorumlanmas: giiglestiginden agiklanabilirlik gereksinimi
kargilanamayabilir. Dolayisiyla temel modeller gesitlilik, mahremiyet ve
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yorumlanabilirlik sorunlarini ortadan kaldirmaz. Aksine, bu sorunlar1 daha
biiylik 6lgekte yeniden tiretme riski tagidiklarindan dikkatli bir degerlendirme
gerektirir.

7. Sonug ve Oneriler

Bu alandaki, 6zellikle depresyon tespitindeki hesaplamali yontemler kayda
deger bigimde olgunlagmugtir. Ancak bu birikimin klinik etkiye dontigmesi
i¢in agilmasi gereken yapisal giigliikler vardir. Bu giigliiklerin agilmasinda dort
stratejik yonelim 6ne ¢ikmaktadr.

* Hedeflenmis ve temsil giicii yiiksek veri kiimeleri gelistirilmelidir. Yalmzca
daha gesitli degil, anksiyete, psikoz ve bipolar bozukluk gibi yeterince
temsil edilmeyen durumlari hedefleyen, kiiltiirler aras1 ve boylamsal
kiimelere oncelik verilmelidir. Federe 6grenme gibi mahremiyet koruyan
yaklagimlar ya da RAVDESS (Livingstone ve Russo, 2018), CREMA-D
(Caovd., 2014) ve eNTERFACE’05 (Martin vd., 2006) gibi kiimeleri
ornek alarak profesyonel oyuncularla tiretilen kiimeler etik kisitlarla
bilimsel ilerleme arasindaki gerilimi azaltabilir.

* Arastirma kapsamu klinik siireklilige genisletilmelidir. Tek seferlik tan
modellerinden tedavi yanitin1 6ngoren, belirti siddetini dinamik olarak
izleyen ve niiks riskini degerlendiren modellere gegilmelidir (Othmani
vd., 2022). Boylece bu teknolojiler kigisellestirilmis tedaviyi destekleyen
aktif klinik karar destek sistemlerine doniigebilir.

* Klinik kullanim i¢in yorumlanabilirlik 6nceliklendirilmelidir. Bir modelin
klinige ge¢isi yalmizca dogruluguna degil, giivenilirligine ve seftafligina
da baglhdir. Bu nedenle agiklanabilir yapay zeka yontemleri standart
bir uygulama olarak tegvik edilmelidir (Mahayossanunt vd., 2023;
Xie vd., 2021).

* Cok-kipli temel modeller ve doniistiiriicii mimariler, alanin umut
vadeden gelecek yonelimlerinden biri olarak 6ne ¢ikmaktadir. Dikkat
mekanizmasina dayanan doniigtiiriicii mimari (Vaswani vd., 2017)
uzun menzilli zamansal bagimhliklar: ve kipler arasi etkilesimleri tek
bir ¢catida modelleyebildiginden ses, goriintii ve metin ortak bir temsil
uzayinda birlestiren gok-kipli doniistiirticiiler (multimodal transformers)
i¢in dogal bir zemin olugturur (Xu vd., 2023). Etiketsiz biiyiik veride
onceden egitilip klinik goreve uyarlanan temel modellerle birlestiginde
bu mimariler, veri kisit1 sorununu azaltma ve tek bir modelle birden
¢ok ruhsal bozuklugu ve klinik agamay1 kapsama potansiyeli tagir
(Bommasani vd., 2021; Moor vd., 2023). Ancak bu yonelimin yukarida
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vurgulanan yanhlik, hesaplama maliyeti ve agiklanabilirlik kosullariyla
birlikte ilerlemesi gerekir.

Sonug olarak, bu alandaki bir sonraki biiylik atilim yalnizca model
dogrulugunu artirmaya degil, aragtirma odagini daha dengeli kilmaya,
metodolojik ve etik giigliiklere yaratici ¢oztimler tiretmeye ve en 6nemlisi, klinik
ihtiyaglar1 dogrudan karsilayan giivenilir ve yorumlanabilir sistemler inga etmeye
dayanmahidir. Bu doniigiim yalmzca teknik bir ilerleme degil, miithendislik,
klinik bilimler ve etik arasinda stirdiiriilebilir bir ig birligi gerektiren disiplinler
aras1 bir olgunlagma stirecidir. Alanin kendi bagarisini 6l¢me bigimini dogruluk
odakh olgiitlerden klinik fayda odakh 6lgiitlere kaydirmasi, bu olgunlagmanin
belirleyici gostergesi olabilir. Nihayetinde isitsel ve gorsel verilerden elde edilen
nesnel biyobelirteglerin degeri laboratuvar bagarimiyla degil, gergek hastalarin
tani, tedavi ve izlem yolculuguna kattig1 somut iyilesmeyle Slgiilebilir.
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Chapter 7

A Stigmergy-Based Multi-Robot Search Strategy

tor Post-Earthquake Rubble Environments

Mehmet Dinger Erbag'

Abstract

Post-earthquake search and rescue operations require rapid exploration under
uncertain conditions, high obstacle density and limited communication
availability. In such environments multi-robot systems provide advantages in
scalability and parallel exploration, yet effective coordination without centralized
control remains a critical challenge. This study proposes a Multi-Component
Stigmergic Search (MCSS) approach that extends conventional stigmergy-
based coordination by integrating multiple environmental decision factors,
including pheromone intensity, target-generated indirect signals, robot density
and visitation history. The proposed approach was evaluated in a grid-based
simulation environment representing rubble conditions and compared with a
non-stigmergic exploration strategy and a fully random search method under
different obstacle densities. Performance was assessed in terms of target
discovery over time, cost per target, and average route length per target across
repeated simulation runs. The results demonstrate that MCSS consistently
achieves faster exploration, lower search cost, and shorter route lengths than the
comparison approaches while maintaining stable performance under increasing
environmental complexity. These findings suggest that combining stigmergic
indirect communication with multi-component environmental guidance can
improve the efficiency and robustness of autonomous multi-robot search
strategies for disaster response scenarios.
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1. Introduction

Search and rescue operations conducted in post-earthquake rubble
environments involve highly uncertain and physically hazardous conditions.
In such scenarios, reaching victims within the shortest possible time is of
critical importance. However, factors such as irregular debris structures, narrow
passages, limited visibility, and the risk of secondary collapses significantly
complicate conventional human-based search efforts. For this reason, increasing
attention has been directed toward the use of robotic systems in search and
rescue operations in recent years [1], [2], [3]. In particular, multi-robot
systems offer significant advantages for search and rescue tasks due to their
ability to perform parallel exploration, scale to large operational areas, and
maintain robustness against individual robot failures [2].

Despite these advantages, achieving effective coordination among
multiple robots without centralized control remains a major challenge [4].
A considerable portion of conventional coordination approaches relies on
direct communication and global information sharing. However, in disaster
environments, communication infrastructures may become unreliable or
partially unavailable, thereby limiting the effectiveness of communication-
dependent systems.

In this context, stigmergy provides an alternative coordination mechanism
based on indirect communication through the environment [5]. In stigmergy-
based approaches, robots can indirectly influence each other’s behaviors
through traces left in the environment, enabling collective search behaviors
to emerge without centralized control. These characteristics make stigmergy a
particularly promising approach for complex and communication-constrained
search and rescue environments.

In this study, a stigmergy-based multi-robot search approach is investigated
within a grid-based simulation environment representing post-earthquake
rubble areas. In the proposed method, robot movement decisions are
determined not only by pheromone intensity but also by multiple environmental
factors, including target-generated signals, robot density, and visitation history.
Furthermore, the performance of the proposed approach is comparatively
evaluated against a non-stigmergic exploration strategy and a fully random
search method. Within the scope of the study, performance metrics such as
target discovery rate, cost per target, and route length are analyzed under
different obstacle densities. The proposed framework also extends an earlier
prototype simulation environment and stigmergy-based search structure
previously investigated in a master’s thesis study [6].
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From a broader computational intelligence perspective, the proposed
framework can also be interpreted within the context of emerging adaptive
decision-making paradigms in artificial intelligence. Rather than relying on
centralized planning or explicit communication, the proposed approach utilizes
distributed environmental information and simple local interaction rules to
generate collective exploration behavior. In this respect, the study reflects key
principles of computational intelligence, including decentralized optimization,
adaptive information processing, and environment-driven decision mechanisms.
Furthermore, the integration of multiple environmental decision factors into a
unified search strategy aligns with contemporary perspectives that emphasize
scalable intelligent systems capable of extracting useful behavioral patterns
from large and dynamically changing information spaces.

The main contributions of this study can be summarized as follows:

* A Multi-Component Stigmergic Search (MCSS) approach is proposed
for multi-robot search in post-earthquake rubble environments by
extending conventional stigmergy-based coordination with additional
environmental decision components.

* The proposed decision mechanism integrates multiple environmental
factors, including pheromone intensity, target-generated indirect signals,
robot density, and visitation history, within a unified probabilistic
movement-selection framework.

* A comparative evaluation framework is established by comparing the
proposed MCSS approach against both a non-stigmergic exploration
strategy and a fully random search method, enabling the isolated
assessment of the contribution of stigmergic coordination.

* The proposed approach is evaluated under different obstacle-density
scenarios using multiple performance indicators, including target
discovery speed, cost per target, and average route length per target.

* The study extends an earlier prototype simulation framework through
redesigned search dynamics, expanded environmental decision
components, and a more comprehensive performance evaluation
methodology for disaster-oriented multi-robot exploration.

2. Related Work

Structural collapse environments caused by disasters such as earthquakes,
floods, explosions, and similar catastrophic events represent some of the
most challenging operational settings for search and rescue missions. In
such environments, reaching victims rapidly is critical for increasing survival
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probability. However, rubble areas pose significant dangers to human rescue
teams due to narrow passages, irregular obstacle distributions, limited visibility,
dust, toxic gases, extreme temperatures, and the risk of secondary collapses.
For this reason, the use of robotic systems as supportive tools in post-disaster
search and rescue operations has been extensively investigated for many years.
Studies in the field of Robotic Urban Search and Rescue (RUSAR) have
demonstrated that robots can eftectively be employed for exploration and
information gathering in hazardous, inaccessible, or high-risk environments
[1], [7]. In their review of urban search and rescue robots from a control
perspective, Liu and Nejat identified mobility, sensing, mapping, autonomy,
and human-robot interaction as the major research challenges in this domain
[1]. Similarly, Drew emphasized that multi-robot systems provide substantial
advantages for search and rescue applications in terms of scalability, robustness,
and parallel exploration capabilities [2].

Teleoperation played a central role in early search and rescue robotic
applications [1]. In teleoperated systems, robots are remotely controlled
by human operators based on data obtained from onboard cameras and
sensors [8]. Although this approach has demonstrated practical applicability
in real disaster environments, it also presents several limitations. Restricted
operator field of view, insufficient situational awareness, communication
delays, and complex rubble structures may cause robots to become trapped
or lose orientation. Experiences gained from robot-assisted search and
rescue efforts following the September 11 attacks further highlighted the
critical importance of human-robot interaction, situational awareness, and
communication reliability in disaster operations [7]. Consequently; later
studies focused not on completely abandoning teleoperation, but rather on
increasing the autonomy level of robots and reducing operator workload [9],
[10]. Nevertheless, single and operator-controlled robotic systems remain
limited in their ability to rapidly scan large areas, simultaneously search for
multiple targets, and maintain robustness against hardware failures.

These limitations have increased interest in the use of multi-robot
systems for search and rescue problems. In multi-robot systems, tasks are
distributed among multiple relatively simple robots instead of relying on a
single highly complex platform [2]. This structure enables parallel exploration
of the search area and improves system resilience against individual robot
failures. Furthermore, increasing the number of robots allows the system to
scale more effectively to larger or more complex operational environments.
These characteristics make multi-robot systems particularly advantageous in
uncertain, fragmented, and communication-constrained environments such
as rubble fields [2]. However, one of the fundamental challenges in multi-
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robot systems is achieving effective coordination without dependence on a
centralized control unit [4]. Such coordination can be achieved through various
mechanisms, including direct communication, global information sharing,
or indirect communication through environmental traces.

Swarm intelligence approaches are widely employed in multi-robot
exploration and search problems [11], [12]. Swarm intelligence is based on the
emergence of complex collective behaviors from the interactions of numerous
individuals operating according to relatively simple rules. Among the most
well-known methods in this field are Particle Swarm Optimization and Ant
Colony Optimization [13], [14]. Particle Swarm Optimization (PSO) is an
optimization approach in which individuals update their movement directions
using both their own experiences and the best experience of the group. Although
this structure can be adapted to multi-robot search problems, it generally
requires global information sharing or direct inter-robot communication. In
rubble environments, however, the reliability of direct wireless communication
may deteriorate due to concrete debris, metallic structural elements, irregular
geometries, and signal attenuation. Consequently, methods that heavily depend
on direct messaging and centralized information sharing may have limited
applicability in disaster scenarios.

In this context, stigmergy offers an important alternative coordination
mechanism for multi-robot search systems [5]. Stigmergy refers to indirect
communication among individuals through traces left in the environment.
This mechanism is commonly observed in nature, particularly in ant and
termite colonies. Individuals deposit pheromone-like traces in the environment,
while the behaviors of other individuals are influenced by the intensity and
distribution of these traces. Theraulaz and Bonabeau described stigmergy as
one of the fundamental mechanisms underlying self-organizing behaviors
observed in social insects [15]. This structure enables the emergence of
collective behavior without centralized control. From a robotics perspective,
stigmergy is particularly attractive because it reduces communication overhead
while allowing the environment itself to function as a form of shared memory:

The stigmergic approach also constitutes the foundation of the Ant Colony
Optimization algorithm. Systematically formalized by Dorigo and colleagues,
Ant Colony Optimization (ACO) is a swarm intelligence method in which
artificial ants reinforce promising solutions over time by depositing pheromone
trails throughout the solution space [13]. In this algorithm, pheromone
accumulation increases the likelihood of reselecting previously successtul
paths, whereas pheromone evaporation reduces the influence of outdated or
ineffective information. The combined use of these two mechanisms helps
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establish a balance between exploration and exploitation. These characteristics
have encouraged the application of stigmergy-based approaches to robotic
problems such as target search, path planning, and area exploration.

In robotics literature, stigmergy is generally modeled through the
concept of virtual pheromones rather than physical chemical substances. The
“pheromone robotics” study conducted by Payton and colleagues is considered
a pioneering work demonstrating that robot swarms can achieve coordination
through virtual pheromone messages without centralized control [16]. In
this approach, pheromones are represented not as chemical materials, but as
numerical information maintained either by robots or within an environmental
representation. The concept of virtual pheromones enables indirect coordination
among robots in tasks such as surveillance, exploration, hazard detection,
and path finding. Therefore, it provides a suitable modeling framework for
simulation-based studies and digital map-based robotic applications that do
not require physical pheromone emission.

In stigmergy-based robotic systems, pheromones can be defined as either
attractive or repulsive. Attractive pheromones encourage robots to revisit
successful paths or regions close to targets, whereas repulsive pheromones can
discourage movement toward previously visited or potentially unproductive
areas. Fossum and colleagues investigated the use of repulsive pheromones for
efficient swarm robotic search in unknown environments and demonstrated
that this approach can help reduce unnecessary revisits [17]. Similarly, Hamann
and Worn showed that swarm robotic search behaviors based on virtual
pheromones can be modeled analytically and spatially [18]. These studies
indicate that pheromone-based indirect communication is not merely a
biologically inspired analogy, but also a computational mechanism that can be
utilized to model and regulate the collective behaviors of robot swarms[16-19].

Nevertheless, the literature also demonstrates that stigmergy-based
approaches do not always guarantee superior performance under all
conditions. Hunt and colleagues examined the limitations of pheromone-
based stigmergy in high-density robot swarms and reported that, under
certain conditions, simple stigmergic avoidance behaviors may lose their
advantage compared to random walk strategies [20]. This finding suggests
that parameters such as robot density, environment size, obstacle distribution,
pheromone evaporation rate, and target distribution must be carefully
considered in stigmergy-based systems. Therefore, stigmergy should not be
regarded as a standalone solution, but rather as a coordination mechanism
that must be integrated with appropriate problem formulations, carefully
selected parameters, and additional decision-making components.
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From a search and rescue perspective, one of the most significant advantages
of stigmergy-based approaches is the reduction of direct communication
requirements. In rubble environments, wireless communication may become
unreliable, and maintaining continuous connectivity among robots can be
difficult. Under such conditions, decision-making mechanisms based on
environmental traces or virtual environmental memory may provide a more
robust coordination framework. Tang and colleagues proposed a stigmergy-
based strategy for dynamic target search and tracking using swarm robots and
demonstrated that a vector-based pheromone model can eftectively support
search and tracking behaviors [21]. Such studies reveal that stigmergy is not
limited to static target search problems, but can also function as a flexible
coordination mechanism under dynamic targets and changing environmental
conditions.

A review of the existing literature reveals three major trends in search and
rescue and multi-robot exploration research. The first trend is the transition
from teleoperated and semi-autonomous systems toward more autonomous
multi-robot structures [2], [9-10], [22-23]. The second trend is the shift
from coordination mechanisms based on direct communication toward
environment-mediated indirect communication approaches [4-5], [15]. The
third trend involves extending simple pheromone-based guidance mechanisms
with additional decision-making components such as visitation history, robot
density, target signals, and environmental costs [17], [20-21], [24]. These
trends highlight the increasing importance of multi-component decision
mechanisms for complex environments characterized by uncertainty and high
obstacle density, such as post-earthquake rubble search scenarios.

The simulation-based approach presented in this study can be positioned
within this line of research. In the proposed method, robot movement decisions
are not based solely on random selection or a single pheromone component.
Instead, pheromone intensity, target-generated indirect signals, robot density,
and cell visitation history are jointly considered within the decision-making
process. This structure extends conventional pheromone-based search behavior
by incorporating a more balanced and adaptive exploration mechanism.
Furthermore, the study evaluates not only the performance of the stigmergy-
based approach, but also compares it with a version of the same decision-
making mechanism in which stigmergic components are disabled, as well as
with a fully random search strategy. This comparative framework enables the
contribution of stigmergic indirect communication to be analyzed separately
against visitation-history-based exploration behavior and purely random
movement strategies.
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While many studies in the literature evaluate success primarily in terms of
target acquisition or area coverage, the present study jointly considers target
discovery speed, cost per target, and route length per target. This choice is
particularly important in the context of search and rescue operations, since
practical effectiveness depends not only on whether a target is found, but
also on how quickly, efticiently, and with how little movement cost the target
can be reached. In addition, the use of different obstacle densities allows the
proposed method to be evaluated not only in relatively simple environments,
but also in terms of its robustness under increasing environmental complexity.
From this perspective, the present study extends existing stigmergy-based
multi-robot search approaches within the specific context of post-earthquake
rubble search problems at the simulation level. The primary contribution of the
study is the investigation of a communication-independent, multi-component,
probabilistic decision-making mechanism under different obstacle densities,
together with a comparative evaluation of its performance against both random
search and a non-stigmergic exploration strategy. A preliminary version of the
simulation framework used in this study was previously explored in a master’s
thesis focusing on an ant-system-based control approach for rubble search
problems [6]. In that earlier work, a basic stigmergy-based search structure
and a limited set of environmental decision components were investigated. The
present study substantially redesigns and extends this framework through the
introduction of the proposed Multi-Component Stigmergic Search (MCSS)
algorithm, additional environmental decision parameters, obstacle-density-
based evaluations, expanded performance metrics, and a more comprehensive
comparative analysis framework.

3. Multi-Component Stigmergic Search Algorithm

3.1 Problem Definition and Environment

Studies in the literature have demonstrated that stigmergy-based approaches
can produce effective results in multi-robot exploration and search problems.
However, in scenarios involving high obstacle density and severe mobility
constraints, such as post-earthquake rubble environments, simple pheromone-
based guidance mechanisms alone may not be sufficient. In particular, jointly
considering additional components such as robot density, visitation history, and
target-related environmental signals may contribute to the emergence of more
balanced and efficient search behaviors. For this reason, this study investigates
a simulation-based multi-robot search approach that extends stigmergy-based
indirect communication with a multi-component decision-making structure.
This approach will hereafter be referred to as the Multi-Component Stigmergic
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Search (MCSS) algorithm. The simulation environment employed in this
study was developed based on an earlier prototype framework introduced in
a previous master’s thesis study [6]. However, the current work significantly
extends the original structure through redesigned search dynamics, multi-
component probabilistic movement selection, obstacle-density-based scenario
generation, and additional performance evaluation criteria including search
cost and route efficiency.

The problem addressed in this study is a multi-robot target search problem
representing search and rescue operations conducted in post-earthquake rubble
environments. The problem is defined as the rapid detection of targets (victims)
located within a structurally complex environment containing obstacles,
using autonomous robots. Within this framework, the robots are expected
to exhibit collective search behavior without relying on a centralized control
mechanism, instead coordinating through environmental information and
indirect communication mechanisms.

The simulation environment is modeled as a two-dimensional discrete
structure. The search area is represented using a grid-based environment
composed of equally sized cells. This representation was selected to abstract
the irregular, fragmented, and mobility-constrained characteristics of post-
earthquake rubble fields. Each cell may contain free space, an obstacle, or a
target. An example simulation environment is illustrated in Fig. 1. The tigure
presents the irregular obstacle distribution within the grid-based search area,
together with the initial positions of the robots and the spatial placement of
the targets. This structure visually demonstrates both the mobility constraints
encountered by the robots and the complexity of the operational environment.
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Fig 1. Example simulation environment containing obstacles. In the grid-based
structure, white cells represent free spaces through which robots can move, while gray cells
vepresent obstacles that cannot be traversed. Blue markers indicate the current positions
of the robots, wheveas ved markers denote the locations of the seavch targets (victims).

Obstacles within the environment are modeled as non-traversable cells
that restrict robot movement. These obstacles represent physical constraints
such as rubble fragments, collapsed structural components, and narrow
passageways commonly encountered in post-earthquake environments. The
obstacle distribution was designed to increase environmental complexity,
thereby preventing robots from moving freely and directly across the search
area. This configuration enables the search problem to incorporate more
realistic operational challenges.

Multiple targets are distributed throughout the simulation environment
at different spatial locations. Rather than being directly observable by the
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robots, these targets are represented through indirect signals that can be
perceived within a limited influence range. This approach abstracts real-world
search and rescue scenarios in which victims trapped beneath rubble cannot
be directly seen, but may instead be detected through indirect indicators such
as sound, movement, or similar signals. The robots operating within the
environment are initially positioned at different starting locations. Robots
move over discrete time steps and, at each step, are allowed to transition
only between neighboring cells. Movement decisions are determined using
local environmental information rather than a centralized control mechanism.
Robots are not permitted to enter cells containing obstacles. This framework
enables the investigation of both multi-robot coordination behavior and the
effects of the stigmergy-based indirect communication mechanism employed
in the MCSS approach under complex search conditions.

In the MCSS approach, robots leave virtual traces within the environment.
Other robots perceive these traces and use them to shape their movement
decisions. The influence of these environmental traces gradually decreases over
time, thereby creating a dynamic information structure within the environment.
This mechanism provides an important advantage in disaster scenarios where
direct communication is unavailable or severely limited. The simulation process
is repeated multiple times under different initial conditions. These repetitions
help reduce the influence of randomness and enable more reliable performance
evaluations. The defined problem structure reflects the primary challenges
encountered in post-earthquake rubble search and rescue scenarios, including
obstacle density, mobility constraints, uncertainty, and multi-target search.
This framework therefore enables a comparative evaluation of different search
strategies under complex operational conditions.

3.2 Stigmergy-Based Search Strategy

In this study, the Multi-Component Stigmergic Search (MCSS) approach
is employed, in which robots navigate by utilizing environmental traces
and indirect signals associated with targets. Within the MCSS framework,
robots do not move purely randomly. Instead, the decision-making process
incorporates both environmental traces and indirect target-related signals. The
proposed approach is inspired by the fundamental principles of Ant Colony
Optimization (ACO) [13]. However, the classical structure has been extended
and adapted to suit the specific characteristics of the problem domain.

At each time step, every robot evaluates the neighboring cells that are
reachable from its current position. Directions containing obstacles are
eliminated, and the remaining feasible movement options are identified. For



148 | A Stigmeryy-Based Multi-Robot Search Strategy for Post-Earthquake Rubble Environments

each candidate cell, a preference weight is calculated. This weight is determined
by the combination of four main components:

¢ Pheromone intensity
* Target signal (sound)
* Robot density

* Visitation history

The movement tendency of a robot from position 7 to a neighboring
cell is expressed as follows:

wy = ) (s, ) (1R, ) e v

LJ

In the above formulation:

7, ;- pheromone intensity associated with the corresponding cell
S, ;+ intensity of the indirect signal originating from targets

R, ;: term representing robot density

V. ; + number of previous visits to the corresponding cell

a, B, y: coefficients determining the influence of the respective
components

This structure ensures that robots do not rely on a single source of
information. Instead, multiple environmental factors are jointly evaluated to
establish a more balanced decision-making mechanism.

Pheromone intensity enables robots to preferentially follow paths that were
previously explored successfully. When a robot reaches a target, it deposits
pheromones along the route it followed. This process can be expressed as
follows:

1, < (1-p)t, +A1, (2)

LJ

Here, p represents the pheromone evaporation rate. This parameter
controls the gradual reduction of pheromone intensity over time and prevents
outdated information from becoming dominant within the system. The
sound generated by targets is not directly observable. Instead, it is represented
through a signal that can be perceived within a limited influence range. This
signal guides robots toward potential target locations and supports the search
process under conditions where direct target observation is not possible:
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Here, d, ; denotes the distance between the corresponding cell and the
target. The parameter O is a small positive constant introduced to ensure
numerical stability and to prevent division-by-zero conditions. Accordingly,
the perceived signal intensity increases as the robot approaches the target. As
a result, cells located closer to the target are assigned higher preference values.

The presence of a large number of robots within the same region may
reduce search efficiency due to overcrowding and redundant exploration. For
this reason, robot density is incorporated into the decision-making mechanism.
Robot density is defined as follows:

R =—" (4)

Here, N, ; represents the number of robots located within the corresponding
cell or its surrounding neighborhood. The parameter N, denotes the
maximum robot density used for normalization purposes. This term reduces
excessive clustering of robots within the same region and encourages a more
balanced distribution across the search area.

The tendency of robots to repeatedly revisit frequently explored cells is
intentionally reduced. For this purpose, a penalty term based on visitation
history is incorporated into the preference weight. This effect is modeled as
follows:

Fy=r ®

Here, ¥, ; denotes the number of times the corresponding cell has previously
been visited. As the visitation count increases, the value of this term decreases.
Consequently, the probability of selecting frequently visited cells becomes
lower. This mechanism limits unnecessary repeated exploration within the
same regions and encourages the discovery of previously unexplored areas.
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The movement decision is determined probabilistically according to the
transition tendency values associated with traversable neighboring cells. The
preference weights calculated for each neighboring cell are normalized to
obtain a transition probability:

Wi
P =2 (6)

ij Z w
keN, Bk

Here, N, denotes the set of neighboring cells that are reachable from the
robot’s current position. Through this structure, robots are more likely to select
directions associated with higher weight values. However, the probability of
selecting other feasible directions is not completely eliminated. As a result, the
system maintains a balance between directed search behavior and exploratory
behavior. The pseudocode of the proposed MCSS algorithm is presented
in Algorithm 1.

Algorithm 1. Multi-Component Stigmergic Search (MCSS) Algorithm

1. For each robot, determine the neighboring cells that are reachable
from the current position.

2. Remove obstacle-containing or non-traversable cells from the set
of candidate movements.

3. For each candidate cell, calculate the environmental attractiveness
value by considering:

o the pheromone intensity in the corresponding direction,

o the influence of target-generated signals,

o the robot density within the same region,

o the reduced selection probability of previously visited cells.

4. Convert the attractiveness values of the candidate cells into
transition probabilities.

Select the robot’s next movement according to these probabilities.
Move the robot to the selected neighboring cell.

Update the robot’s visitation information and traversed path.

® N oo

If the robot reaches a target:

8.1 Mark the target as found.

8.2 Retrieve the route followed by the robot while reaching
the target.
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8.3 Deposit pheromones along the transitions on this route.
8.4 Return the robot to its initial position.

9. Apply pheromone evaporation at each time step by reducing
pheromone values.

10. Repeat the process until all targets are found or the search
procedure terminates.

When a robot reaches a cell containing a target, the corresponding target
is marked as found. The value associated with the target cell is then reset to
zero, preventing the same target from being counted again in subsequent time
steps. Within the MCSS approach, pheromone traces are reinforced along the
route followed by the robot while reaching the target. This process enables
successful search routes to be propagated throughout the environment. After
reaching a target, the robot is returned to its initial position and reintroduced
into the search process. This structure allows robots to continue operating
continuously in environments containing multiple targets.

The random search strategy illustrates the behavior of the multi-robot
system in the absence of environmental information and indirect coordination
mechanisms. In contrast, the MCSS approach investigates how robots can
exhibit more directed search behavior by utilizing environmental traces and
indirect target-related signals. By comparing these two approaches, the effects
of the stigmergic coordination mechanism on target discovery, search cost, and
robot movement efticiency can be evaluated. In this way, the study examines
how the stigmergy-based indirect communication mechanism discussed in the
literature can contribute to search and rescue problems within a representative
simulation environment.

3.3 Experimental Setup

To evaluate the performance of the MCSS approach, simulation experiments
based on a multi-robot exploration problem were conducted. The MCSS
approach was compared against two alternative strategies: (i) an exploration
approach without a stigmergic coordination mechanism and (ii) a fully random
search strategy. The experiments were performed in a two-dimensional discrete
environment consisting of a 100x100100x 100 grid structure. Within this
environment:

* 10 targets were randomly distributed throughout the search area,

* 12 robots were initially positioned at random locations,
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¢ different numbers of obstacles were introduced to control environmental
complexity.

At the beginning of each experiment, robots, targets, and obstacles were
randomly distributed without overlap. At each time step, robots were allowed
to move to one of the eight neighboring cells. Every movement decision was
subject to obstacle checking, and the next position was selected only from
teasible directions. Movements toward obstacle-containing cells were not
permitted. If a robot had no valid movement option, it remained stationary
for that time step.

When a robot reached a cell containing a target, the route followed by
the robot to reach that target was recorded, and the robot was returned to
its initial position. In the MCSS approach, robots deposit pheromone traces
into the environment during this return process. As described in Section 3.2,
the selection value for each possible movement is calculated probabilistically
based on pheromone intensity, target-generated signals, robot density, and the
visitation count of the corresponding cell. The resulting selection probabilities
are normalized, and the next movement is determined through probabilistic
sampling.

As previously noted, whenever a robot discovers a target, pheromone traces
are reinforced along the traversed route. In addition, pheromone intensity is
gradually reduced over time through an evaporation mechanism applied at
cach time step. The parameter values used in all experiments are presented
in Table 1.

Table 1. Simulation Parameters

Parameter Value
Environment size 100 x 100 cells
Number of robots 12

Number of targets 10

Number of obstacles 250 /500 /750
Maximum time steps 10,000
Number of experiment repetitions 100
Pheromone evaporation rate 0.02

6 (pheromone influence) 1

y (target signal influence) 1

B (robot density influence) 1
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The parameter values presented in Table 1 were selected to provide a
controlled and computationally feasible evaluation environment while
maintaining comparable influence among the decision components. The
environment size (100 X 100 cells), number of robots (12), and number of
targets (10) were chosen to create a sufficiently large search space that allows
collective behaviors to emerge without introducing excessive computational
cost. Obstacle densities of 250, 500, and 750 cells were used to represent
progressively increasing environmental complexity and mobility constraints.
The pheromone evaporation rate was set to 0.02 to preserve environmental
memory while preventing outdated information from dominating the search
process over long simulation periods. The influence coefficients of pheromone
intensity (¢ = 1), target-generated signals (y = 1), and robot density (f =
1) were initialized with equal values to avoid introducing a priori preference
toward any individual decision component and to allow the combined effect
of the multi-component mechanism to be evaluated more transparently. These
parameter values were determined through preliminary simulation trials aimed
at obtaining stable search behavior and ensuring meaningful comparisons
across different search strategies rather than performing exhaustive parameter
optimization.

In this study, three difterent search approaches were compared. The first
approach, MCSS, was described in detail in Section 3.2. The second approach,
used for comparative purposes, was derived from the same decision-making
tramework with the stigmergic components disabled. In this configuration, the
overall algorithmic structure was preserved, while the pheromone influence (o),
target-generated signal influence (), and robot density influence (B) parameters
used during movement selection were set to zero. As a result, environmental
traces and target-oriented guidance were removed, while the visitation-history
component of the decision mechanism was retained. Consequently, robots
exhibited an exploration-oriented behavior by preferentially moving toward
less frequently visited cells. The third approach was a fully random search
strategy. In this strategy, robots selected among feasible movements with
equal probability and did not utilize any memory or guidance mechanism
during the search process.

When these three approaches are evaluated together, the contribution of the
stigmergic coordination mechanism can be analyzed comparatively against both
visitation-history-based exploration behavior and a fully random movement
strategy. The primary performance metrics considered in the experiments were
the average number of targets found over time, robot movement cost per
target, and route length per target. All results were obtained by averaging 100
independent simulation runs and are presented in the figures together with



154 | A Stigmeryy-Based Multi-Robot Search Strategy for Post-Earthquake Rubble Environments

95% confidence intervals. Although a dedicated component-wise ablation
study was not originally designed, the comparative evaluation framework
adopted in this study can also be interpreted as a functional ablation analysis
of the proposed MCSS architecture. Specifically, comparison between the full
MCSS configuration and the exploration strategy with disabled stigmergic
components enables the isolated contribution of stigmergy-based indirect
coordination to be evaluated while preserving the remaining exploration
mechanism. Furthermore, comparison with the fully random search strategy
provides an additional lower-bound reference in which all environmental
guidance mechanisms are removed. This structure allows the incremental
contribution of the proposed coordination mechanism to be analyzed without
requiring a separate ablation protocol.

To evaluate whether the observed performance differences among the
search strategies were statistically meaningful, additional statistical analyses
were performed using the results obtained from 100 independent simulation
runs for each experimental configuration. Prior to statistical comparison,
normality assumptions were evaluated for the collected performance metrics
and confirmed to be satisfied. Accordingly, pairwise comparisons among the
search approaches were conducted using independent-samples t-tests. Since
multiple pairwise comparisons were performed among the three evaluated
approaches, p-values were adjusted using the Holm—Bonferroni correction
procedure to control the family-wise error rate. Statistical significance was
evaluated at a = 0.05. The statistical analysis was conducted separately for
each obstacle-density scenario and for each performance metric considered
in the study.

4. Results

In this study, the MCSS approach was compared with the exploration
approach in which stigmergic components were disabled and with the fully
random search strategy using three different performance metrics: (i) the
number of targets found over time, (ii) cost per target, and (iii) average
route length per target. The experiments were conducted in three different
environments containing 250, 500, and 750 obstacles, respectively, and each
configuration was evaluated over 100 independent simulation runs. In all
figures, average values are presented together with 95% confidence intervals.

4.1 Average Number of Targets Found Over Time

The results presented in Fig. 2 demonstrate that the three approaches exhibit
clearly different exploration speeds and convergence behaviors. Across all
obstacle densities, the MCSS approach achieved the fastest overall performance



Mebmet Dinger Erbas | 155

by a substantial margin. This approach was able to discover the majority of
targets during the early stages of the simulation and reached the maximum
number of targets within approximately 1000-1500 time steps.

In contrast, the exploration approach with disabled stigmergic components
exhibited a slower but more gradual and stable increase in performance.
Although this approach performed significantly better than the fully random
search strategy, it was unable to achieve the early exploration advantage
demonstrated by the MCSS approach. The random search strategy produced
the lowest performance overall, requiring considerably longer times to reach
targets and remaining notably behind the other approaches, particularly during
the early stages of the simulations.

As the number of obstacles increased, a decrease in performance was
observed for all approaches, as expected. However, the MCSS approach was
the least affected by the increase in environmental complexity. Notably, even
in the scenario containing 750 obstacles, the approach maintained its rapid
early convergence behavior, indicating strong capabilities in navigation and
indirect information sharing within complex environments. Furthermore,
an examination of the confidence intervals reveals that the MCSS approach
exhibited lower variance compared to the alternative methods. This finding
suggests that the proposed approach provides not only fast but also stable
and consistent performance across different simulation runs.

To turther evaluate whether the observed differences were statistically
meaningful, statistical comparisons were performed using pairwise independent-
samples t-tests with Holm-Bonferroni correction. The results supported
the visual trends presented in Fig. 2. Compared with the non-stigmergic
exploration approach, the MCSS approach achieved statistically significant
improvements in the average number of targets found during approximately
the first 6000 time units (adjusted p < 0.05). After this stage, the performance
difference gradually decreased as both approaches approached convergence. In
contrast, the MCSS approach maintained statistically significant superiority
over the random search strategy throughout the entire simulation period
(adjusted p < 0.05), indicating that stigmergic coordination contributed
substantially to faster and more effective exploration.
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Fig. 2. Comparison of the average number of targets found over time for the three seavch methods
under diffevent obstacle densities (250, 500, and 750 obstacles). The curves vepresent the average values
obtained firom 100 independent simulation vuns, while the shaded vegions indicate the 95% confidence

intervals. The Multi-Component Stigmenygic Seavch (MCSS) approach exhibits faster convergence
and earlier target discovery acvoss all scenarios, the non-stigmerygic exploration method demonstvates
intermediate perfor ¢, and the vandom searvch stvategy produces the lowest exploration speed.

4.2 Cost per Target

The boxplots presented in Fig. 3 clearly reveal the differences among the
approaches in terms of cost per target. Across all experimental environments,
the MCSS approach achieved the lowest cost values. The combination of low
median values and narrow distributions indicates that this approach provides
both efficient and consistent performance. The exploration approach with
disabled stigmergic components demonstrates a noticeable improvement
compared to the random search strategy. By prioritizing less frequently visited
cells, this approach increases exploration efficiency and thereby reduces search
cost. However, because it lacks the indirect information-sharing mechanism
provided by stigmergy, its cost values remain higher than those of the MCSS
approach, particularly in complex environments. The random search strategy
exhibits the highest cost values overall. In this approach, the routes followed to
reach targets are largely inefficient, and unnecessary revisits occur frequently.
Examination of the boxplots further shows that this strategy has a considerably
wider distribution and contains a large number of outliers. This observation
indicates that random search produces highly unpredictable and unstable
performance. As the number of obstacles increases, cost values rise for all
approaches. However, the increase remains relatively limited in the MCSS
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approach, whereas it becomes substantially more pronounced in the alternative
methods. These results suggest that the MCSS approach offers a more scalable
structure for operation in complex environments.

To assess whether the observed differences in search efficiency were
statistically meaningful, pairwise comparisons were conducted using
independent-samples t-tests with Holm—Bonferroni correction. The statistical
analysis confirmed that the MCSS approach achieved significantly lower cost-
per-target values than both the non-stigmergic exploration approach and the
random search strategy across all evaluated obstacle-density scenarios (adjusted
p < 0.05). In contrast, the difference between the non-stigmergic exploration
approach and random search gradually decreased as environmental complexity
increased and became statistically non-significant under higher obstacle-density
conditions. This finding suggests that the visitation-history-based exploration
mechanism alone provides limited improvements in search efficiency and
that the indirect coordination enabled by stigmergic information becomes
increasingly important in more constrained environments.
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Fig. 3. Comparison of the cost-per-target distributions for the three seavch approaches under
different obstacle densities (250, 500, and 750 obstacles). The boxplots illustrate the median
values, interquartile vanges, and outliers obtained from 100 independent simulation runs. The
Multi-Component Stigmergic Search (MCSS) approach achieves the lowest cost and the navrowest
distribution across all scenarios, indicating the most efficient and stable performance. The explovation
approach with disabled stigmeryic components produces lower costs than the vandom seavch strategy,
but still vemains behind the MCSS approach. The vandom seavch strategy exhibits the highest costs
and the widest varviance, demonstrating the lowest overall efficiency.

4.3 Average Route Length per Target

The results presented in Fig. 4 demonstrate the effectiveness of the routes
tfollowed by the approaches in reaching targets. The findings clearly show that
the MCSS approach produces the shortest route lengths among all methods.
Through the use of environmental traces, robots in the MCSS framework
avoid repeatedly exploring previously visited regions and instead follow more
direct and efficient paths. This behavior reduces unnecessary wandering and
minimizes route lengths. Examination of the boxplots further indicates that the
MCSS approach exhibits both low median values and a narrow distribution.

The exploration approach with disabled stigmergic components performs
better than the random search strategy in terms of route length. The strategy
of favoring less frequently visited cells provides a certain degree of exploration
efficiency and contributes to shorter routes. However, because this approach
does not benefit from the collective information-sharing mechanism provided
by stigmergy, its route optimization capability remains limited compared to
the MCSS approach.
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The random search strategy generates the longest route lengths overall.
In this approach, the paths followed to reach targets are largely indirect and
contain frequent repetitive movements. Moreover, the wide distribution
observed in the boxplots indicates unstable and inconsistent behavior. As
the number of obstacles increases, route lengths rise for all approaches.
Nevertheless, the MCSS approach is the method least affected by this increase.
This finding suggests that the proposed approach maintains effective path-
planning capability even in environments with high obstacle density.

To evaluate whether the observed differences in route efficiency were
statistically meaningful, pairwise comparisons were conducted using
independent-samples t-tests with Holm—Bonferroni correction. The statistical
analysis confirmed that the MCSS approach achieved significantly shorter
average route lengths per target than both the non-stigmergic exploration
approach and the random search strategy across all evaluated obstacle-density
scenarios (adjusted p < 0.05). In contrast, the difference between the non-
stigmergic exploration approach and random search progressively diminished
as obstacle density increased and became statistically non-significant under
more complex environmental conditions. These findings indicate that reducing
route inefficiency in constrained search environments depends not only on
avoiding previously visited regions but also on the indirect coordination and
collective guidance provided by the stigmergic mechanism.
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Fig. 4. Comparison of the average route-length distributions per target for the three seavch approaches
under diffevent obstacle densities (250, 500, and 750 obstacles). The boxplots present the median
values, interquartile ranges, and outliers obtained firom 100 independent simulation runs. The
Multi-Component Stigmeryic Seavch (MCSS) approach achieves the shovtest voute lengths and
the navrowest distributions across all scenavios, demonstrating the most efficient path-planning

performance. The explovation approach with disabled stigmerygic components produces shovter
voutes than the vandom seavch strategy, but still vemains belind the MCSS approach. The random
search strategy exhibits the longest and most vaviable voute lengths, vesulting in the lowest overall

performance.

When all results are evaluated collectively, both the graphical observations
and the statistical analyses consistently indicate that the MCSS approach
provides clear advantages in three major aspects:

- Faster exploration performance (early convergence)
- Lower search cost
- Shorter and more efficient routes

Pairwise comparisons performed using independent-samples t-tests with
Holm-Bonferroni correction confirmed that the MCSS approach achieved
statistically significant improvements over random search across all evaluated
performance metrics and obstacle-density scenarios. Furthermore, compared
with the non-stigmergic exploration approach, the MCSS approach also
demonstrated statistically significant advantages in target discovery performance,
cost per target, and average route length under the evaluated conditions.

The non-stigmergic exploration approach produced measurable
improvements over random search, particularly in terms of exploration
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efficiency during the earlier stages of the search process. However, the statistical
analysis further revealed that these advantages diminished as obstacle density
increased and became non-significant for some efficiency-related metrics
under more complex environmental conditions. This finding suggests that
visitation-history-based guidance alone contributes positively to exploration
behavior but remains insufficient to maintain robust search efficiency in
constrained environments.

Overall, the combined experimental and statistical findings demonstrate
that the MCSS approach offers an effective and scalable solution for multi-
robot exploration problems and provides particularly strong advantages in
environments with high obstacle density through stigmergy-based indirect
coordination.

5. Conclusion

In this study, stigmergy-based multi-robot search approaches developed
for post-earthquake search and rescue problems were investigated, and the
performance of the proposed Multi-Component Stigmergic Search (MCSS)
approach was evaluated in a simulation environment. Within the scope of
the study, the effects of extending conventional stigmergy-based guidance
mechanisms with additional environmental components such as robot density,
visitation history, and target-generated indirect signals were examined in the
context of multi-robot exploration behavior. For this purpose, the MCSS
approach was compared against an exploration approach with disabled
stigmergic components and a fully random search strategy.

The obtained results demonstrate that the MCSS approach provides
clear advantages over the alternative methods, particularly in terms of early
exploration performance, low movement cost, and short route generation.
Analysis of the number of targets found over time showed that the MCSS
approach achieved faster convergence and reached targets more rapidly across
all obstacle densities. Furthermore, the cost-per-target and route-length results
revealed that stigmergic indirect communication through environmental traces
not only accelerates exploration but also improves the efficiency of robot
movements. The limited performance degradation observed in high-obstacle-
density scenarios further indicates that the proposed approach ofters a scalable
and robust structure for operation in complex environments.

The exploration approach with disabled stigmergic components produced
better results than the random search strategy. This finding suggests that the
visitation-history-based guidance mechanism contributes positively to the
exploration process. However, due to the absence of indirect information
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sharing through environmental traces, this approach could not fully achieve the
collective guidance advantages provided by the MCSS framework. The random
search strategy, on the other hand, demonstrated the lowest performance across
all evaluation metrics and exhibited highly inefficient behavior, particularly
in environments with high obstacle density.

From a practical performance perspective, the proposed MCSS approach
demonstrated substantial quantitative gains across different environmental
conditions. Relative to the non-stigmergic exploration approach, MCSS
reduced the average cost per target by approximately 78-83% and shortened
the average route length per target by approximately 73-82%. Compared
with random search, the improvements became even more pronounced,
corresponding to approximately 87-88% lower search cost and 80-85%
shorter average route lengths. These improvements were further supported
by statistical analysis, which confirmed statistically significant diftferences with
consistently large effect sizes across the evaluated efficiency-related metrics.
Collectively, these findings indicate that the proposed stigmergic coordination
mechanism provides not only statistically significant improvements but also
practically meaningful gains with large effect sizes, indicating that the observed
performance differences are unlikely to be attributable to random variation
alone.

Overall, the obtained findings indicate that stigmergy-based indirect
communication mechanisms can be effectively utilized in multi-robot search
and rescue problems. The fact that the MCSS approach does not require
centralized control, is not dependent on direct communication, and supports
collective exploration behavior makes it particularly attractive for disaster
scenarios in which communication infrastructure is limited or unreliable. In
addition, the modular structure of the approach allows different environmental
components to be incorporated into the decision-making mechanism, thereby
providing a flexible foundation for the development of more advanced multi-
robot systems in future studies. From a broader computational intelligence
perspective, the findings further illustrate how adaptive collective behavior can
emerge through distributed information processing and environment-driven
decision mechanisms, supporting the development of scalable intelligent
systems for complex search environments.

Nevertheless, the study has several limitations. The simulation environment
was modeled as a two-dimensional discrete structure and therefore does not
fully capture the physical complexity of real-world disaster environments.
Robot movements were evaluated under idealized assumptions, while factors
such as sensor errors, mechanical failures, communication delays, and dynamic
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environmental changes were not included in the model. Furthermore, the virtual
stigmergy mechanism employed in this study does not directly incorporate
perception and environmental interaction challenges that may arise in real
physical environments.

In addition, several practical constraints commonly encountered in real-
world robotic search operations were not explicitly modeled in the present study.
The proposed framework assumes reliable localization, synchronized robot
operation, and ideal environmental state updates, whereas real deployments
may involve positioning uncertainty, asynchronous robot behavior, limited
onboard computation, sensor noise, actuator inaccuracies, and intermittent
communication availability. Furthermore, the virtual stigmergic representation
used in the simulation assumes consistent environmental memory and
instantaneous information propagation, while real implementations may
require distributed map synchronization and introduce additional latency
and uncertainty. These factors may influence both exploration efficiency
and coordination quality and should therefore be incorporated into future
validation studies involving more realistic robotic platforms and physical
environments.

Future work should therefore focus on evaluating the proposed approach
on real robotic platforms. In particular, experiments involving physical robot
swarms would enable the practical applicability of the MCSS approach under
real-world conditions to be investigated more comprehensively. In addition,
extending the study to three-dimensional environment models could facilitate
the analysis of more realistic search scenarios involving multilayer rubble
structures and varying elevation levels. Incorporating factors such as dynamic
obstacles, moving targets, sensor uncertainty, and energy consumption into
the model would also allow the behavior of the approach in realistic disaster
environments to be examined in greater detail.

Another important future research direction involves investigating the
performance of the MCSS approach in heterogeneous robot swarm systems.
Understanding how robots with different sensing capabilities, mobility
characteristics, or task responsibilities can be coordinated within the same
stigmergic framework represents a significant research challenge. Moreover,
integrating stigmergy mechanisms with adaptive parameter update methods,
learning-based movement strategies, and reinforcement learning techniques
may contribute to the development of more advanced and adaptive multi-
robot search systems.

Compared to the earlier thesis-based prototype framework [19], the
proposed MCSS approach introduces a substantially expanded decision-making
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structure and evaluation methodology. In particular, the integration of multiple
environmental guidance components, comparative analysis under varying
obstacle densities, and the inclusion of cost- and route-based performance
metrics provide a more comprehensive assessment of stigmergy-based search
behavior in complex rubble environments.

In conclusion, this study demonstrates the potential of stigmergy-based
multi-robot search approaches for post-earthquake search and rescue problems
within a simulation environment and shows that the proposed Multi-
Component Stigmergic Search approach can provide an effective solution in
complex search environments. The findings obtained in this work are expected
to provide a useful foundation for the future development of autonomous
multi-robot search and rescue systems.
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