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Preface: 

Welcome to "Information Security Risk Management Framework for Social Engineering 

Attack and Digital Prevention Techniques" this is the author’s PhD dissertation, which 

convert it to book. Since in today's digital age, where information preservation is the 

cornerstone for security and communication, safeguarding this invaluable asset has never 

been more critical. This book is designed to serve as a dedicated framework for prevention 

techniques and to navigate the complex and ever evolving landscape of digital data protection 

from social engineering attacks. It is imperative to recognize the profound significance of role 

as an information security risk management framework. Every bit and byte of Digital 

information holds immense value, whether it pertains to personal identities, corporate secrets, 

or the intellectual property of nations. However, with this value comes vulnerability. In a 

world rife with cyber threats ranging from sophisticated malware to social engineering 

tactics, the protection of digital data is not merely a priority—it is an imperative. 

"Information Security Risk Management Framework for Social Engineering Attack and 

Digital Prevention Techniques " is not just book on information security and risk 

management, it is a comprehensive compendium meticulously crafted to empower 

individuals and organizations with the knowledge, tools, and strategies necessary to defend 

against a multitude of cyber threats. Throughout these pages, the author embarks on 

multifaceted exploration, beginning with a deep dive into the very essence of digital data 

protection from social engineering attacks. From understanding the diverse types and 

classifications of digital information to unravel the intricate web of legal and regulatory 

frameworks governing data protection, each chapter of this book is meticulously structured to 

provide a holistic understanding of the subject matter. The establishment of a risk 

management framework for social engineering attacks does not end there. " The Information 

Security Risk Management Framework for Social Engineering Attack and Digital Prevention 

Techniques " transcends theoretical discourse, offering a hybrid method to build a risk 

management framework. Practical insights drawn from real-world examples, and interviews 

with industry luminaries. Whether a seasoned cybersecurity professional is seeking to 

enhance expertise or a novice grappling with the complexities of digital data protection, this 

book is tailored to meet academician and professional needs. As discussed in the sections, we 



will confront emerging technologies, trends, and threats that shape the cybersecurity 

landscape. The author will peer into the future, envisioning the innovations and challenges 

that lie ahead, while equipping with the foresight and resilience needed to stay ahead of the 

curve. Ultimately, "Information Security Risk Management Framework for Social 

Engineering Attack and Digital Prevention Techniques " is the book for researcher it is a call 

to action.  Thus embrace responsibility as stewards of digital information, to uphold the 

principles of integrity, confidentiality, and availability in an increasingly interconnected 

world. The embark on this journey to safeguard our digital future, ensuring that the data 

entrusted to our care remain secure, resilient, and untarnished by the specter of cyber threats. 

Welcome to "Information Security Risk Management Framework for Social Engineering 

Attack and Digital Prevention Techniques." Your comprehensive academic guide to digital 

data protection awaits. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Synopsis: 

In " Information Security Risk Management Framework for Social Engineering Attack and 

Digital Prevention Techniques," readers embark on a journey through the intricate world of 

safeguarding digital information. Authored by academic experts, this book serves as a 

comprehensive manual for individuals and organizations seeking to fortify their defenses 

against evolving cyber threats. The introduction lays the groundwork by emphasizing the 

paramount importance of digital data protection in today's interconnected world. It provides a 

brief outline of the book's contents, setting the stage for an in-depth exploration of various 

facets of data security. 

The book begins by elucidating the nature of social sniggering attacks in the organization, 

delineating its diverse forms and highlighting the risks associated with its exposure. It delves 

into the legal and regulatory landscape governing data protection, shedding light on 

compliance requirements and the ramifications of non-compliance through compelling hybrid 

studies. Readers gain insight into the ever-evolving threat landscape, from common cyber 

threats to emerging perils such as social engineering attacks and insider threats. Real-world 

examples of major data breaches underscore the importance of implementing robust data 

protection strategies. A plethora of data protection strategies is presented, encompassing 

encryption techniques, access controls, and disaster recovery plans. Best practices for 

ensuring security, including employee training and privacy by design principles, are 

meticulously expounded upon. The book addresses the critical aspect of risk management 

framework for the protection of social engineering attacks in the organization. Rich with 

empirical studies and practical examples, the book offers valuable insights gleaned from 

successful data protection implementations and lessons learned from past breaches. 

Interviews with industry experts provide firsthand perspectives on navigating the evolving 

cyber landscape. Looking ahead, the book ventures into the future outlook of digital data 

protection, predicting trends and innovations in cybersecurity. It concludes with a recap of 

key concepts, emphasizing the imperative of continuous vigilance in safeguarding digital 

assets. An extensive appendix provides additional resources, including a glossary of terms, 

recommended reading, and tools for bolstering data protection measures. " Information 

Security Risk Management Framework for Social Engineering Attack and Digital Prevention 

Techniques " serves as an indispensable guide for anyone committed to championing the 

cause of digital data protection in an era fraught with cyber threats. 
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CHAPTER ONE  

Foundations of Information Security risk management: 

 Understanding of social engineering attacks 
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1.1 : Overview of Information Security risk management 

Social Engineering is a domain of study in the area of information security. However, every 

organization currently has its own strategy to protect its own data. On the other hand, social 

engineering addresses the targeting of humans and machines or technology. This method is popular 

because human elements are frequently the weakest part of a system and are most prone to 

mistakes. Human factors cause the security system to start and stop. Weakening of the system 

occurs when the element fails. The defense actually represents how the end user usually works, 

and in many cases, the major factor may cause a catastrophic impact on the organization due to 

the lack of awareness and knowledge of the end user. This result shows the insecurity of an 

organizational environment. 

A reactive or proactive approach might involve human factors, where security incidents and 

system termination may cause problems before they become problems. The role of an information 

security specialist is to increase awareness of SoE attack risks among employees and to provide 

brief descriptions of SoE attack risks, such as threats, vulnerabilities, management defects, 

unexpected changes and digital evidence factors. This is evidence that social engineering is a very 

basic level of attack. Once the malicious person obtains information from the target victim, the 

attack is started. According to the survey, approximately 88% of clicking links within email were 

reported to phishing. Whereas most common phishing attacks occurring at financial institutes. 

However, it is difficult to estimate how much email is sent every day. However, 65% of emails 

consist of malware. Specifically, previous studies emphasize that social engineering is a kind of 

art that helps people to reveal confidential digital evidence. 

Thus, even though business continuity concepts are widely recognized within organizations, 

with the success of integrating the prevention technique of social engineering attack risks and SoE 

attack risk management practices. Hence, this study attempts to develop an information security 

risk management framework for the prevention of social engineering attacks. An appropriate risk 

management process and activities can manage social engineering risks in the information security 

domain. A literature review reveals the impact of social engineering attacks in various sectors. 

However, analysis of the risk of the SoE attacking, data security and protection has revealed a lack 

of business continuity knowledge, lack of disaster recovery planning, and disturbance of 
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organizational productivity. This is the reason for social engineering attack risks. Surveys need to 

be conducted to determine the impact of these attacks on the organization. Social engineering risks 

can be described as threats, vulnerabilities, management defects, unexpected changes and digital 

evidence factors in the organization. However, every organization is connected to an internet 

database server. 

Hence, vulnerability reflects the weakness of the system. Threats express how to exploit this 

weakness of the system, management defects show the management weakness of the organization, 

and unexpected changes show the lack of awareness inside the organization. Digital evidence 

indicates essential or sensitive information that SoE attackers are interested in collecting from the 

organization. However, different organizations have different impacts from social engineering 

attacks. Subsequently, a dedicated information security framework could be used to address and 

manage the mitigation of social engineering risk. Hence, risk management practices for preventing 

SoE attack risk include an organization’s approach to maintaining the confidentiality, availability, 

integrity, nonrepudiation, accountability, authenticity and reliability of its systems. Information 

Security Risks, IT risks, IT related risks, and internet risks are risk types that are related to SoE 

attack risks in the domain of information security. Digital evidence is a valuable and important 

property or asset, and the SoE attack risk management leads organizations to become increasingly 

dependent on adopting a security framework. Various social engineering attacks may occur inside 

an organization, which can disturb personal productivity. Hence, this approach involves 

identifying the problem, the relevant questions and the objectives that were determined for creating 

the framework. A suitable methodology and various analysis techniques were then designed to 

achieve the objectives. 

The banking sector began to become aware of any kind of information security attack, such as 

social engineering attack. After that, other local banks implemented the protection of assets against 

information security attacks or any kind of critical or disaster situations. Some other Banks started 

initiative regarding the protection against any kind of social engineering attack in the banking 

system. Subsequently, other organizations began to practice awareness of social engineering 

attacks in an attempt to give more focus to their core business. Together, these findings support 

the development of a framework for preventing SoE attacks. However, the term digital evidence 
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refers to evidence that is available in binary numbers such as 0 or 1. Digital evidence is confined 

to evidence produced by digital technology. 

The broad nature of the internet has allowed the social engineering crimes worldwide. 

Therefore, it is important to have a framework for the prevention of social engineering attacks and 

proper management of such attacks. Proper risk management approaches in various organizations 

could lead to successful proper implementation. Previous research has been conducted to provide 

evidence that incorporating social engineering attack risks can improve the success of framework 

implementation and reduce the catastrophic events. While other studies have focused on 

information security risk, the management of social engineering attack risk has not been explored. 

Thus, there are still significant gaps in knowledge that need to be investigated to develop 

a robust understanding of such social engineering attack risks, leading to a comprehensive 

approach to risk management for healthcare centers, education, government agencies and the 

banking sector. To meet the objectives of the present research, a mixed method technique was 

applied. The use of quantitative research methods establishes purposiveness, rigor, testability, 

explication, precision and confidence, objectivity, generalizability and parsimony. Moreover, the 

qualitative research method allows for in-depth and detailed exploration. 

In fact, an information system is a unit that includes people, processes and systems.  There 

are numerous risks that organizations must handle, and these can have catastrophic outcomes on 

the continuing future of the organization. In the previous few years , a proliferation of automatic 

information systems, reliance on the internet to permit all of the fundamental service and 

infrastructures and the growing risk of organizing social engineering attacks with the capability of 

creating debilitated disruptions of organizational digital evidence . The proliferation of computer 

systems and the growth of the internet have empowered not only novel services but also new 

services. For example, email, websites and electronic digital commerce have positive impacts on 

organizations, allowing them to run businesses with reputations. 

. Hence, information and communication technology has the potential to increase the risk of social 

engineering attacks. However, the SoE attack risks associated with SoE attack risk management 

practices theory must be evaluated and managed. Therefore, an awareness program is required for 

SoE attacks because the technology can cause problems due to malicious human activity. 
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Hence, a variety of standard frameworks have been developed to address multiple business 

operations and specific technical processes. Therefore, there is a need for organizations to 

formulate an appropriate framework to secure digital evidence to support continuous business 

operation. However, there are several established risk management and analysis approaches for 

information security risk management, such as OCTAVE, CORA, and the IS Business Model, has 

been developed around the globe. Unfortunately, very little research has been conducted on social 

engineering attack risk and on how risk management practices prevent SoE attacks in various 

organizations. However, the risk management approaches comprehensively guide practitioners 

and how to manage information security risk in the context of social engineering attack risk-based 

solutions. 

1.2 :Aims and Objectives 

The overall aim of this study is to develop an information security risk management framework 

for the prevention technique of social engineering attacks that can assist organizations in managing 

to reduced social engineering attack risks. 

Specifically, the objectives of the study are as follows: 

1.To identify various SoE attack risks. 

2.To analyze SoE attack risks in various organizations. 

3.The purpose of this study was to integrate SoE attack risks with risk management practices for 

the prevention of SoE attacks. 

4.To develop an information security risk management framework for preventing SoE attacks 

through expert judgment. 

Table 1.1: Objectives, questions and analysis 
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Study Objective Study Question Study Analysis 

Objective 1: 

 

To identify various SoE 

attacking risks. 

Q1 What is the results for 

descriptive analysis of the 

study? 

Exploratory study. 

Objective 2: Q1.What are the ranking Empirical approach of 

To analyze SoE attacking of critical SoE attacking study. 

risks in various risks items in the Furthermore, 

organization . organizations? empirical analysis 

 Q2.What are the such as assessment 

 significant characteristics measurement model 

 associated with and assessment 

 
attacking risks in the structural model done 

 
organizations? on the  

 
Q3.What are the framework. 

 
relationship of SoE 

 

 
attacking risk with 

 

 
Organizational Activities? 

 

Objective 3: 

 

To integrate SoE 

Q1.What are the 

 

component of SoE 

Exploratory approach 

 

of research study. 

attacking risks with risk 

 

management practice for 

attacking risk 

 

management? 
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the prevention technique 

of SoE attacks. 

Q2. What are the 

relationship of risk 

management practice with 

Organizational Activities? 

 

Objective 4: 

 

To develop information 

Q1. What is the results of 

 

confirmatory study? 

Expert judgment 

 

approach and 

security risk management Q2. How do the result of technique for the 

framework for the the expert judgment confirmatory study. 

prevention technique of support the suitability and 
 

SoE attacks through applicability of the 
 

expert judgment . proposed framework? 
 

 

1.3: Significance of the work 

The activity provides empirical data for social engineering risks in the organization. These 

findings are useful for understanding organizational perceptions of SoE attack risks. These 

activities also provide exploratory data for SoE attack risk management practices in organizations, 

and an information security risk management framework is finally proposed for preventing SoE 

attacks. Understanding the social engineering attack risk construct and its implications will further 

enhance decision-making guidelines for prevention measurement approaches to ensure its 

successful deployment.  

A prior activity showed that SoE attack risk management practices contribute to reduced 

SoE attack risk in various organizations, and a closer analysis of these risks and their management 

practices will assist organizations in further improving the process of identifying and analyzing, 

planning and managing SoE attack risks. Fundamentally, the findings from the organization clarify 

that the impact is valuable if any kind of SoE attack risk occurs in the organization. However, these 
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attacks can cause disturbances in natural productivity. Moreover, the study provided a list of SoE 

attack risk items that are represented in perspective, some of which had never raised the attention 

of other frameworks. 

Finally, the information security risk management framework for preventing SoE attacks 

proposed in this study could be used as a point of reference and to provide guidelines for managing 

social engineering risks in various organizations. 

1.4 :Novelty of the work 

This activity extends the existing work on SoE attack risk areas in the domain of information 

security, capabilities and strategies. First, specific empirical studies on social engineering attack 

risks and SoE attack risk management practices and this type of work have never been conducted 

before. While previous activities have identified and classified the major SoE attack risks in this 

field, the broader question of how these challenges should be managed, has yet to be answered. 

Furthermore, few researchers have investigated the relationship between SoE attack risks and risk 

management practices for preventing SoE attacks in organizations.  

In addition, previous studies have typically examined SoE attack risks in  information and 

communication technology and SoE attack risk management. There is also limited work thus  that 

has investigated the level of security of digital evidence in organizations. Additionally, the in 

activity has identified new SoE attack risks as realized by information security professionals or 

experts. These new SoE attack risks contributed to the originality of the study. 

A dedicated framework was introduced to manage the prevention technique of SoE attack risks 

in various organizations to further the existing work in this area. There are limited numbers of 

researchers who have focused on comprehensive and structured guidelines for managing SoE 

attack risks in various sectors. This in activity focuses on the specific information security risk 

management framework for the prevention technique of SoE attacks in the organization to reap 

the full benefits of improving the information security process. 

1.5: Contribution to the society 

The study has significant empirical, academic and managerial contributions. From the 

managerial perspective, the findings contribute to improving the way an organization manages 
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SoE attack risks in various organizations. This was made possible by the discovery of the SoE 

attack risks that influence the practices of SoE risk management for various organizations. This 

finding also provides insight into how organizations practice the prevention technique of SoE 

attack risk management, thus contributing to their academic and managerial contributions.  

Moreover, the findings provide empirical support for establishing the relationship between SoE 

risks and risk management practices for preventing SoE attacks. The risks of SoE attacks have 

been identified from the literature review and consequently investigated. This was further 

substantiated by empirical evidence based on the organization’s perceptions regarding SoE attack 

risks, which have been ranked based on their level of criticalness in various organizations. This 

part would be the empirical contribution. 

However, there has not been much related work on SoE attacking risks for in-house 

organization implementation and the approach used in managing them, this study extends its 

managerial and academic contributions by identifying the risk management of SoE attacks that are 

relevant to the organizational environment. The semi structured approach was used with 

professional employees to gain insight into emerging SoE attack risks and the appreciation of 

managing these risks for various organizations. 

The main contribution of this work is the development of a risk management framework for 

the prevention technique of SoE attack risks for various organizations. In addition to being 

empirically validated through proven statistical analysis methods and exploratory study 

applications in the organization, the framework is also theoretically supported, thus making the 

proposed framework reliable for use in the organization as a guide in managing the prevention 

technique of SoE attack risks. 

In most scientific and technological work, two broad approaches are known as deductive and 

inductive methods. The inductive approach is usually described as it moves from specific to 

general. On the other hand, the deductive approach begins with the general and ends with the 

specific. The methodology is commonly described as a systematic process for collecting, analyzing 

and interpreting data to increase the understanding of phenomena or problems related to the 

research areas of interest or concern. With respect to scientific methods, the process requires 

researchers to identify problems, draw hypotheses or set questions to obtain information related to 

problems, and analyze or interpret data to support or refute questions or hypotheses. 
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Qualitative, quantitative and mixed or hybrid methods constitute the main methods used. However, 

the practices of these methods differ among researchers and depend on the questions and their 

objectives. The qualitative methods emphasize the meaning of definitions, concepts, context, 

descriptions and environmental settings. The quantitative method focuses on measurement and 

statistics. However, both methods focus on the importance of objectivity, observation and data 

collection in conducting work. 

For the purpose of this study, both approaches (deductive and inductive) and mixed 

methods, such as quantitative and qualitative methods, were applied to identify the knowledge gap 

in the area, answer the related question and fulfill the objectives of the study. Figure 1.1 illustrates 

the five phases of the methodology used in this study. 

 

 

 

Figure 1.1 Methodology of study 

However, better documents for comprehending related areas and identifying existing 

knowledge gaps. The conceptual study focused on two knowledge areas, SoE attack risks and 

prevention techniques, such as risk management, which would help to build an information 

security risk management framework for the prevention technique of SoE attacks. Other related 

concepts and theories were also reviewed as supplementary support for the conceptual study. The 

exploratory inputs, research approach and results of the conceptual study phase are illustrated in 

Figure 1.2. 
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Figure 1.2 Exploration of the inputs, research approach and results of the conceptual study phase 

In phase 2, the empirical study phase, the pilot questionnaire was validated through 

appropriate statistical analysis. Then, to refine the questionnaire suitability for the activity, 

subject–matter experts (SMEs) verified and validated the questionnaire. The details of the 

validation process are explained in chapter 3. A refined questionnaire was distributed to investigate 

the factors that influence the practice of preventing SoE attacks. And to assess the risk management 

practices of SoE attacks as well as digital evidence security requirement in the organization. The 

input research approach and results of the empirical study phase are summarized in Figure 1.3. 

 

 

 

 

 

 

 

 

Figure 1.3: Empirical Study Phase Approach 

In phase 3, the exploratory study phase, semi structured methods were used with focus 

groups of eight organizations that were directly involved in SoE awareness implementation. Each 

focus group consisted of personnel who possessed wide experience in understanding SoE attack 

risks and risk management practices in the organization. The second part of the exploratory study 

phase, included a comparison of the findings of the results of the empirical study and literature 

review. An overview and outputs of the exploratory study phase are illustrated in Table 1.2. 

Table 1.2: Exploratory study phase: study approach 
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Input Study Approach 

 

(process) 

Results (output) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Related documents or 

reports 

Identify similar and 

contradicting practices 

from empirical results and 

exploratory study results. 

SoE attacking risk . 

Semi structured way was 

 

used to focus group 

Comparison analysis of 

 

the focus group 

Confirm existing SoE 

 

attacking risk. 

Conceptual study results Identify SoE attacking risk 

management practice for 

the prevention technique 

in the organization. 

Prevention technique of 

SoE attack in the 

organization and the theme 

of the risk management 

process. 

Empirical study results Compare result of focus 

group with empirical and 

conceptual study 

supported with the finding. 

 

Semi structured way was 

used for the SoE attacking 

risks in various 

organizations. 



13 
 

Past literature Integrating the SoE 

attacking risk with SoE 

attacking risk management 

. 

High –Level prevention 

technique for the 

development of 

framework. 

Current or best practices  Critical analysis of SoE 

attacking risk management 

practices in the 

organization. 

 

 In phase 4, the framework development phase, the results obtained from the conceptual, 

empirical and exploratory study phases will be used to develop a framework for the prevention 

technique of SoE attacks in the organization and the detailed component of the framework. In this 

phase, related worksheets are also developed to improve the understanding of each component of 

the framework. A detailed explanation of the inputs, study approach and expected results involved 

in this phase are provided in Table 1.3 

Table 1.3: Framework development phase: Study approach 

Input Study 

 

Approach(process) 

Results (Output) 

SoE attacking risk factors 

 

in the organization 

Content analysis of results 

 

in previous study phases 

Refined high-level 

 

framework. 

Refined High –level 

 

framework 

Synthesize previous phase 

 

results 

Components of the 

 

proposed framework. 
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Results from previous 

phases 

Develop flow of practices 

in managing SoE attacking 

risks in the organization 

Draft of the proposed 

framework. 

 Develop flow and steps in 

the managing SoE 

attacking risks in the 

organization. 

Proposed framework user 

manual 

 Develop recommended 

worksheet that can be used 

together with the 

framework. 

Recommended related 

worksheets used in the 

proposed framework. 

 

In phase 5, a confirmatory study was conducted to test the suitability and applicability of the 

proposed framework. An expert judgment approach was used in order to verify the acceptability 

of the framework for the organization and the community. Table 1.4 describes the input, activity 

and results involved in the confirmatory phase. 

Table 1.4: Confirmatory study phase: Study approach 

Input Study 

Approach(process) 

Results(Output) 

Related Documents Review results of previous 

 

phase 

Verified framework 

Literature articles Review and compare 

 

related documents. 

Validated framework 
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Proposed framework Assess past findings Validated framework by 

 

experts 

 In-depth framework 

validation with 

experts(expert judgment) 

 

 Compile results of 

validation(comments or 

recommendations) 

 

 

 To achieve the stated study objectives and to ensure the reliability of the results. The 

validity of the findings, consistency of the conclusions, and appropriate methodology techniques 

for data collection and analysis were used. 

The study focus areas and scope are as follows:  

1.The study is limited to the organization, identifying the SoE attack risks from top management 

practitioners. 

2.The study focused solely on SoE attack risk management practices. 

3.The study emphasizes the adoption of the prevention technique of SoE attack risk management 

and implementation in organizations. 

4.The expert-judgment approach focuses on evaluating the suitability and applicability of the 

proposed framework that would be implemented in the organization. 

The challenges and constraints in conducting this study were as follows: 

1.The limited access to confidential secondary data and reports meant that recommendations or 

suggestions were based only on the data provided and supported by previous literature. 

2.The number of respondents was limited. When a return rate of 143 was deemed sufficient, more 

respondents would have produced more accurate results. 
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3.The semi-structured approach was used during the exploratory study phase, which involved 

setting a time with the focus groups due to their other work commitments. 

The study will unfold in the following manner. 

 Chapter 1 provides an introduction to the scope of the study area, as well as the 

methodology approach employed. 

 Chapter 2 introduces the theoretical background and fundamentals of the study and 

conceptual framework of the work, engaging with and referring to the recent literature in the areas 

of various organizations, global information security issues and associated SoE attack risks, SoE 

attack risk management practices in organizations and information security risk management 

frameworks for the prevention technique of SoE attacks. The content analysis approach was used 

in the study of these references. The identified practices from the key components for developing 

the conceptual framework of the study and the subsequent proposed framework for the prevention 

technique of SoE attacks. 

 Chapter 3 discusses the study approach and methodology involved in the data collection 

and data analysis methods. Through purposive sampling, questionnaires were distributed to 384 

respondents in various organizations for a return rate of 36%. Moreover, a semi structured method 

was used with eight focus groups to further clarify some of the findings of the empirical study. 

 Chapter 4 focuses on the analysis and results using appropriate data analysis techniques. 

The results of the analysis provided evidence on how organizations practice risk management for 

the prevention of SoE attacks. These findings could subsequently contribute to developing a 

framework for preventing SoE attacks in organizations. Hence, we concentrate on an exploratory 

analysis based on a semi structured approach with focus groups from eight different organizations. 

Similarly, the findings were used for developing a framework for preventing SoE attack risk in 

organizations. 

 Chapter 5 discusses the process of framework development and designing the flow of 

the proposed framework. This chapter also presents the proposed a framework for preventing SoE 

attacks in organizations. The detailed framework components, such as the stages, processes and 

activities, are explained further in this chapter. 
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 Chapter 6 discusses the process of conducting a confirmatory study to validate the 

framework through expert judgment of this area of risk management involving SoE attacks. This 

chapter also presents the results of the confirmatory study and verifies the usability and 

applicability of the proposed framework for the organization. The supplementary finding by 

discussing the answers to the work question and the fulfillment of the objectives. This also 

discusses the findings, and provides several recommendations for organizations, information 

security professionals and decision makers. Finally, the chapter offers some directions for future 

work. 
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"Navigating the Digital Terrain: Understanding Data, Risks, and 
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2.1:Definition of digital data Types of digital data (personal, sensitive, corporate, etc.) 

 This chapter aims to explore the related theories and concepts in the domain, then 

examine the SoE attack risk approaches and identify knowledge gaps. A review of the literature in 

the area of various organizations, as well as the approaches and theoretical lens used in SoE attack 

risk and SoE attack risk management practices, is conducted to position this work within the 

studies.This chapter clarifies the viewpoints of SoE attack risks and SoE attack risk management 

practices in organizations from an interpretative perspective. The fundamental concepts of study 

were extensively explored. The discussion begins with a review of the various related literature 

related to the organizations, associated with SoE attack risks, SoE attack risk management 

practices and methodologies for addressing the prevention technique of SoE attacks. Drawing upon 

previous studies, the significant knowledge gaps in the field will be identified to develop the 

context for the study. 

 Every organization has the act of delegating or transferring information security related 

decision making rights, business processes, internal activities and services to external providers 

who develop, manager and administer these activities in accordance with agreed upon deliverables, 

performance standards and outputs, as set forth in the contractual agreement. Organizations invest 

in this strategy to reduce any kind of SoE attack risk. The previous literature review revealed forty-

four (44) SoE attack risk items, which are most common in organizations. For example, in poor 

SoE detection studies, disorganized organizational staff, unreliable digital evidence protection, 

lack of suitable control of digital evidence accessibility, and staff negligence of service providers 

such as programmers technical tester and manager, lack of business continuity plan management 

,frequent changes in business policies, legal activity and documentation , organizational policy of 

employee online information updates, lack of security training and awareness regarding SoE 

attacks, insufficient attention given to human factors of SoE attacks in design implementation, etc. 

Since the process and phases in the organizations’ information security strategy implementation 

are similar, the generic process was introduced. The generic services used in the organization are 

as follows: information protection, selection service provider, contract management and ongoing 

monitoring. A generic information security cycle is proposed through the adoption of several 

published works and relevant theories, such as Transaction Cost Theories (TCTs) and agency 
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theories (AT) and rationale exchange theories (RET). Figure 2.1 illustrates the life cycle of generic 

organizations for information security and relevant theories . 

 

 

 

 

 

 

 

 

 

 

Figure 2.1 Generic information security management in organizations and supported theories 

 Many organizations are experiencing the fastest growth and evolution of business 

activities worldwide. Therefore, the term “organizations” encompasses a broad spectrum of 

technologies, complexities and sizes and takes many forms. The important classes of organizations 

include contract-manufacturing, facility management, and business process- provisioning 

processes, namely, human resources, finance, and customer support. Organizations normally call 

for service providers to cut costs while improving business efficiency by focusing on their core 

businesses. While the strategy has proven to be effective, it may also bring about significant risks 

that must be recognized and managed. Beyond this advantage, organizations have approaches with 

potential risks. However, previous researchers risks into seven types strategic, operational, 

financial, regulatory or legal compliance, technological risk, reputational risk and SoE attack risk. 

Table 2.1: The risk category descriptions and examples are shown 
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Category Description Example 

Strategic risk Refers to how well organizations Inconsistent with the 

 
have aligned its activities with its organization’s strategy 

 
overall business strategy and placing goals of the regulated 

 
the resources and structures in the entity. 

 
place to execute them. Inadequate management 

  
experience and expertise 

  
can lead to a lack of 

  
understanding and control. 

  
Inadequate expertise to 

  
oversee the service 

  
provider. 

Operational risk Refers to the risks of service 

providers to actually deliver the 

service to the expected standards, 

whether that be in terms of quality, 

Technological failure. 

Inability to maintain a 

competitive position. 

Fraud or error. 
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 quantity or timelines (ability of Inability to deliver 

service provider to response or products or services. 

recover from unforeseen events) Inability to manage 

 
information. 

Financial Risk Financial risks occurs throughout Inadequate financial 

 
many element of the deal, starting capacity to fulfill 

 
with transition. It is common for obligations and provide 

 
surprised to appear during the remedies. 

 
transition, which can driven up costs The future unfolding in an 

 
for organizations . unpredicted scenario 

  
whereas the pricing 

  
mechanism was designed 

  
as part of the initial 

  
contract. 

Regulator or 

legal 

Compliance 

Risk caused by violation of law , 

rules , regulations , prescribed , 

practices , contract and ethical 

standards. 

Privacy are not complied. 

Service provider has 

inadequate compliance 

systems and controls. 

Technological Risks relating to the failure of Incompatible development 

Risk service providers electronic data tools. 

 
processing environment to Non compliance with 

 
effectively and surely process and embrace methodology. 
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deliver product to the organizations. Conflicting development 

 

standards. 

 

Reputational 

Risk 

Risks of negative publicity 

regarding business practice. 

Poor reputation of service 

provider. 

Service provider practices 

not in line with stated 

practice of regulated entity. 

SoE attacking SoE attacking risks are caused of Identify theft and personal 

risk threat action on vulnerabilities that data or information. 

 
contribute to SoE attacking risk Loss , damage or 

 
incidents. The core information destruction of digital 

 
security fundamental principles such evidence . 

 
as confidentiality, integrity and SoE who destroy or 

 
availability are the basis in deterring threaten to destroy digital 

 
the risks. evidence. 

  
Extraction of loss of 

  
valuable or private 

  
information (Business 

  
records and Client’s 

profiles) 
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 Other studies also support the view that SoE attack risk is considered to be the most basic 

level of attack in information security domains, and organizations need to successfully address this 

risk to ensure maximum benefit and implement strategies to protect digital evidence against such 

attacks.  

 Hence, this significant risk in organizations must ensure the confidentiality, integrity and 

availability of digital evidence. Different areas tend to derive different definitions of risk, 

especially since the term appears in many fields of study. However, the definitions of SoE attacks 

are unique descriptions, focusing on risk factors that address prevention techniques for SoE attack 

risk and managing the risks of SoE attack, such as security breaches, physical security, 

confidentiality issues, information leakage, threats and vulnerability issues. The most cited social 

engineering attack risk issues in the organization are tabulated in Table 2.2. 

Table 2.2 SoE Attacking Risks 

SoE Attacking Risks SoE Attacking Risks 

 

Description 

References 

SoE attacking risks issues Security breaches , Abdullah,  A  et  al.,2017; 

 
information leakage , Fan et al., 2017; Gewald et 

 
physical security , al., 2014;Hartini et 

 
confidentiality issues, al.,2013; Ian Mann .,2018; 

 
integrity and availability Ana et al.,2016; Ayesha et 

 
issues , threats , al.,2013; Bob et al.,2005; 

 
vulnerabilities , Christopher.,2018; Clif A. 

 
unexpected change in Ericson  .,2016;  Cooke  et 

 
management , 

management defects in 

al.,2017; Cooke et 

al.,2012; Daniel et al.,2016; 
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 organization, digital 

evidence. 

Edward.,2015; Fan.,2017; 

 

Georg .,2014; Hinson G., 

2008. 

 

 A breach of security occurs when a stated organizational policy or legal requirement 

regarding information security has been contravened. SoE activities are some kind of art, such as 

from outside an organization, that bypasses or contravenes security policies. Recent social 

engineering attacks include phishing, visiting and impersonation. These attacks reveal data 

security breaches, involving external malicious persons and company insider attackers hence, this 

type of activity has increased to extraordinary levels. This finding augments the view that 

information and data security breaches still constitute the most critical issue of SoE attack risks. 

In these organizations, external or outsider parties of SoE attackers could be individuals who are 

directly involved in committing the attack because of their live internet connection and who may 

become the perpetrators of the source of information security breaches. 

 Information leakage currently yet another critical threat of SoE attack risk in 

organizations. Information leakage refers to the accidental or intentional release of information to 

certain people before it is made available to a general employee. It is recognized as an increasingly 

significant problem, since computing services have made it much easier for SoE attackers to gain 

access to organizational employee information related to confidential data. Furthermore, the 

information leakage can be seen as an indication of the efforts required for a successful attack by 

SoE attackers and could be used for security risk assessment and security policy compliance 

decisions. 

 Physical security is often a discounted discipline, yet attention is given to safeguarding . 

A physical environment can yield a satisfactory level of protection. A good physical security 

program is provided in an organization’s first line of defense to secure valuable digital evidence. 

Therefore, organizations should pay more attention to safeguarding their physical environment for 

their business continuity since they involve external parties. Physical security allows more control 

over service providers access to organizational information and physical access to organizations 
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information and physical assets, such as physical computer facilities. It includes access to 

buildings, to the computer room(s), to the computers (mainframe, mini, micros), to the magnetic 

media, and to other media. Biometric devices record physical traits (such as fingerprints, palm 

prints, facial features, etc) or behavioral traits (signatures, typing habits, etc.). Unauthorized access 

to these facilities is also considered an SoE attack risk that could lead to risk in the organization. 

 Other significant SoE attack risk issues need to be considered during the implementation 

of organizational SoE attack risk of threats, the SoE attack risk of vulnerabilities, the SoE attack 

risk of management defects, the SoE attack risk of unexpected changes and the SoE attack risk of 

digital evidence. These risk factors for SoE attacks could directly involve organizational digital 

evidence and contribute to risk incidents of SoE attacks. Researchers have highlighted several 

threats and vulnerabilities, management defects, unexpected changes and digital evidence as SoE 

attack risks. However, there is still a need for further research on this risk category to explore the 

real SoE attack risks involved when organizations continue their business. 

2.2: Fundamentals of Digital Evidence 

 Social engineering attacks, are is one kind of criminal proceeding. In addition, the wrong 

or digital crime can be determined, and the offender can be punished. To achieve the legal system 

through the machineries of administration of justice and the main agents of these machineries are 

the courts of lawyers. However, it is a major challenge to the court or lawyers to prove the existence 

of rights, liabilities or digital crime. This is where the importance of the law of digital evidence 

lies. However, digital evidence is described as computer print or output and is admissible in court. 

Generally, the criminal proceeding has the following four stages: 

-Preprocessing Stage (Police and Investigation Officers) 

-Proceeding Stage (Court) 

-Trial stage (court) 

-Post trial Stage (Police or Jail authority) 

 In the initial stages of malicious social engineering personnel activity and the 

investigation of criminal activity and the preparation of criminal cases, the police and information 
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security investigator officers’ role from the beginning to the end of this end stage would be very 

crucial. This stage has the following sub- heads: - 

-FIRs in cognizable offences 

-Complaint in no cognizable and cognizable offenses. 

-Reporting to the Magistrate. 

-Investigating malicious person SoE activity and maintaining case Diary. 

-Final Report / Charge sheet 

 Hardware, software, data or information, people and services are the five relevant assets 

groups in organizations. Hence, data or information assets are the only digital evidence type 

associated with information security domains. Close analysis has shown that the success of 

organizational functions depends on a complex set of requirements that also involve the protection 

of digital evidence. However, digital evidence refers to a collection of facts in the form of paper 

or electronic messages, content. Subject matter and substance forms can be used to draw 

conclusions to meet the missions and objectives of organizations. In summary, digital evidence 

could be the best term for representing any knowledge or data term that is of value to the 

organization. Some examples of digital evidence include systems documentation, operational 

procedures, business records, client profiles, databases, data files, and training materials. The 

continuity plan, fallback arrangements and archived information were used. 

 In recent years, the importance of digital evidence as a key asset has continued to grow, 

since its production, complexity, volume and demand accelerated. However, the fulfillment of real 

digital evidence needs has been limited due to various obstacles. Especially in organizations, one 

such obstacle is inappropriate classification. The classification of digital evidence concerns its 

confidentiality, integrity and availability. Hence, anything occurring with three CIAs would cause 

the SoE to attack digital evidence at risk. To date, only limited numbers of researchers have 

focused on classifying digital evidence according to the security requirements of organizations. 

Therefore, it is important to consider ensuring secure digital evidence in organizations. 

 Several different digital evidence characteristics are described in the ISO/IEC 27000 

Standards Series (ISO/IEC 27000:2018) and are commonly used in the information security 
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domain, such as the SoE attack risk management system. These characteristics were also well 

documented in digital evidence inventories and register documents (ISO/IEC 27000:2018, 

ISO27K Implement’s Forum, 2017). Digital data such as personal and financial, legal databases, 

digital archives, etc. Tangible digital evidence (such as research and development , strategic and 

commercial , journal , books, etc.) , intangible digital evidence (such as knowledge, business 

relationships, licenses , patents , trademarks , accumulated experience, reputation , customer 

confidence, etc.); application software (such as client software , computing desktop application , 

e-business application, etc.) , IT hardware assets (such as storage devices , modems and line 

terminators , communication devices , etc.) and IT service assets (such as user authentication and 

administration processes, hyperlinks, firewalls , wireless services , IDS and IPS, etc.) from the 

significant information assets characteristics used to present as digital evidence in the 

organizations. Various types of digital evidence are involved in organizational activities before 

starting any kind of business activity. The fourteen common digital records in the organizations 

identified from the literature, include business and financial records, client profiles, business 

continuity plans, archived data or information, policy and procedure documents, financial proposal 

documents, technical proposal documents, solution requirement specifications, business 

requirement architecture, system documentation, electronic files and contract documents and 

database and data files. Table 2.3 highlights the relevant digital evidence in the organization and 

its nature. 

Table 2.3: Digital evidence in the organization 

Common digital evidence digital evidence characteristics 

Business and financial Records Digital data, Intangible, IT hardware, 

 

Application software . 

Client’s profiles Digital data , Intangible 

Business Continuity plan Digital data, Tangible or Intangible 

Archived Data or Information Digital data, Tangible, Application 

 

Software 
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Policy and procedures Digital data, Tangible Intangible 

    

           

Business Requirements Architecture Digital data , Tangible 

System Documentation Digital data , Tangible 

Electronic Files and Records Digital data , tangible , Application 

Software , IT Services asset 

Training material of SoE attacks 

 

awareness 

Digital data , Tangible 

Legal and contract Documents Digital data , Tangible 

Database and data files Digital data , Tangible , Application 

software. 

 

Financial Proposal Documents Digital data, Tangible 

Technical proposal Documents Digital data, Tangible 

Solution Requirement Specifications Digital data, Tangible 

 

Sources: Sundresan Perumal.,2009; Siti et al.,2008; Manes et al.,2010; Gita Radhakrisna.,2014; 

Suci et al.,2017. 

2.3 :SoE Attacking Risks 

 A malicious person will look for targets of opportunity for organizational digital 

evidence. SoE attack risks include threats or vulnerabilities that contribute to SoE attack risk 

incidents. Common SoE attack risks of thefts include personal data on information leakage and 

unauthorized exploration of intellectual property (IP). These information security risks are caused 



30 
 

by a lack of control in the organization. However, the risk of threats being attacked by SoE refers 

to finding the weakness of the system to explore organizational digital evidence. In addition to 

other kinds of SoE attacks, threats such as fraudsters organized crimes such as phishing emails and 

unwanted phone calls, unauthorized access and malware authors are actors or situations that might 

deliberately or accidently exploit threats and that could be the cause of SoE attacks. The literature 

identifies ten (10) most frequent SoE attack risks of threat items in organizations. Table 2.4 

describes the ten (10) SoE attack risks of threat items used for the study. 

Table 2.4 Literature review of the risk of SoE attacking threat items 

SoE attacking risks of threats item Literature References 

Poor social engineering attack detection 

 

studies . 

Algarni et al.,2017;Hinson G, 

 

2012; Jean Boltz., 2015. 

Directly exploit control weakness in the 

 

systems . 

Hinson. G., 2016; Nik. Z. et al , 

 

2018 ;Jean Boltz .,2015. 

Exploit other control weakness involving 

printed or other information rather than 

computer data and system . 

Hinson. G., 2008; Todd. F., 

2016. 

Unauthorized access to or modification or 

 

disclosure of digital evidence 

Nik. Z. et al , 2018; Jean Boltz ., 

 

2015. 

Information leakage (extraction of loss of 

 

valuable or private information) 

Louis. A.,2010; Jean Boltz., 

 

2015. 

Unauthorized exploitation of intellectual 

 

property (IP)(example : plagiarism , etc.) 

Noor. H. et al.,2007; Peltier. T. 

 

R.,2012. 
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Widespread unauthorized and 

uncontrolled used of portable devise and 

transportable computer media . 

Rahul Singh .,2015;Jean Boltz ., 

2015. 

                    

Identify theft of personal data or 

 

Information . 

Rahul Singh .,2015; Nik. Z. et al 

 

, 2014 . 

System error and failures Rai Kaplan.,2005; Sandelowski. 

 

M.,2013. 

Loss, damage or destruction of digital 

 

evidence in the organization . 

Suit & Han.,2008; Tim. M et al., 

 

2015. 

 

 Another key element that contributes to SoE attack risks is vulnerability. Vulnerabilities 

refer to the weaknesses of a safeguard in an asset that make a threat potentially more harmful (can 

be exploited), more likely to occur, or more likely to occur more frequently. There are twelve (12) 

common SoE attack risks of vulnerabilities identified from the literature. Vulnerabilities such as 

user system accounts are not used; insufficient backup, disorganized organizational staff, complex 

information technology and ystems; and lack of asset inventory management. Table describes the 

twelve (12) The SoE attack risk of vulnerabilities identified from various literature reviews used 

in this study. 

Table 2.5 Literature review of the risk of SoE attacking vulnerabilities 

SoE attacking risks of vulnerabilities 

 

item 

Literature references 
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User system accounts not is use . Nina Godbole., 2017; 

Rahul Singh.,2015; Noor. 

H. et al , 2010. 

            

Insufficient backup . Nina Godbole 2017; Jean 

Boltz ., 2015. 

Disgruntled of organizational staff . Mohamed, N & Zakaria, 

.,2013; Mark Merkow et 

al.,2015. 

Complexity of information technology 

 

and system . 

Nina Godbole 2017; 
 

Katharina. K. et al.,2015. 

Lack of assets inventory management . Jean Boltz ., 2015 ;K. 

Papadaki .,2015. 

Unreliable level of digital evidence 

protection . 

Jeb.W. et al., 2015. 

Inadequate investment in appropriate 

SoE attacking risk control . 

Todd. F.,2016; Hinson. G., 

2013. 

Lack of suitable control of digital 

 

evidence accessibility . 

Dwyer. F., et al.,1999. 

Inadequate controls and practices 

selection , implementation, performance 

measurement , monitoring or auditing . 

Conway. B.A.,2010; 

 

Juhani. A. et al.,2013. 
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Inadequate information system auditing 

in the organization . 

Abawajy, J.,2014.; Tim 

Bedford.,2015. 

Weak identifying processing and 

preserving digital evidence in a manner 

that is legally acceptable . 

Bill. G. et al.,2016; 

Applegate.,2009. 

Insufficient enforcement of law . Brill. A. et al., 2013; Todd. 

 

F.,2016. 

 

 However, another key element that contributes to SoE attack risks is management defeats 

in organizations. Management defeats refer to the weaknesses of a safeguard in an asset that 

organizations do not aware of, are more likely to occur, or are more likely to occur frequently. 

There are seven (7) common SoE attack risks of management defeats in organizations identified 

from the previous literature review. Management defeats in organizations include disgruntle of 

service provider staff, unaddressed service provider responsibility for information security and 

confidentiality in the contract, staff negligence of service providers such as programmers, technical 

architecture, testers and, managers; service provider exploitation control weakness in the processes 

and disgruntled or untrained or ignorant employees who make genuine if human errors. Table 2.6 

describes the (7) seven SoE attack risks of management defects in organizations identified from 

the various previous literature reviews used in this study. 

Table 2.6 Literature on the risk of managing defeats attacking the SoE in organizations 
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SoE attacking risks of 

management defeats in 

organization’s item 

Literature references 

Disgruntle of service provider Nina Godbole 2017; 

staff. Christopher. 

 
H.,2018; Noor. H. et al , 

 
2007. 

              

Unaddressed service provider’s 

responsibility for information 

security and confidentiality in the 

contract. 

Nina Godbole 2017; 

Hinson. G.,2013; 

Jean Boltz .,2015. 

Staff negligent of service provider 

such as programmer , technical 

architecture , tester and manager . 

Nina Godbole 2017; 

Gerben. S. et al.,2015. 

Service provider exploitation 

control weakness in the processes. 

Hartini.S., 2013; Joseph.F. 

et al.,2016. 

Disgruntled or untrained or 

ignorant employees who make 

genuine mistake. 

Rahul Singh ,2015; Jean 

Boltz., 2015; Nik. Z. et al. 

, 2010. 

Lack of suitable management and 

 

control over the user password. 

Rahul Singh.,2015; 

 

Hinson G, 2013. 
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Unorganized access control and 

privilege on user application 

account. 

Todd. F.,2016; Posey. C. 

et al., 2015. 

              

 However, other key elements that contribute to the risk of an SoE attack are unexpected 

changes in management. Unexpected change in management refers to rapid change in 

organizations in which employees sometimes feel difficult to adopt and this type of activity comes 

from a service provider. There are nine (9) common SoE attack risks of unexpected changes in 

management identified from the literature. Unexpected changes in management, such as loss of 

confidentiality of classification information, lack of business continuity plan management and 

frequent changes in business policies, insufficient attention has been given to the human factors of 

SoE attacks in design implementation, and a lack of responsibility for digital evidence owners. 

Table 2.7 describes the (7) seven SoE attack risks of unexpected changes in management identified 

from various previous literature reviews used for this study. 

Table 2.7 Literature on the risk of unexpected change in management resulting from SoE attacks 

SoE attacking risks of unexpected 

 

change in the management’s item 

Literature references 

Loss of confidentiality of 

 

classification information. 

Rahul Singh ,2015; Nik. Z. et al., 

 

2016; Noor. H. et al. , 2010. 

Lack of business continuity plan 

 

management . 

Rahul Singh ,2015; Jean Boltz ., 2015. 

Frequently change in business 

 

policies. 

Noor. H. et at., 2010. 
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Insufficient attention to human factors 

of SoE attacks in design 

implementation. 

Nina Godbole.,2017; Jean Boltz., 

2015; Noor. H. et al , 2010. 

Lack of information assets owners 

 

responsibility. 

Jean Boltz., 2015; Nik. Z. et al , 2018. 

               

Unethical competitors (trade secrets , 

customer list etc). 

Nina Godbole ,2017; Noor. H., et al , 

2007; Hinson G, 2012. 

Severely affect the business 

survivability of organization. 

Todd. F.,2016; Hinson G, 2016; Nik. 

 

Z. et al., 2019. 

Directly exploit control weakness in 

the systems. 

Nina Godbole ,2017; Nik. Z. et al., 

2010; Nina Godbole .,2017. 

Lack of security training and 

awareness regarding SoE attacks 

Rahul Singh ,2015; Jean Boltz ., 2015; 

Nina Godbole .,2017. 

 

 Thus far, another key element that contributes to SoE attack risks is digital evidence. 

Digital evidence refers to electronic evidence. The main target of SoE attackers is to collect data 

or information, which is organizational digital evidence and server data or organizational computer 

data. Therefore, organizational digital evidence is an asset, and a loss of assets means that an 

organization is at risk. There have been six (6) Common SoE attack risk of digital evidence 

identified from the previous literature review. Digital evidence such as - legal activity and 

documentation, digital documentation of policy and procedures, organization policy of employee 

online information, updates, and digital evidence must be preserved and held up according to the 

court of Evidence Act. Table 2.8 describes the (6) six SoE attack risks of digital evidence identified 

from the various previous literature reviews used in this study. 
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Table 2.8 Literature on the risk of managing defeats attacking the SoE in organizations 

SoE attacking risks of digital 

 

evidence item 

Literature references 

Legal activity and documentation . Sundresan Perumal ,2009; Rahul Singh 

,2015; Hinson G, 2012; Nik. Z.et al., 

2016; Suci et al.,2017. 

Digital documentation of policy and 

procedure. 

Sundresan Perumal ,2009; Suci et 

al.,2017; 

Organization policy of employee online 

 

information update. 

Siti Rahayu et al.,2008; Suci et al.,2017. 

Digital Evidence must be preserved and 

hold up according in court Evidence 

Act. 

Siti Rahayu et a l . ,2008; J e a n  B o l t z  

 

.,2015; Suci et al.,2017. 

Organizational perception of Evidence 

 

Act . 

Siti Rahayu et al.,2008; Jean Boltz.,2015; 

 

Suci et al.,2017. 

Digital Evidence perception for risk 

management importance for SoE 

attacking risk control 

Mustaruddin et al.,2010; Jean Boltz ., 

2015; Suci et al.,2017. 

 

 Around the globe, SoE attacks such as phishing, spam, intrusion, Trojan horse malware, 

sabotage of disgruntled employees and stealing data for monetary gains are not uncommon. A 

survey of 2506 organizations conducted by the Federal Bureau of Investigation (FBI) revealed that 

in the U.S.A. alone, social engineering attacks and similar crimes cost U.S. businesses a staggering 

U.S. 57.2 billion a year. This trend is similar in Malaysia, where the number of cases reported to 

their respective International Computer Emergency Response Teams (ICERT) is increasing. 
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 Moreover, the information security incidents reported to the China inCERT in 2017 were 

SoE attacks, such as phishing, trojan horse malware, SMS spoofing attack vectors, wireless access 

point attack, vectors, and third-party modules, which represented 11668, 2293,1329,1197 and 

1157, respectively. 

 Various organizations should be able to manage and control the aggressive growth of 

these risk incidents related to SoE attacks to minimize the losses of digitalevidence. Therefore, 

highlighting the risk of SoE attacks in various types of organizations is necessary to evaluate and 

manage them effectively. However, there is still a significant gap in the research investigating SoE 

attack risks in organizations. 

 As mentioned earlier, the organization consists of five main phases. The first phase is 

the analysis of decisions inside the organization. This step concerns the decision of whether to 

consider the possibility of an SoE attacking risk. Confidentiality, integrity and availability are the 

three key concepts of information security requirements that prevent SoE attacks. Therefore, SoE 

attack risk studies are the domain of study in the area of information security. Therefore, 

confidentiality, integrity and availability are required to ensure security. 

 The second phase involves the selection of the service provider. It is important to select 

the service provider who may emphasize SoE attack risk management and who can provide a 

secure environment for their clients. Hence, the confidentiality, integrity and availability of risks 

to the organization’s digital evidence sufficiently managed the prevention technique of SoE 

attacks. Additionally, the organization should monitor the service provider’s activities to have 

better control of SoE attack risks and maintain the security of digital evidence in the organization. 

 Consideration of SoE attack risks comprises five phases of organizational activities, 

which is relevant because the validation of these activities has been confirmed by previous studies. 

From the extensive literature review, key principles of information security (CIA) were used to 

categorize the nature of SoE attack risk, which are classified as digital evidence confidentiality of 

SoE attack risks, and digital evidence integrity of SoE attack risks and digital evidence availability 

of SoE attack risks. Table 2.9 describes several SoE attack risks and their nature. 

Table 2.9 SoE attack risks based on the confidentiality, integrity and availability (CIA) concept. 
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SoE attacking risks Nature of risks 

Organizational digital evidence leakage. Confidentiality 

               

Extraction of loss of valuable or private information (Businesses 

Records and client’s profiles). 

Confidentiality 

Introduction of unauthorized or malicious software through the 

widespread unauthorized and uncontrolled use of portable devices 

and transportable computer media . 

Confidentiality 

Severely affect the business survivability of organization due to lack 

of BCM and DRP 

Availability , 

Integrity 

Poor SoE attack studies,  risk assessment practice or excessive or 

 

otherwise inadequate controls and practices selection. 

Availability , 

 

Integrity 

Unauthorized exploitation of intellectual property (IP) including 

plagiarism. 

Confidentiality 

Disruption of organizational routines and processes with consequent 

interruption to trading capabilities , loss of income. 

Availability , 

Integrity 

Direct information loss t h r ou g h  i n f o r m a t i o n  t he f t  a n d  
f r a u d  

 

(devaluation of organizational image). 

Confidentiality,  

 

Availability 

Loss of confidence in IT , seeding doubts and holding back valid 

commercial or noncommercial exploitation of IT. 

Availability , 

Integrity 

Loss of competitive advantage . Confidentiality , 

Integrity 
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 The International Organization of Standardization (ISO) defines information 

confidentiality as ensuring that information is accessible only to those authorized to access. The 

confidentiality of information, also called the ‘confidentiality bubble’, restricts information flow, 

with both positive and negative consequences. In the case of SoE attacks, risks such as selected 

threats or vulnerabilities may contribute to digital evidence confidentiality risks. For example, in 

social engineering attacks, information leakage is one of the risks likely to materialize during 

organizational information security, and this incident is caused by SoE attacks. 

 In information security, integrity means that data or information cannot be modified 

without authorization. Information integrity issues or incidents usually occur when unauthorized 

users delete or modify important data files, when a trojan horse malware infects a computer, when 

unauthorized users vandalize a website, or when someone is able to cast a very large number of 

votes in an online poll. The integrity of data or information in an organization requires serious 

monitoring, as the parties involved in the organization may misuse their authorization and access, 

hence contributing to SoE attacks and increasing risk. 

 For an information system to serve its purpose, digital evidence must be immediately 

available when needed. This means that the computing system or mobile device used to store and 

process digital evidence, the security control used to protect it, and the communication channels 

used to access it must function at optimum levels. High -availability systems aim to maintain 

function at all times, preventing service disruptions due to power outages, hardware failures and 

system upgrades. Information availability risks during an ongoing monitoring process could be the 

most critical risks to handle since they form part of the service provider. SoE attack risks may 

contribute to the failure of normal organizational work thus, identifying such risks is vital.  

Table 2.10 shows common SoE attack risks during organizational activities. 
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Phases in the 

 

organization 

SoE attacking risks References 

Analysis of decision in 

the organization. 

Information leakage , poor 

SoE attacking risks study. 

Algarni, et al.,2017; 

Amanda. A. et al.,2003; 

Georg. D.,2014. 

Selection of service 

provider. 

Unauthorized exploitation 

of intellectual property 

rights(IPR). 

Heidi. W. et al., 2016; 

Marian, C. et al.,2017; 

Todd. F., 2016); Veiga. A. 

etal.,2009. 

Contract Management. digital evidence leakage. Applegate, et al., (2009); 

Juhani. A. et al.,2013; 

Hinson. G.,2011. 

On-Going Monitoring. Environmental Disaster , 

digital evidence leakage. 

Heidi. W. et al.,2014; 

Hawkins. S. et al.,2000; 

Bill. G. et al.,2016. 

 

2.4 :Fundamental Risk Management Concepts 

 Risk and management have been studied in a variety of fields, such as insurance, 

economics, management, medicine, and operation research and engineering. Each field addresses 

risk in a fashion relevant to its object of analysis and adopts a particular perspective. Hence, the 

literature reveals several conceptualizations of risk and risk management applications. These 

multiple perspectives, which are relevant to the study of risk in organizations, are summarized in 

Table 2.11. 
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Table 2.11 summarization of the organizations 

Risk Perspective Description Reference 

Risk as an 

undesirable event 

Risks are the multiple undesirable 

events that may occur in organizations 

. This perspective is widely used in 

 

many fields of studies . 

Ayesha.M. et al., 

2013); Lund. S. et al., 

2015. 

Risk as a probability 

function 

Insurance adopts this perspective and 

uses mortality tables to estimate 

probabilities. In this context, a “good 

risk “will be a person with a low 

probability of during within a given 

period (and hence, for the insurance 

company, a low probability of having 

to pay a compensation) and a “bad 

risk” would be a person with a high 

probability of dying within the period . 

Duff.A.,2007; Ana. 

 

F. et al.,2016. 

Risk as variance Finance adopts a different perspective 

of risk, where risk is equated to the 

variance of the distribution of 

outcomes. The extent of the variability 

in results (whether positive or 

Aubert. et al., 2015; 

Bill. G. et al,.2016. 
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 negative) is the measure of risk. Risk 

 

management means arbitrating 

between risk and returns. 

 

Risk as expected 

loss 

Car insurance adopt a perspective of 

risk as expected loss, they define risk as 

the product of two function: a loss 

function and a probability function. 

Christopher. 

H.,2013. 

 

 Basically, risk management is an activity directed toward assessing, mitigating and 

monitoring risks. Risk management helps to answer questions such as whether passing on the new 

database upgrade will increase changes in being hacked. The need to implement a secure email 

system, and whether to purchase the latest intrusion-detection technology will reduce the 

likelihood that web servers will be successfully attacked. Furthermore, risk management helps 

prioritize issues. Prioritization helps determine the more critical issues to resolve and the 

subsequent allocation of available resources. This generates productivity gains, especially for 

organizations that have limited resources and are unable to address all risk areas simultaneously. 

2.5: Risk Management for the Prevention Technique of SoE Attacks 

 Since the early days of information security risk studies in the late 1990s, there has been 

explosive growth in the development of frameworks, methodologies, management studies and 

standards to safeguard digital evidence. Although SoE attacking risks is the domain of study in 

information security risk. Therefore, managing risk is the basic precept for managing SoE attack 

risks. Securing management should be part of the agency’s overall risk management. These 

findings point to the need for appropriate risk management for the prevention of SoE attacks and 

for the use of this approach to cater to specific issues in organizations. Although several 

information security risk management approaches have been developed that focus on specific areas 

(such as OCTAVE, CORAS, ISRAM and COBIT), limited research has been conducted on 

managing the risks of preventing SoE attacks in organizations. There is a lack of evidence on the 

specific strategies used for risk management involving the prevention technique of SoE attacks in 
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organizations and which strategies are most important, as conditioned by organizational and 

economic restraints. The ISC2 common body of knowledge (CBK) is an organization and 

collection of relevant information security professionals, such as security policy , organizational 

security , personal security , access control , compliance, business continuity , system development 

and maintenance, communication and operations management , asset classification and control 

and physical environmental security , personal security , access control , compliance, business 

continuity , system development and maintenance, communication and operation management , 

asset classification and control and physical environment security . The organization ISC2 also 

highlights security management as another significant domain relevant to the information security 

body of knowledge, in dealing with prevention techniques for SoE attack issues. The domain 

emphasizes the importance of a comprehensive security plan that includes security policies and 

procedures for protecting data and how they are administered.  

 The management of prevention techniques for SoE attacks in organizations must 

approach maintaining the confidentiality, availability, integrity, nonrepudiation, accountability, 

authenticity and reliability of organizational systems. Commonly, information might be 

improperly disclosed because its confidentiality could be exposed or modified in an inappropriate 

way because its integrity could be jeopardized and destroyed or lost because its availability could 

be threatened. Risk management and analysis have become key components of preventing SoE 

attacks. Risk management and analysis for security management is an important approach for 

determining which security controls are appropriate and cost effective for specific environments 

and organizations. 

 In sum, risk management for the prevention of SoE attacks is a concept in which a 

systematic approach is used to control SoE attack risk and develop an appropriate protection 

strategy as a major component of protecting digital evidence. 

2.6: Risk Management Methodologies and Approaches for the Prevention Technique of SoE 

Attacks 

 At present, numerous comprehensive prevention techniques for SoE attack risk guides 

integrating various approaches have been developed to encourage best practices of risk 

management for the prevention of SoE attacks and to ensure that digital evidence remains secure. 

The available risk management practices for preventing SoE attacks, methodologies and analysis 
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approaches are either qualitative or quantitative in nature. These methodologies have the common 

goal of estimating overall risk. The risk management methodology used was OCTAVE provided 

a qualitative   information   security   risk   analysis   for   the information   and communication 

technology. Moreover, quantitative methodologies are available through the Information Security 

Risk Analysis Method (ISRAM). Information System Analysis based on a Business Model and 

Cost-Of -Risk Analysis (CORA). 

 Another initiative is to strengthen ICT security management. The guideline emphasizes 

information security risk assessment steps to identify and evaluate information security risks for 

self – -development or in -house organization implementation. These guidelines have also been 

used to assess information security risk levels in government agencies through organizations’ high 

-level risk assessments. Even though the guidelines are considered comprehensive, they concern 

more in – -house development within the organization. However, this approach is still insufficient 

because it does not include proper consideration of SoE attack risk issues. 

 Furthermore, an appropriate framework for preventing SoE attacks on risk management 

is needed. Currently, addressing specific SoE attack risks is considered crucial. Thus, different risk 

factors could arise, and the proposed framework would differ from those preceding it. Other related 

risk assessment approaches and tools used to manage information security risks include historical 

analysis, event tree analysis, failure mode and effect analysis, probabilistic risk assessment, human 

error analysis and HAZOP (hazard and operability). Table 2.12 describes various information 

security risk management concepts, methodologies and approaches.  

Table 2.12 Information Security Risk Management Concepts, Methodologies and Approaches 
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Related Risk 

Management 

Methodology 

and Approach 

Description References 

OCTAVE Approach concentrates on assets, threats and 

 

vulnerabilities. 

Algarni, A. et 

 

al., 2017. 

CORAS Integration of risk management and systems 

development process as one of the pillars to 

focus on lies on the tight integration of 

viewpoint oriented UML – like modeling in 

risk management process. 

Peltier. T., 2012. 

Information 

Security Risk 

Analysis 

Methodology 

(ISRAM) 

Security based model applying a quantitative 

approach to risk analysis that allows for 

participation of the management and staff of 

the organization but does not use techniques 

such as single occurrence losses (SOL) or 

annual loss expectancy (ALE). 

Mohamed, N. et 

al., 

2013. 

Cost-of-Risk 

 

Analysis(CORA) 

Risk Model uses data collection on threat 

 

function and assets and vulnerabilities of the 

Louis. A.,2010. 

               

 function and assets to the threats to calculate 

 

the consequences , which are the loses due to 

the occurrences of the threats. 
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Event Tree 

Analysis 

Translation of the failure behavior of a 

physical system into a visual diagram and 

logic model. Event trees, attack trees and 

fault trees. 

Clif Ericson, 

2016. 

Historical 

Analysis 

Examines frequency of past incidents to 

determine the probability of recurrence. 

Clif Ericson. 

 

2016. 

Human error 

analysis 

Studies the possible impact of human error and 

intervention. 

Marian, C. et 

al.,2017. 

Probabilistic 

Risk Assessment 

Investigates the probability that a combination 

of events will lead to a particular condition 

(Quantitative Risk Analysis, originated from 

across space program , 1960s) 

Nik. Z.et al., 

2018;Tim Bed 

ford.,2016. 

Failure Model 

and effect 

analysis 

Examines each potential failure condition in 

the system to determine the severity of the 

impact. 

Sumner, M., 

2011; Peltier, 

T.,2016. 

HAZOP (Hazard 

and operability) 

Examines process and engineering intentions 

to access the potential hazards (Risk) that can 

arise from deviation in design specifications. 

Nik. Z. et al., 

2018. 

Information 

System(IS) 

analysis based 

Defines assets value, based the analysis on its 

replacement cost and measures the tangible 

assets value from the viewpoint of 

operational continuity. 

Suit & Han., 

2008. 
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on a business 

model. 

  

Malaysian Cyber 

Security 

Malaysian organization Risk Assessment 

guideline and methodologies focuses on ICT 

security, vulnerabilities, threats and 

safeguards for information assets in the 

organization . 

Malaysian 

Cyber Security. 

, 2019. 

HiLRA Malaysian Public Sector Information Security 

High level Risk Assessment 

National Library 

of Malaysia., 

2019. 

 

2.7: Information security framework for the prevention technique of SoE attacks, Standards 

and Guidelines 

A review of several related information security standards and guidelines available in the industry 

provides ideas on how to develop a dedicated information security risk management framework 

for the prevention technique of SoE attacks, for organizations. For example, the standards and 

guidelines for risk management and analysis for security management extensively described in the 

ISO/IEC 27000 Series and ISO/IEC 27005 provide insight into information security risk 

management. It supports the general concepts specified in ISO/IEC 27001 and is designed to assist 

the satisfactory implementing information security based on a risk management approach. 

Knowledge of the concepts, models, processes and terminologies described in ISO/IEC 27001 and 

ISO/IEC 27002, is important for obtaining a better understanding of ISO/IEC 27005. The ISO/IEC 

27005 is applicable to all types of organizations (e.g. Commercial enterprise, government 

agencies, and nonprofit organizations), which intend to manage risks that could compromise the 

organization’s information security. Fundamentally, the concepts provided in the standards 

emphasize the value of a risk management approach for preventing SoE attacks. 
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Researchers have claimed that information security is an organization’s approach to maintaining 

the confidentiality, availability, accountability, integrity, nonrepudiation, accountability, 

authenticity and reliability of its IT/ICT system Moreover, identifying and analyzing risk factors 

for SoE attacks are key components of a security management plan for preventing SoE attacks. 

Risk management of SoE attacks relies on an information security risk management strategy to 

ensure that digital evidence is secure. The details of these approaches are explicitly defined in the 

Management Program and plan for the prevention technique of SoE attacks. Table 2.13 briefly 

describes the related framework, standards and guidelines used as sources of reference in 

conducting this work. 

Table 2.13 Information Security Management Standards and Guidelines. 

Information 

Security 

Management 

Description References 

               

Standards or 

 

Guidelines 

  

ISO 27001 (Global 

Standard) 

Information Security as a combination of 

people , process and technology. 

Mohamed. G. et 

al.,2016. 

ISO/IEC 27007 

 

(Global Standard) 

Overview and vocabulary : Information 

Technology Secure technique –Information 

security management Systems. 

Neeta. S. et al., 

2016; Malaysian 

Cyber Security, 

2019; Parker. 

D.,2017. 
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ISO/IEC 13335-1 

 

GMITS (Global 

Standard) 

Part1: Concepts and models for 

information and communication technology 

security management (Descriptions of the 

major security elements and their 

relationships that are involved in ICT 

security management) Current revised title 

is BS ISO/IEC 13335-1 

MAMPU ., 

2018. 

ISO/IEC 13335-2 

 

GMITS (Global 

Standard) 

Part 2: Information Security Risk 

Management (Standards originally from 

Switzerland. Currently widely user 

Current revised title is ISO/IEC 27005 

Malaysian 

Cyber Security, 

2018; 

Christopher. 

H.,2018. 

ISO/IEC 13335-3 

GMITS (Global 

Standard) 

Guidelines of the Management of IT 

Security Part 3: Techniques for the 

management of IT Security . 

Malaysian 

Cyber Security., 

2018; 

              

  Christopher. 

H.,2018. 

ISO/IEC 13335-4 

GMITS (Global 

Standard) 

Guidelines for the management of IT 

Security Part 4: Selection of safeguards. 

Current revised title is ISO/IEC 13335-4 

MAMPU, 2018; 

Christopher. 

H.,2015. 
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ISO/IEC 13335-5 

 

GMITS (Global 

Standards) 

Guidelines for the management of IT 

Security Part 5: Management Guideline on 

Network Security. Currently revised title is 

ISO/IEC TR 13335-5 

Malaysian 

Cyber Security, 

2018; Cooke. M. 

et al.,2017. 

ISO-IEC 14516 

 

(Global Standard) 

Guidelines for the management of Trusted 

Third Parties Services. Current revised title 

is ISO/IEC TR 14516 

Eloff, M. et 

al.,2014. 

BS 7799(ISO IEC 

17799:2000)- 

Organization/Nation 

Information technology security technique.  

Code of practices for Information Security 

Management (Origin British Standard BS 

7799) Current revised title is ISO/IEC 

17799:2000 Malaysia Standards MS ISO 

17799 

Appin Security 

Group.,2017. 

Malaysian Cyber 

Security 

Malaysian organization Management of 

 

Information and communication technology 

Security Guideline and methodologies. 

Malaysian 

 

Cyber Security , 

2018 

ISO/IEC 

 

15947(Domain 

Specific 

IT intrusion detection framework (computer 

technology, Data Security, Data storage 

protection, safety measures, Data 

processing , Information exchange , Data 

Appin Security 

Group.,2017. 

 

             



52 
 

 transmission, Risk management Current 

revised title is ISO/IEC TR 15947 

 

ISO/TR 

 

13569(Domain 

Specific) 

Information technology security techniques 

 

. Information security programmed for 

financial service industry. Policies, 

organizations and the structural, legal and 

regulation components. Selection and 

implementation of security controls. 

Elements required to manage information 

security risk. Currently revised title is 

ISO/TR 13569 

Malaysian 

Cyber Security, 

2018; Ana. F. et 

al.,2016. 

IETF RFC 

 

2196(Domain 

Specific 

Site/web security Handbook Guide to 

developing computer security policies and 

procedures for sites that have systems on 

the internet. Provide practical guidance to 

administrators trying to secure them 

information and services. Web security 

Risk Assessment or Analysis . 

Jean 

Boltz.,2016. 

 

 Through robust understanding of the current standards and guidelines, this research 

attempts to establish contexts and findings that are globally and nationally acceptable. Social 

engineering is the context of the area of information security. The purpose of SoE attacks is to 

obtain confidential digital evidence from the system. However, the concept of risk management 

for preventing SoE attacks relies on a systematic approach in which information security risks are 

assessed for SoE attacks, so that appropriate protection strategies can be developed to form the 
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foundation of an effective information security program. Fundamentally, this principle involves 

overlapping steps applied at every phase of risk management for the prevention of SoE attacks in 

the organization. Each step has key elements for developing its objectives at each phase. Risk 

identification is the primary step in risk management. This involves identifying specific elements 

of the three risk components, such as digital evidence, threats and vulnerabilities. However, the 

specific elements of unexpected change in management and management defeats of SoE attack 

risks are also connected with organizational digital evidence. The first step in determining the 

appropriate level of security involves identifying an organization’s digital evidence and 

determining its value. This conceptual framework adopts relevant qualitative and quantitative 

digital evidence valuation methods. Second, risk analysis must be conducted in various ways. 

Effective risk analysis brings combines all the elements of risk management (identification, 

analysis, response and monitoring) and is critical in developing an effective risk management 

strategy. This is followed by risk response, as a properly conducted risk analysis enables the 

selection of appropriate safeguards and countermeasures. A safeguard controls or reduces the risks 

associated with specific SoE attack risks of vulnerabilities without safeguarding. The risk of threats 

caused by SoE attack will turn into a risk of attack; thus, increasing risks and threats and 

vulnerability will turn to the risk of attack by management defeats in organizations, the risk of 

unexpected change and the risk of attack by SoE on digital evidence.  

Table 2.14 highlights the basic concepts of risk management for preventing SoE attacks. 

Risk Management 

approach for the 

prevention technique of 

SoE attacks 

Description References 

Risk identification A process of identifying 

the risk to the system’s 

security. 

Rahul Singh .,2015; Nina 

Godbole .,2017. 
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Risk Analysis A process of determining 

the probability of 

occurrences, the resulting 

impact and additional 

safeguards that would 

mitigate impact . 

Rahul Singh.,2015 Nik. 

 

Z. et al., 2018; Peltier, 

T.,2016 

Risk Response Countermeasure that 

reduce risks associated 

with specific threats (risks 

reduction, assignment and 

Nina Godbole.,2017; 

Georg. D.,2014; Jean 

Boltz., 2015. 

              

 transference, avoidance or 

acceptance). 
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Risk Monitoring Maintenance of records of 

incidents , identification 

new risks and determining 

if any of the known risks 

have changed , control and 

countermeasure 

effectiveness , compliance 

with standards and 

regulations , providing 

vulnerabilities and incident 

alters, maintaining the risk 

management plan. 

Nina Godbole.,2017; 

 

Jean Boltz., 2015. 

 

 Identification of risks involves the SoE attack risk of digital evidence valuation, the SoE 

attack risk of threat analysis and the SoE attack risk of vulnerability assessment. The basic 

elements required to determine the value of an element required to determine the value of an SoE 

attack risk of digital evidence are the initial and organizational values. Digital evidence valuation 

facilities analyze and support management decisions regarding the selection of appropriate 

safeguards. Identification of SoE attack risks is critical in organizations. 

2.8: Expert Judgment Method: Definition of elicitations objectives 

 One of the key stages in the expert elicitation process is the definition of the problem or 

issue to be judged. For the purpose of the confirmatory study, the objectives to be achieved were 

defined as follows: 

•To collect, combine, and synthesize expert opinions regarding the acceptability of the proposed 

framework in general organization practices. 
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•To collect, combine and synthesize expert opinions regarding the applicability of the proposed 

framework in managing SoE attack risk for the organization. 

 A unique evaluation form was then created to enable the experts to assess the framework 

and meet the stated objectives. To increase the reliability of the confirmatory study, the expert 

judgment method was adopted, thus making the identification of appropriate knowledgeable 

experts to validate the framework components, mandatory. The main criterion for selection was 

that these personnel have responsibilities and experience in dealing with the organization and SoE 

attack risk management practices and were acknowledged experts in the related fields. While there 

has been some positive correlation between years of experience and educational background, there 

is no evidence to support the universal application of this standard.  

 Despite the number of years of experience, educational background, cognitive skills, and 

criteria to be integrated together in the selection process, none of the criteria are considered 

disqualifiers of expertise, as expertise is an integrated summation of the characteristics (criteria) 

described. For the purpose of this study, three (3) trials were selected to verify and validate the 

framework components. 

Table 2.15: Characteristics of the experts involved in the confirmatory study 

Expert Characteristics Expert Characteristics Appropriate to 

validate and verity the framework 

applicability and acceptability 

Domain Knowledge: 

 

 Years of experience 

 

 Education Background 

 

 Designation Level 

21 years of experience Information 

Security Professional Certification 

(CISSP), Master Degree, Chief 

Information Security Consultant, senior 

Manager, Certified Professional or 

specialist 
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Cognitive Skills 

 

 Ability to differentiate 

usefulness of data 

Knowledge and technical skill about 

SoE attacking risk and risk management. 

Decision Strategies Expert possess decision making and 

consulting roles 

                     

Expert-Task Congruence 

 

 Appropriate expertise for 

discipline 

specific task 

Similar interests in research subject 

(SARM) for the organization. 

 

 However, the risk management practices for preventing SoE attacks, as suggested and 

described by other researchers. The SoE is the domain of study in information security. Therefore, 

it is necessary to review the previous literature to understand information security risk 

management. However, the gap in the literature is attributed to the fact that most of the researchers 

who address SoE attack risks are isolated, and only a small number of researchers have produced 

a structured approach and step-by-step guidelines to manage the risk of SoE attacks in 

organizations. Crucially, this activity identified various information security approaches where 

SoE is included and practices recommended by other researchers include OCTAVE, CORAS, 

information security risk analysis methodology (ISRAM), information system analysis based on a 

business model, cost-of-risk analysis (CORA), Malaysian Cybersecurity and HiLRA. However, 

an appropriate design for the prevention technique of the SoE attack framework used in 

organizations is still unavailable. Less empirical evidence has concentrated on service providers’ 
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management practices, which can contribute to developing better risk management approaches for 

preventing SoE attacks in organizations.  

 In addition to the risk management practices for SoE attacks, the literature has identified 

digital evidence involved in such organizations. However, studies on the security requirement 

levels for these digital evidence sets still pose several questions. The classification of digital 

evidence security requirements in each organizational activity still needs to be determined clearly 

based on the core principles for the prevention technique of SoE attacks. Here, information security 

experts and security professionals would then, be better able to plan appropriate strategies to 

protect organizational digital evidence from security risks in each phase of organizational 

activities. Subsequently, risk management practices for preventing SoE attacks and controlling 

related digital evidence involved in organizations could be implemented effectively, hence 

minimizing the negative impact of the risk of SoE in the organization. The literature has also 

suggested various SoE attack risks in organizations. However, whether more than SoE attack risks 

would occur in organizations still remains to be determined. Therefore, further research should be 

conducted to determine this phenomenon. Hence, in this research, ten (10) SoE attack risks of 

threats and twelve (12) SoE attack risks of vulnerabilities, seven (7) SoE attack risks of 

management defects in the organization, nine (9) SoE attack risks of unexpected changes in 

management, and six (6) SoE attack risks of digital evidence from the previous literature and 

scholarly article were used as SoE attack risks in the organization. 

 In sum, a review of the literature highlights the scarcity of research on risk management 

for preventing SoE attacks in organizations. The aim of the study thus, is also to contribute to the 

literature, specifically, to the work on providing guidelines for managing risks in organizations. 

The focus of the literature that has helped to construct the framework has been the conceptual 

theories of SoE attack risks, the general concept of digital evidence, risk management 

fundamentals and information risks, and concepts and guidelines. The inclusion of these theories 

enhances understanding and strengthens the proposed framework, which is also presented in a 

structured form to facilitate understanding and application. The related literature and issues 

highlighted in this chapter point to the need for research on current practices in risk management 

for the prevention of SoE attacks in organizations. 
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Framework Methodology: Processing Data and Threat Landscapes 
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3.1: Overview of framework methodology 

 The methodology refers to the manner in which researchers conduct the work. Several 

methods (such as survey, and experimental methods) are deployed around the world to create new 

knowledge in specific fields. The three generic research methods are qualitative, quantitative and 

hybrid or mixed. Qualitative research refers to the what, why, When and how the phenomenon 

works, while qualitative research refers to how researchers quantify the research subject. 

Qualitative methods rely on the meaning and definition, concepts, context, descriptions and 

environmental setting of the study, while, quantitative research relies on measurement and 

statistics. However, both approaches focus on the importance of objectivity, observation and data 

collection, although qualitative research by its nature is more dependent on the researcher’s 

subjective interpretation. Qualitative research provides rich descriptions of the phenomenon of 

study, which requires individuals to see, touch and experiment with activities in the natural 

environment. However, quantitative research requires sorting, counting and analyzing empirical 

data using appropriate statistical tools to produce results. In brief, quantitative research reports the 

statistical results of the analysis of the study. While there has been great debate on the virtues of 

each research approach, both approaches are highly respected and can complement each other. 

When the use of both approaches could lead to the creation of new empirical evidence and 

knowledge from multiple perspectives. The simultaneous use of quantitative and qualitative 

methods is referred to as mixed or hybrid. In recent years, researchers from various fields have 

begun to apply mixed methods techniques to expand the scope of and gain deeper insights from 

their studies. Crucially, as a methodology, the mixed methods technique augments quantitative 

studies through qualitative research. This method also validates the concepts, the exploratory study 

and the development of the framework. Moreover, expert judgment is used to confirm the proposed 

framework. 

 The key objective of the mixed methodology was to explore supporting evidence for the 

development of a framework for the management of risk regarding the prevention technique of 

SoE attacks in organizations. The study approach involved five phases theoretical, empirical, 

exploratory, framework development and confirmatory. In each phase, the activities involved in 

the research process were described. This chapter explains each of the phases and activities 

involved in this mixed methods approach. 
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Table 3.1 Study activities and objectives. 

 Objective 1 Objective 2 Objective 3 Objective 4 

Research To identify To analyze SoE To integrate To develop 

Objectives various SoE attacking risks SoE attacking information 

 
attacking risks. in various risks with SoE security 

  
organization attacking risk framework for 

  
such management the prevention 

  
as healthcare , for developing technique of 

  
banking of information SoE attacks 

  
,education and security through expert 

  
government framework for judgment . 

  
agencies . the prevention 

 

   
technique of 

 

   
SoE attacks. 
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 Theoretical Empirical Exploratory Framework Confirmatory 

Study Study Study Development Study 

Information Identify Identify the Compile and Verify the 

gathering Research risk consolidate proposed 

 
Construct management empirical and framework 

 
and practice for exploratory through expert 

 
attributes the findings. judgment . 

  
prevention 

  

  
technique of 
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   SoE attacks 

in the 

organizations 

. 
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 The study methodology involved data collection and data analysis methods and 

activities. A detailed explanation of each method and technique is included in the next section. As 

the study deployed quantitative and qualitative methods, the quantitative approach was first used 

to measure and describe connections and variables on a specific scale to enable the testing of 

specific hypotheses. Subsequently, a qualitative approach, which concerns human phenomena and 

seeks to uncover the meaning that people attach to specific experiences, was adopted. While a 

quantitative research methodology was initially used, confirmatory research utilizing qualitative 

methods was later required to further validate the results of the quantitative study. 

 

 

 

 

 

 

Figure 3.1 provides an overview of the methodology adopted for the study. 

Theoretical Study: 
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1.Literature review of the theoretical background and fundamental concepts. 

2.Questionnaire design and plot study. 

Empirical Study: 

1.The questionnaire was distributed to 384 respondents from various organizations, such as 

banking sectors, healthcare centers, education sectors and government agencies. 

2.Empirical analysis (SoE attack risks, SoE attack risk management practices). 

Explore further empirical results: 

1.Hypothesis testing and other relevant statistical testing. 

2.Analysis (Results and Findings) 

Exploratory Study:  

1.A semi-structured approach was used to reveal relevant information. 

2.To identify the SoE attack risk management practices in the organization. 

Framework development 

1.Reanalyze the results from previous findings (empirical and exploratory) 

2.Identify the framework’s components. 

3.A critical review of existing theories, models, frameworks and related documents is still needed. 

4.Draft framework for confirmatory study. 

Confirmatory Study through Expert Judgment: 

1.Framework validation by experts in related fields. 

2.Verify the reliability and acceptability of the framework. 

 

 



66 
 

3.2 :Theoretical study 

 A theoretical study defines the fundamental theories and key concepts of the framework 

as well as the variables and components involved in the study. This phase involved the gathering 

of information related to the research areas organizations such as banking sectors, education 

sectors, and healthcare sectors; and government agencies. SoE attack risks and risk management 

practices for preventing SoE attacks in organizations. This theoretical study focuses on the relevant 

literature to determine the framework and concept of the research as well as related theories 

supporting the related research activities. The main aims of this theoretical study are to highlight 

the knowledge gap in the literature to introduce the problem statement, objectives, and significance 

of the study; and to conceptualize the framework prior to conducting the activity. Subsequent to 

synthesizing the theoretical foundations and key concepts, data collection tools for the pilot study 

were also developed. The exploration of the inputs, approaches and results of the conceptual and 

theoretical study phases are illustrated in Table 3.2. 

Table 3.2: Theoretical Study Phase: Study Approach. 

Input Research 

 

Approach(process) 

Results(output) 

Article , Books , Journals, Review related area to Literature review summary. 

Conference Proceeding, study. Established area of 

Magazine, News, Online Access online journal research. 

Database Journal, ISO database. Theoretical foundation and 

Standard Guidelines, Identify issues in the key concept of study. 

Research Article . knowledge research areas. Pilot questionnaire. 

 
Identify knowledge gap of 

 

 
the study. 

Design questionnaire for 

pilot study. 
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Pilot questionnaire. Validate pilot questionnaire 

through Expert –Judgment 

approach. 

Reliability Test. 

Refined questionnaire 

(validated) 

 

 This research begins with an extensive literature review of relevant articles, theories and 

concepts from three interrelated knowledge sources. A review of published documents was 

performed to better identify the knowledge gap. The conceptual study focused on three knowledge 

areas, organizational activity, social engineering attack risks and risk management practices, for 

the prevention of SoE attacks. Other related concepts and theories were also reviewed as 

supplementary support for the theoretical study. Throughout the review, the best practices that led 

to success in risk management for the prevention technique of SoE attacks in the organization were 

identified. These identified practices proved the key considerations for developing the research 

framework for the prevention technique of SoE attacks in organizations, which is the major 

contribution of the study. Theories and concepts are pivotal in formulating the theoretical 

framework of the study. A theory makes generalizations about observations and consists of an 

interrelated. A coherent set of ideas and models, while a concept is an image of symbolic 

representations of an abstract idea. Concepts have been defined as complex mental formulations 

of experience. The theoretical framework is the theory on which the study is based. 

 The theoretical framework reflects the position and gives direction to the study. The 

model used in a previous study. may have been adopted. These modifications are appropriate for 

the inquiry. In addition to providing the direction of the study, through the theoretical framework, 

the researcher is able to show the relationships among the different constructs to be investigated. 

Generally, the theoretical framework was developed to structure and organize several theories and 

concepts related to the study for further investigation. 

3.3: SoE attack risks of threats and vulnerability effects on digital evidence 
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 Beyond the principle of basic security fundamentals, the concept of risk management is 

the most important and complex part of SoE attacks and risk management in the information 

security domain. Risk management for preventing SoE attacks is primarily concerned with the risk 

of SoE attack threats and vulnerabilities that can affect digital evidence. The SoE attack risk of 

threats refers to any natural or manmade circumstances or events that could have an adverse or 

undesirable impact on organizational digital evidence. Moreover, this approach exploits the 

weakness of the system to protect digital evidence. The SoE attack risk of vulnerabilities refers to 

the presence of weakness in a system to protect digital evidence, which can potentially cause 

system weakness increase the harm or cost of the system and increase the likelihood of occurrence 

or frequent occurrence. In the proposed conceptual framework, digital evidence is an asset in the 

system that has some value for an organization and is therefore protected. 

The threats and vulnerabilities of SoE attack risks have a great influence on the organization. This 

could occur because service providers may not reveal the proper identity of their services that 

could contribute to the risk of contracting SoE. Digital evidence may be tangible, such as computer 

data, software and records, or intangible, such as privacy, access, public image and ethics, and may 

likewise have tangible value (purchase price) or intangible value (competitive advantage). 

Therefore, the conceptual framework focuses on digital evidence as an asset, including 

documented (paper or electronic) information or intellectual information that is used to meet the 

mission or objective of the organization. 

As a matter of the principle of basic security fundamentals, the concepts of risk management are 

the most important and complex part of SoE attacks and risk management in the information 

security domain. Risk management for the prevention technique of SoE is primarily concerned 

with the risk of SoE attacking management defects and the risk of SoE attacking unexpected 

changes in management, influencing the risk of SoE attacking digital evidence. Apart from the risk 

of the threat and vulnerability, of the SoE attack, two other drivers are the risk of the SoE attack 

on management defeats in the organization and the risk of the SoE attack.  

 As a matter of the principle of basic security fundamentals, the concepts of risk 

management are the most important and complex part of SoE attacks and risk management in the 

information security domain. Risk management for the prevention technique of SoE is primarily 

concerned with the risk of SoE attacking management defects and the risk of SoE attacking 
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unexpected changes in management, influencing the risk of SoE attacking digital evidence. Apart 

from the risk of the threat and vulnerability, of the SoE attack, two other drivers are the risk of the 

SoE attack on management defeats in the organization and the risk of the SoE attack risk of 

unexpected change in management in the organization. Management defeats refer to any natural 

or man -made circumstances or events in which employees in the organization cannot know how 

to do so or lack the resources or knowledge needed to protect the digital evidence in the 

organization. The SoE attack risk of unexpected change refers to unawareness among employees 

or the absence of proper training to protect digital evidence. Hence, losing this digital evidence 

could potentially have a negative impact on the service provider activities in the organization. The 

proposed conceptual framework shows the process or system that has some value to an 

organization and therefore is protected. The SoE attacks the risk of management defeating in an 

organization, and the risk of unexpected change in management could influence the organization 

and could contribute to risk incidents of SoE attacks. Digital evidence may be tangible, such as 

computer data, software and records, or intangible, such as privacy, access, public image and 

ethics, and may likewise have tangible value (purchase price) or intangible value (competitive 

advantage). Therefore, the conceptual framework focuses on protecting digital evidence, such as 

documented (paper or electronic) information or intellectual property, which is used to meet the 

mission and objective of the work. 

 The basic security fundamentals, the concepts of the SoE attack risk of threats, the SoE 

attack risk of vulnerability, the SoE attack risk of management defeats in the organization and the 

SoE attack risk of unexpected change in management are the most common SoE attack risks in the 

information security domain and have a great influence on the SoE attack risk of digital evidence. 

Risk management for the prevention technique of SoE attacks the primary concern of protecting 

digital evidence as an organizational tool asset. Digital evidence refers to any evidence, stored on 

a computer server, physical hard drive or mobile device. However, loss of this digital evidence can 

be a catastrophic incident and potentially impact the organization. Hence, loss of digital evidence 

is a great risk to the organization. The proposed conceptual framework shows that digital evidence 

is an asset in the organization, therefore protection from SoE attacks is needed. Whereas the SoE 

attacks the risk of threats, the SoE attacks the risk of vulnerabilities, and the SoE attacks the risk 

of management defeats in an organization the SoE attacks the risk of unexpected change in 

management and has a great influence on the digital evidence in the organization because 
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malicious persons or SoE attackers usually target digital evidence in the organization. Moreover, 

losing this digital evidence may have a negative impact on the organization. In fact, assets, such 

as computer data, software and records, may be tangible, or intangible assets, such as privacy, 

access, public image and ethics, may likewise have tangible value (purchase price) or intangible 

value (competitive advantage). Therefore, the conceptual framework focuses on protecting digital 

evidence from SoE attacks and is used to meet the mission or objective of the work. 

 The risk management plan for preventing SoE attacks is another vital concept on which 

the study is based. This concept requires practitioners to integrate risk identification of SoE attacks 

and analysis results to format an appropriate management plan for the prevention technique of SoE 

attacks to monitor risks. Moreover, rigorous standards and guidelines such as the ISO/IEC 27000 

series are used as a reference source for formulate an internationally acceptable management plan 

for preventing SoE attacks. The plan details the specific actions needed of the information security 

professional to protect organizational information digital evidence. Furthermore, the plan includes 

steps on how organizations respond to and monitor risk incidents of SoE attacks caused by threats 

and vulnerabilities. Information security professionals must also include how the appropriate 

response measures for management plans for preventing SoE attacks are implemented based on 

the risk analysis conducted. In essence, the plan will provide detailed strategies on how to 

minimize the occurrence of SoE attacking incidents and their impact on organizat ions’ business 

activities. 

3.4: Questionnaire Design 

 Based on the concepts and theoretical foundations, literature review and research 

questions, however, the questionnaire of the constructs proposed in this study was developed 

through expert judgment. The constructs and attributes in the questionnaire were also tested using 

a reliability test.  

Figure 3.2 Development of the questionnaire for the purpose of this study. 
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Figure: 3.2: Data collection tool (questionnaire) design flow 

 Two Subject Matter Experts (SMEs) were appointed to validate the questionnaire 

constructs, one being an academic expert (PhD) and the other being a manager in the organization 

(with more than 7 years of experience in the organization). Based on the comments and suggestions 

of the SMEs, improvements were made to the entire questionnaire, which was further reviewed 

and verified by the experts before distribution. Figure 3.3 shows the structure and overview of the 

questionnaire content. 

Figure 3.3: Overview structure and content of the questionnaire 
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 A refined questionnaire was distributed to investigate the factors that influence the 

practice of preventing SoE attack risks and to assess SoE attack risk management practices as well 

as digital evidence security requirements in the organization. 

3.5:Pilot Study Results Summary 

 A pilot study was conducted to test the validity and reliability of the constructs and 

attributes of the questionnaire and validate the respondents’ understanding of the content of the 

questionnaires. A total of 89 questionnaires were distributed to various organizational sectors. Of 

these, 30 were returned, and their data were analyzed. The participants were informed of the 

objectives of the pilot study which were to assess the quality of the questionnaire, thus highlighting 

the importance of their feedback and comments. The pilot study analysis results describe the 

reliability of the constructs and attributes developed in the questionnaire. After receiving feedback, 

the questionnaire was further refined before its eventual distribution. The demographic profile of 

the respondents, including their name (optional), organizational name, position, gender, age, 

personal working experience, level of work and experience with SoE attacks, was examined. The 

pilot study was performed in various organizations. As stated, 89 questionnaires were distributed, 

and 30 responses were obtained, indicating that 33% of the responses were for analysis. However, 

for the banking sector, the percentage of respondents was 36%, for the education sector, the 

percentage of respondents was 30%; for the healthcare sector, the percentage of respondents was 

17% and for the government agency, the percentage of respondents was 17%. 

 Hence, within these four organizations, the male and female response rates were 54% 

and 46%, respectively. Considering the respondent ages, 26 to 30, years, 13% of the respondents 

were aged 31 to 35 years, 23% were aged between 36 and 40 years, 20% were aged between 41 

and 50 years, 36% were aged between 46 and 50 years, 5% were aged at 5%, and 3% were aged 

older than 50 years. When considering personal working experience, it was observed that 36% of 

the participants had less than 5 years of working experience, 20% had working experience between 

6 and 10 years, 36% had working experience between 11 and 15 years 15 to 20 years, 5% had 

working experience and 3% had working experience greater than 20 years. When considering the 

participants’ level of experience, 14% of the respondents were senior managers, 33% were senior 

managers, and 53% had other levels of employees. 
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 However, the respondents’ experience with SoE attacks was considered. The first 

question asked about suspicious calls or phone calls. Overall, 24% of them had this type of 

experience and 76% of them did not have this type of experience. Again, the participants were 

asked about any unexpected mail received regarding organization information or lottery prizes. It 

was observed that 20% of the employees had this type of experience, while 80% did not. However, 

employees were asked whether any unauthorized person would enter the organization without 

proper identification. Fourteen percent of them said that they had noticed this type of activity, and 

86% said they did not have this experience at all. Hence, asked to them if they felt any type of 

incident, what actually they would do. Among them, 23% responded that they would block the 

number, 30% said they would cancel the call, 16% said they would delete the mail, 20% said they 

would contract with a security expert and 11% responded that they would block the mail. The last 

question asked about the respondent’s reactivity, whether he or she had this type of experience and 

how he or she would feel. A total of 83% responded that they would feel disturbed, and 17% 

responded nothing about this activity. 

 The pilot study focused particularly on the most common SoE attack risks, such as the 

SoE attack risk of threats, the SoE attack risk of vulnerabilities, the SoE attack risk of management 

defeats in organizations, the SoE attack risk of unexpected changes in management, and the SoE 

attack risk of digital evidence. There are ten (10) SoE attack risks of threat, twelve (12) SoE attack 

risks of vulnerabilities, seven (7) SoE attack risk of management defects in the organization, nine 

(9) SoE attack risk of unexpected change in management and six (6) SoE attack risk of digital 

evidence items identified from the previous literature review. SoE attack risk drivers or 

constructors were used in the pilot study to test the reliability of the test. Cronbach’s alpha 

coefficient was used to test the reliability of the pilot survey items. A coefficient value closer to 

“1” was needed. Cronbach’s alpha values for SoE attack risk of threats (0.943), SoE attack risk of 

vulnerabilities (0.924), SoE attack risk of management defeats in organizations (0.910), SoE attack 

risk of changes in management (0.920), and SoE attack risk of digital evidence (0.950) were high. 

Since all the items in Table 3.4 below had a reliability of more than 0.7, the scales for these 

constructs were considered to exhibit acceptable reliability. 

Table 3.4: Reliability test of the risk factors associated with SoE attacks (pilot study) 

 



74 
 

SoE attacking 

 

Risks 

Items Cronbach’s Alpha 

 

value 

N 

SoE attacking risk 

 

of threats 

10 0.943 30 

SoE attacking risk 

 

of vulnerabilities 

12 0.924 30 

SoE attacking risk 

of management 

defeats in 

organization 

7 0.910 30 

SoE attacking risk 

of unexpected 

changes in 

management 

9 0.920 30 

SoE attacking risk 

of digital evidence 

6 0.950 30 

 

Note: Items – Numbers of variables, N –Total Number of Respondents 

 The pilot study also focused on risk management practices for the prevention technique 

of SoE attacks in the organizations. The SoE attack risk of threats and the SoE attack risk of 

vulnerabilities influence the SoE attack risk of management defeats in organizations, and the SoE 

attack risk of unexpected changes in management these two constructs influence the SoE attack 

risk of digital evidence, and digital evidence influences risk management practices. Cronbach’s 

alpha coefficient was used to test the reliability of the pilot survey items. A coefficient value closer 

to “1” was needed. Table 3.6 The results of the reliability test. 
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Table 3.5: RMs for preventing SoE attacks in the organizations according to the constructed 

reliability test. 

Risk Management Items Cronbach’s Alpha N 

Practices for the 
 

value 
 

Prevention 
   

Technique of SoE 
   

attacks in the 

 

organizations 

   

       

Risk management 

practice for SoE 

attacks 

10 0.943 30 

 

Note: Items – Numbers of variables, N –Total Number of Respondents 

 The pilot study also focused on organizational activities. For the research data collection, 

four organizations were selected for data collection. The SoE attack risk of threats and the SoE 

attack risk of vulnerabilities influence the SoE attack risk of management defeats in organizations, 

and the SoE attack risk of unexpected changes in management and the SoE attack risk of digital 

evidence influence risk management practices. Finally, risk management practices influence 

organizational activities. Cronbach’s alpha coefficient was used to test the reliability of the pilot 

survey items. A coefficient value closer to “1” was needed. Table 3.6 The results of the reliability 

test.  

Table 3.6: Organizational activity reliability test. 
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Organizational 

 

Activities 

Items Cronbach’s Alpha 

 

value 

N 

Organizational 

 

Activities 

6 0.833 30 

 

Note: Items – Numbers of variables, N –Total Number of Respondents 

3.6: Empirical Study 

 Based on the questionnaire survey, an empirical study is eminently suited for 

investigating SoE attack risks and the risk management practices for preventing SoE attacks in 

organizations. Analysis of the data was conducted using SmartPLS 4, which led to the following 

conclusions.  The explanations of the research approach and results of the empirical study phase 

are summarized in Table 3.6 

Table 3.7: The empirical phase research approach 

Input Research Approach 

 

(Process) 

Results(Output) 

       

Refined Questionnaire Distributed to 384 sample 

population by using 

purposive sampling 

143 – respondent data valid 

for data analysis. 
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Valid data- for Analysis Conduct an appropriate 

statistical analysis. 

SoE attacking risks ranking 

in the organization. 

SoE attacking risks 

analysis. 

Risk management practices 

for the prevention technique 

of SoE attacks . 

 

 Primary data collection was conducted via the refined questionnaire. Selection of the 

384- population sample was performed through the purposive sampling technique. This generated 

143 – respondent data points to be analyzed to determine demographic information, SoE attack 

risk, and current risk management practices for preventing SoE attacks in organizations. A five-

point Likert scale was used to measure these constructs. Additionally, the respondents’ 

demographic profiles provided information on their personal working experience, risk of 

contracting SoE, etc. Appropriate statistical analysis techniques (such as 1) assessment of 

measurements (outer model) or 2 assessment of structural models (inner model) were deployed to 

assist in understanding the data characteristics. 

Figure 3.5 Data analysis using SmartPLS. 
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Figure 3.5 Data analysis using SmartPLs 

The selection of the statistical analysis techniques was based on their ability to produce reliable 

and valid results. At the end of this phase, the researcher was able to analyze current risk 

management practices for preventing SoE attacks. Furthermore, the technique enabled the 

researcher to examine and explain the relationships among the variables in the study, as shown in 

Chapter 4 (Empirical Analysis and Discussion). To obtain a clearer picture of how the empirical 

analysis was conducted in this study. 

Table 3.8 illustrates the empirical roadmap and analysis technique used to answer the research 

questions and realize the research objectives. 

Research Questions Statistical Analysis 

 

Techniques 

Research Objectives 

What is the results for 

descriptive analysis of the 

study? 

Use of percentages and 

frequency data to describe 

respondent's demographics 

and organization activities . 

Research Objective 1: 

To identify various SoE 

attacking risks. 

What are the ranking of 

critical SoE attacking risks 

items in the organizations? 

Use Mean Score to rank 

SoE attacking risks 

criticalness. 

Research Objective 2 

To analyze SoE attacking 

risks in various organization. 
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What are the significant 

characteristics associated 

with SoE attacking risks in 

the organizations? 

Use Assessment of 

Measurement Model test 

for association among 

various SoE attacking risks 

in the organization .(H1- 

H6) 

Research Objective 2 

To analyze SoE attacking 

risks in various organization.  

What are the component of 

 

SoE attacking risk 

management? 

Use Assessment of 

 

Structural Model test for 

association between SoE 

Research Objective 3 

 

To integrate SoE attacking 

risks with SoE attacking 

       

 attacking risks and risk 

management practices for 

SoE attacks. (H6-H7) 

risk management for 

developing of information 

security framework for the 

prevention technique of 

SoE attacks. 

What are the relationship of 

SoE attacking risk with 

Organizational Activities? 

Use Assessment of 

Structural Model test for 

association between SoE 

attacking risk of digital 

evidence and risk 

management practices. 

(H6- 

Research Objective 2 

To analyze SoE attacking 

risks in various organization.  
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H7) 

What are the relationship of 

risk management practice 

with Organizational 

Activities? 

Use Assessment of 

Structural Model test for 

association between SoE 

attacking risk management 

and organizational 

activities. (H8-H9) 

Objective 3: 

 

To integrate SoE attacking 

risks with SoE attacking 

risk management for 

developing of information 

security framework for the 

prevention technique of 

SoE attacks. 

 

3.7: Conceptual Framework 

 The conceptual framework was developed to conduct this study. These conceptual 

frameworks were developed to answer the research question and satisfy research objective 

1(identifying various SoE attack risks). Moreover, a conceptual framework was developed to 

satisfy research objective 2 (to analyze risk management practices for preventing SoE attacks in 

organizations) and objective 3 (to integrate SoE attack risks with SoE attack risk management to 

develop an information security framework for preventing SoE attacks). Detailed explanations of 

these research models are provided in the following section. 
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The conceptual framework shown in Figure 3.6 was built based on a combination of several past 

studies as a single research model. Based on this conceptual framework, the researcher determined 

the most relevant basic idea of the framework. As previously described, reliability tests were also 

conducted for items associated with SoE attack risk. There were ten (10) SoE attack risks of threats 

and twelve (12) SoE attack risks of vulnerabilities, whereas the SoE attack risk of threats and the 

SoE attack risk of vulnerabilities influenced seven (7) SoE attack risks of management defeats in 

organizations. However, this conceptual framework is useful for preventing SoE attacks in 

organizations. The conceptual framework considers the previous literature formanaging SoE 

attacking risks, thus making it more reliable since it is also supported by theoretical perspectives 

and generic practices of managing such risks. The conceptual framework comprises a range of 

processes and activities (as shown in Figure 3.6), covering the entire spectrum of three stages 

(Stage 1: SoE attack risk of Preliminary Study Stage II: SoE attack risk evaluation and planning 

Stage III: SoE attack risk monitoring and control execution plan). As such, it is a specific tool for 

improving the efficacy of the entire SoE attack risk management process for the organization. 
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Figure 3.6 Conceptual framework diagram of SoE attacks and prevention techniques in risk 

management-based solutions for organizations. 

 Essentially, the conceptual framework for SoE attack risk management for an 

organization consists of these main stages. Each stage consists of several processes and activities. 

To highlight the contributions of this study, different notations were used to represent the processes 

and activities involved in the framework. The highlighted areas indicate the original contributions, 

while the dotted boxes indicate the partial contributions of the processes. Details about the 

framework components and contributions are discussed further later in the framework stage 

section. The SoE attack risks of threats, vulnerabilities, management defects in the organization, 

unexpected changes in management and digital evidence constructs and their respective items were 

as described in Chapter 2 and were used for exploratory factor analysis (EFA). A principal 

component analysis (PCA) was conducted on 42 items that were used for orthogonal rotation 

(varimax). For the purpose of this study, Factor loadings >0.4 were considered acceptable items 

relevant to the identified factors. Finally, the Cronbach’s alpha coefficient was used to test the 

reliability of each identified item. The factor analysis produced the expected results of KMO and 

Bartlett’s Test test, rotation of the sums squared loading, and rotation of the component matrix to 

establish research objective 2 (to analyze SoE attack risks in various organizations). Additionally, 

mean scores for the critical level of each SoE attack risk item were also calculated. The detailed 

results and discussion are presented in Chapter 4 (Analysis and Discussion). 

 A construct is a variable that is not directly observed, therefore, a measurement model is 

needed for each construct. In this research model, seven constructs ( Vul, Thr, Mgt_d, Unxch, DE, 

R_M_P, and Org_Act) were measured by multiple items . All seven constructs are represented by 

arrows pointing from the construct to the indicators indicating a reflective measurement model. 

Each of these constructs is measured by multiple indicators. For instance, the endogenous construct 

Vul is measured by Vul1, Vul2 ……Vul12. In this case, the researcher developed the following 

hypothesis for path relationships: 

H1: The risk of vulnerability to SoE attacks will have a significant effect on the risk of management 

defects in an organization. 

H2: The risk of vulnerability to SoE attacks will have a significant effect on the risk of digital 

evidence being stolen. 
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H3: The risk of the SoE attacking a threat will have a significant effect on the risk of the SoE 

attacking management defects in the organization. 

H4: The risk of an SoE attacking a threat will have a significant effect on the risk of an SoE 

attacking digital evidence. 

H5: The risk of management defects in an organization being attacked by SoE will have a 

significant effect on the risk of unexpected changes in management. 

H6: The risk of the SoE attacking an unexpected change in management will have a significant 

effect on the risk of the SoE attacking digital evidence. 

H7: The risk of digital evidence attacking the SoE will have a significant effect on risk 

management practices for preventing SoE attacks.  

H8: The risk of the SoE attacking digital evidence will have a significant effect on OAs. 

H9: Risk management practices for preventing SoE attacks will have a significant effect on 

organizational activities. 

 

 

 

 

 

 

 

Figure 3.7: Diagram showing the hypothesized relationships 

 The results of these hypothesis tests are discussed in chapter 4 (Empirical analysis and 

discussion). The purpose of the hypothesis was to understand whether risk management practices 

are important for preventing SoE attacks in organizations. The results of these hypothesis tests are 

discussed further in Chapter 4 (Empirical Analysis and discussion). Statistical analysis was used 



84 
 

to test the associations among the variables. The descriptive analysis was a part of the empirical 

analysis. The survey was administered on SoE attack risk items, such as the mean score and 

percentage, which were used to describe the level of risk of the SoE attack in the organizations. 

However, detailed descriptive results are discussed further in Chapter 4 (Empirical Analysis and 

Discussion). As part of the empirical analysis, descriptive analysis was performed for risk 

management practices for preventing SoE attacks. The mean score and percentage were used to 

describe the level at which Malaysian organizations practice risk management for preventing SoE 

attacks. The details of the descriptive analysis results are discussed in Chapter 4 (Empirical 

analysis and discussion). 

3.8 :Exploratory Study 

In the exploratory study phase, semi structured interviews were conducted with focus groups from 

eight (8) organizations. Questionnaires were distributed to the organization to investigate the wide 

experience with risk management practices for preventing SoE attacks. Then, comparisons were 

made among the organizations via a semi- structured approach with a questionnaire. 

Table 3.9 Detailed explanations of the input, research approach and output in the exploratory study 

phase 

Input Study 

 

Approach(Process) 

Results (Output) 

Semi structured way was 

used. 

Content Analysis of semi 

structured way to reveal 

information. 

Identify theme of risk 

management practices for 

the prevention technique of 

SoE attacks. 

Confirm existing risk 

factor for SoE attacks. 

Theme of risk management 

practices for the prevention 

technique of SoE attacks . 
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Conceptual study results,  

 

empirical study results , 

related documents or 

Compare result of focus 

 

group of semi structured 

way with empirical and 

High – level risk 

 

management for the 

prevention technique of 

       

reports , past literature , 

current or best practices . 

conceptual study supported 

with literature. 

Identify similar and 

contradictory practices from 

empirical results and 

exploratory study results . 

SoE attacks in the 

framework component . 

 

 The purpose of the semi structured approach was to further explore risk management 

practices for preventing SoE attacks in the organizations. A semi-structured way to gain deeper 

insight into organizational practices of risk management for SoE attacks. The findings on their 

similarities or differences were compared with the results from previous empirical studies as well 

as related issues and challenges. Three categories of nominal scales were used as indicators to 

classify the practices of risk management in the organization. The nominal scale ranged from (Y), 

which refers to YES for the activities in which the task was conducted or was sometimes not 

conducted; (N), which refers to NO for the activities or tasks never conducted; and ‘partial 

practice’, which refers to activities that were partially conducted. An exploratory study covered 

several components of risk management practices on how these eight (8) organizations identify, 

analyze, plan, monitor and control the risks of SoE attacks. The purpose of this exploratory study 

was to determine the high-level framework component of risk management for preventing SoE 

attacks as a basis for the initial framework. The detailed results of the exploratory findings will be 

discussed in chapter 5 (Exploratory Analysis and Results). 

3.9: Framework Development 
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In the framework development phase, the conceptual study, empirical study and 

exploratory study results were used as a basis for developing the risk management framework for 

the prevention technique of SoE attacks with detailed components. Related work was also 

developed to improve the understanding of each detailed component of the framework. 

Table 3.10 Framework development phase: Research approach 

 

Input Study Approach 

 

(process) 

Results (components of 

 

the output) 

SoE attacking risk factors 

and risk management 

practice for the prevention 

technique of SoE attacks in 

the organizations. 

Content Analysis of results 

in previous study phases. 

Refined High-level 

Framework . 

Refined High-level 

Framework from previous 

phases 

Synthesize results of 

previous phases. 

Proposed framework. 

Draft of the proposed 

framework. 

       

 Develop flow of practices Proposed framework user 

managing SoE attacking manual. 

risk in the organizations . Recommended related 

Develop flow and steps worksheets for use in the 

managing SoE attacking proposed framework. 

risk in the organizations. 
 

Develop recommended 
 

worksheet that can be used 
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together with the 

framework. 

 

 

 Both empirical and exploratory findings were used to provide supportive evidence to 

refine the high-level framework components. The results of the empirical analysis were used to 

complement the exploratory analysis results on current practices of risk management for the 

prevention technique of SoE attacks in organizations. As a result , core components were identified 

for the development of the risk management framework . In addition, empirical and exploratory 

findings and guidelines were used as supplementary references to ensure the operability of the 

proposed framework in local and global communities. The detailed results of the proposed 

framework findings are discussed further in chapter 6 (Information Security Risk Management 

Framework for the Prevention Technique of SoE Attacks in Organizations). The proposed 

framework will be verified via an expert judgment approach, thus enhancing the acceptability of 

the framework for the industry and research community. 

Table 3.11 Confirmatory phase study approach. 

Input Study Approach Results (Output) 

Related Documents , 

literature articles, 

proposed framework. 

Review previous phases 

results. 

Review and compare related 

documents. 

Assess past findings. 

Verify framework with 

expert. 
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Proposed framework, 

Expert Knowledge and 

experiences . 

In depth semi structured way 

was used with experts (expert 

judgment. 

Compile results of expert 

judgment 

(comments/recommendations). 

Validated framework. 

 

An experienced expert in the field of information security, management and practitioners was 

identified for the confirmatory study. Based on the empirical and exploratory study, organizations 

that were actively involved in these activities were considered the best subjects of the confirmatory 

study. For the purpose of this study, face validity was assessed through expert judgments. The 

expert judgment method has been defined as an expression of opinion, based on knowledge and 

experience, which makes the framework more reliable and user friendly inside organizations. 

Specifically, expert judgment represents a more reliable framework for preventing SoE attacks. In 

addition, expert judgments are expert states of knowledge.  aggregating opinions to cover a broad 

range of issues regarding a topic is a frequent process of accessing panel comments. Researchers 

have used expert judgment for many years across a variety of disciplines. 

 Specifically, the use of an expert helps to incorporate experience and study results when 

models of the processes involved are incomplete or when there is no consensus as to the correct 

model to apply. Ensuring expert judgment depends on the expert’s knowledge, experience and 

motivation a between the expert and analyst. However, the main reason for adopting the expert 

judgment method in this study was to complete, validate, interpret and integrate the findings to 

confirm the acceptability of the framework. The method was also used to determine the present 

state of Knowledge in managing SoE attack risks in organizations suggests that expert judgment 

is commonly used when studies are completing, validating and interpreting existing data that 

assess the impact of a change and predicting the occurrence of future events and the consequences 

of a decision. The present state of knowledge in one field is determined, and the elements needed 

for decision-making are provided in the presence of several options. Similarly, well known 



89 
 

researchers, as pioneers, have applied expert judgment for organizing and conducting their 

research successfully Herman Kahn, regarded as the father of scenario analysis, defines scenarios 

as hypothetical sequences of events constructed for the purpose of focusing attention on casual 

processes and decision- points. Expert judgment was also practice in the Delphi method to 

accomplish the research findings. The Delphi method was developed by the RAND Corporation 

in the early 1950s as a spinoff for air force-sponsored research. The original research was designed 

to anticipate the optimal targeting of U.S. industries by a hypothetical Soviet strategic planner. In 

the middle of the 1960s and early 1970s, the Delphi method was used in a wide variety of 

applications, and by 1974, the number of Delphi studies exceeded 10,000. The Delphi method has 

undergone substantial evolution and diversification. The Delphi method was most popular among 

engineers, research managers, policy analysts, and corporate planners in the late 1960s and early 

1970s. By the middle of the 1970s, psychometrical, staff trained in conducting controlled 

experiments with humans, began taking serious interest in the Delphi methods and results. 

Moreover, numerous researchers have also used expert judgment for many years across a variety 

of disciplines and research works. For the above reasons, a similar method of expert judgment was 

adopted for this study. A review of various methods of expert judgment adopted by previous 

researchers revealed that a generic phase of expert judgment had been developed and was deemed 

suitable for the needs of this study (framework confirmatory study). Figure 3.7 illustrates the use 

of the generic expert judgment method to verify and validate the risk management framework for 

preventing SoE attacks in the organizations in this study. The results of the expert judgment of the 

framework and how the method was adopted for this study are discussed in detail in Chapter 7 

(Framework Expert Judgment Confirmatory). 

 

 

 

 

 

Figure 3.8 : Generic Expert Judgment Methods 
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4.1:Data Analysis Strategies 

 The authors reported on the data analysis and evaluated the results according to two 

research objectives: (1) to identify various SoE attack risks and (2) to analyze the SoE attack risks 

in various organizations. The analysis and discussion are presented in two parts. First, the chapter 

provides a descript summary of the demographic profile data, focusing on the presentation of 

percentage frequencies. Second, this chapter reports on the exploratory SoE attack risks conducted 

to achieve objectives 1 and 2. Specifically, the latter part focuses on the analysis and discussion of 

empirical findings on SoE attack risks and SoE attack risk management in organizations .This 

second section also analyses and discusses findings on organizational activities and implementing 

risk management practices for the prevention technique of SoE attacks and how SoE attacks 

influence risk management for the prevention technique of SoE attacks in the organization. These 

empirical findings provide the basis for identifying the appropriate components in the information 

security risk management framework for preventing SoE attacks in organizations. The data were 

collected from the four organizations. The departments included education sectors, the health care 

sector, and banking and government agencies. It was difficult to determine the exact number of 

people who were working in that organization. Therefore, it was assumed that the sample size was 

infinite. There are various software packages, such as G*Power, or Excel, available, used to 

calculate the infinite sample size from the population. However, the sample size was calculated to 

be 384. Therefore, 384 questionnaires were distributed across the four sectors, and 143 responses 

were collected—a 37% response rate—which was sufficient for the analysis. 

4.2: Descriptive analysis 

 Through purposive sampling, questionnaires were distributed to 384 respondents in 

various organizations, such as healthcare, education, banking and government agencies, who were 

directly involved in information and communication technology activities inside the organization. 

A total of 37% of the respondents (143 respondents) responded to the survey, and the following 

section provides a descriptive analysis of the respondents’ demographic profiles obtained from the 

survey. The demographic profile revealed some salient points. The demographic data were 

collected from various organizations, such as banking sectors, healthcare sectors, education sectors 

and government agencies. All the organizations had similar responses for example, government 

agencies had 18% of the responses, healthcare had 24% of the responses, education sectors had 
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32% of the responses and banking sectors had 25%. However, the response rate was 55% for males 

and 44% for females. On the other hand, 25% of the respondents were >50 years old, 30% were 

between 46- and 50 years old, and 36 and 40 years old were 24%, 31% were between 31 and 35 

years, and 33% were between 26 and 30 years. However, 29% of the participants had between 5 

and 20 years of personal working experience, 32% had 4 years of working experience, and 19% 

had between 15 and 20 years of working experience was 34%. However, regarding their experience 

with SoE attacks, 57% of the respondents were about suspicious mail or unexpected calls, 42% 

had shown such experiences, and none had shown this type of experience. Regarding unexpected 

mail, 36% had not obtained any of these types, whereas 63% had this experience. Questionnaires 

were asked whether employees noticed any unauthorized persons without proper IDs working in 

the organization. A total of 17% of the respondents had never seen any type of people, but 23% 

had this type of experience. Informally, 18% of the participants said that the number was blocked, 

22% said that the call was cancelled, 18% said that the email was deleted, 18% said that the 

contract with a security expert was signed and 27% said that the number was blocked.  

Table 4.1 shows the results. 

Organizational 

 

name 

f Rel f Cf Percentile 

Government 

 

agencies 

26 0.18 143 100 

Healthcare 35 0.24 117 81.33 

Education 46 0.32 82 57.15 

Banking 36 0.25 36 25.27 

Total 143    

Gender f Rel f Cf Percentile 

Female 63 0.44 143 100 

Male 80 0.55 80 55.94 
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Total 143    

Age f Rel f Cf Percentile 

>50 years 25 0.17 143 100 

46- 50 years 30 0.20 118 82.51 

36- 40 years 24 0.16 88 61.53 

       

31-35 years 31 0.21 64 44.75 

26-30 years 33 0.23 33 23.07 

Total 143    

Personal 

working 

experience 

f Rel f Cf Percentile 

> 20 years 29 0.20 143 100 

15-20 years 19 0.13 114 79.72 

11-15 years 34 0.23 95 66.43 

5 years 32 0.22 61 42.65 

4 years 29 0.20 29 20.27 

Total 143    

Experience of 

 

SoE attacks_1 

f Rel f cf Percentile 

No 61 0.42 143 100 

Yes 82 0.57 82 57.34 

Total 143    
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Experience of 

 

SoE attacks_2 

f Rel f cf Percentile 

No 71 0.49 143 100 

Yes 72 0.50 72 57.11 

Total 143    

       

Experience of 

 

SoE attacks_3 

f Rel f cf Percentile 

No 51 0.35 143 100 

Yes 92 0.69 92 64.33 

Total 143    

Experience of 

 

SoE attacks_3 

f Rel f cf Percentile 

Block the mail 25 0.17 143 100 

Contract with 

 

security expert 

34 0.23 118 82.51 

Delete the mail 26 0.18 84 58.74 

Cancel the call 26 0.22 58 40.55 

Block the 

 

number 

26 0.18 26 18.18 

Total 143    
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 The level of SoE attack risk ranking and the questionnaire was administered to various 

organizations. The purpose is to determine the highest value of the ranking, to identify the highest 

SoE attack risk in the organization, which is relevant to research objective 2.  

However, the SoE attack risks consist of 

-SoE attacking risks of threats. 

-SoE attack risks of vulnerabilities. 

-SoE attacks the risks of management defects in the organization. 

-SoE attacks the risks of unexpected change in management. 

-SoE attacking risks of Digital Evidence. 

 The questionnaires were prepared according to the abovementioned SoE attack risks and 

distributed it among various organizations. Beyond the principle of basic security, the concept of 

SoE attacking risks of threats is the most complex part of SoE attacking risks. From the previous 

literature review, journal and other sources of book and scholarly articles, the following 

conclusions can be drawn: (10) The risk of the threat being identified is an example of an SoE 

attack. The questionnaires were distributed to several organizations to determine the ranking of 

the risk of the SoE attacking threats in the organization.  

Table 4.2 SoE attack risk ranking of threats 

SoE attacking risks 

 

of threats 

Mean Standard 

 

Deviation 

No. of ranking 

Loss, damage or 

destruction of 

digital evidence in 

the organization 

3.18 1.328 1 
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Information leakage 

(extraction of loss 

of valuable or 

private information 

3.00 1.554 2 

Widespread 

unauthorized and 

uncontrolled used of 

portable device and 

transportable 

computer media 

2.91 1.375 3 

Unauthorized access 

or modification or 

disclosure of digital 

evidence. 

2.91 1.446 3 

System error and 

failure 

2.82 1.401 4 

       

Unauthorized 

exploitation of 

intellectual property 

(IP) example 

:plagiarism etc. 

2.82 1.401 4 
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Poor SoE attacking 

risk detection 

studies 

2.82 1.471 5 

Identify theft of 

personal data or 

information 

2.73 1.421 6 

Exploit other 

control weakness 

involving printed or 

other information 

rather than 

computer data and 

system. 

2.55 1.368 7 

Directly exploit 

control weakness in 

the system 

2.38 1.433 8 

 

 The vulnerability of SoE attacks refers to the weakness of safeguards in assets that make 

the system more harmful. The previous literature review, journal and other sources of book and 

scholarly articles reveal the following: (12) The authors identify the risk of attack on 

vulnerabilities. These questionnaires can be distributed to several organizations to determine the 

ranking of SoE attack risks of vulnerabilities in organizations. 

Table 4.3 SoE attack risk ranking of vulnerabilities 
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SoE attacking risks 

 

of vulnerability 

Mean Standard 

 

Deviation 

No. of ranking 

The process of 

identifying and 

preserving digital 

evidence in a 

manner that is 

legally acceptable 

3.45 1.368 1 

Complexity of 

information 

technology and 

system 

3.36 1.502 2 

       

Lack of suitable 

control of digital 

evidence 

accessibility 

3.27 1.348 3 

Insufficient 

 

enforcement of law 

3.17 1.421 3 
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The process of 

identifying and 

preserving digital 

evidence in a 

manner that is 

legally acceptable 

3.18 1.537 4 

Insufficient backup 3.00 1.549 5 

Inadequate 

investment in 

appropriate SoE 

attacking risk 

control 

2.91 1.446 6 

Lack of assets 

inventory 

management 

2.91 1.446 6 

User system 

 

accounts not in use 

2.82 1.401 7 

       

Disgruntled of 

 

organizational staff 

2.61 1.401 7 

Unreliable level of 

 

digital evidence 

protection 

2.64 1.502 8 
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 A breach of security occurs when stated organizational policies require an information 

security framework for the prevention technique of SoE attacks, whereas there are management 

defects in the organization. SoE activities are activities in which the attacker can perform bypass 

attacks if there are any management defects or unawareness of the organization. Therefore, 

identifying these issues is necessary for building a framework for preventing SoE attacks. A review 

of the previous literature and a review, of other scholarly articles revealed seven (7) SoE attack 

risks of management defects in the organization. The questionnaires were distributed to several 

organizations to determine the ranking of the risk of the SoE attacking management defects in the 

organization. 

Table 4.4 SoE attack risk ranking of management defects in the organization 

SoE attacking risks 

of management 

defects in the 

organization 

Mean Standard 

Deviation 

No. of ranking 

Lack of suitable 

management and 

control over the user 

password 

3.45 1.368 1 

Disgruntled of 

service provider 

staff 

3.27 1.489 2 

Service provider 

exploitation control 

weakness in the 

process 

3.27 1.555 2 
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Unaddressed service 

provider’s 

responsibility for 

the information 

security and 

confidentiality in 

contract 

3.09 1.446 3 

       

Staff negligent of 

service provider 

such as programmer 

technical 

architecture, tester 

and manager 

3.09 1.375 3 

Disgruntled or 

untrained or 

ignorant employee 

who make genuine 

human error 

2.91 1.541 4 

Unorganized access 

control and 

privilege on user 

application accounts 

2.91 1.445 4 
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 An element that contributes to SoE attack risk is unexpected change in management. 

Unexpected change in management refers to rapid change in the organization in which employees 

sometimes feel difficult to adopt and that happens by a service provider. This approach is another 

way to increase the ease with which SoE attackers to attack in the organization. However, from 

the previous literature studies and various scholarly articles, there were nine (9) SoE attack risks 

of unexpected change in an organization. 

Table 4.5 Ranking of unexpected changes in management risk due to SoE attacks 

SoE attacking risk 

of unexpected 

change in 

management 

Mean Standard 

Deviation 

No. of ranking 

Lack of security 

training and 

awareness regarding 

SoE attacks 

3.73 1.272 1 

Directly exploit 

control weakness in 

the system 

3.64 1.286 2 

Insufficient 

attention to human 

factors of SoE 

attacks in design 

implementation 

3.45 1.214 3 

        

 



103 
 

Lack of digital 

evidence owners 

responsibility 

3.45 1.368 3 

Lack of business 

continuity plan 

management 

3.18 1.328 4 

Unethical 

competitors (trade 

secrets, customer 

list etc) 

3.18 1.250 4 

Frequently change 

in business policies 

3.00 1.265 5 

Loss of 

confidentiality of 

classification 

information 

2.91 1.544 6 

Severely affect the 

business 

survivability of 

organization 

2.91 1.446 6 

 

 As described in the previous section, risk has been assessed in a variety of fields, such 

as insurance, economics, management, medicine, operation research and engineering. However, 

in the information security domain, SoE attacks are one kind of bypass attack. The intruder is 
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interested only in digital files and folder. Digital files and folder refer to important documents for 

any organization. Hence, missing this document by SoE attacks is a very harmful matter for any 

organization. However, digital evidence must be preserved according to the Evidence Act. 

Therefore, digital evidence is one of the risks of SoE attacks in organizations. The questionnaires 

were distributed to several organizations to determine the ranking of SoE attack risks of digital 

evidence in organizations. 

Table 4.6 SoE attack risk ranking of digital evidence 

SoE attacking risk 

 

of digital evidence 

Mean Standard 

 

Deviation 

No. of ranking 

Digital Evidence 

must be preserved 

and hold up 

according in court 

of 

Evidence Act. 

3.73 1.009 1 

       

Digital Evidence 

perception for risk 

management 

importance for SoE 

attacking risk 

control 

3.73 1.191 1 
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Digital 

documentation of 

policy and 

procedure 

3.55 1.440 2 

Legal activity and 

documentation 

3.41 1.211 3 

Organizational 

perception of 

Evidence Act . 

3.38 1.192 4 

Organization policy 

of employee online 

information update 

3.37 1.746 5 

 

4.3 :Reflective Measurement Analysis for the Study Model 

 The path model was prepared for the study model. This approach would demonstrate the 

relationships and hypotheses of the variables that have already been described. However, in this 

study the term construct is used to describe a variable that was not directly measured by indicators; 

for that reason, it was referred to as a latent variable. However, in this study, a conceptual model 

for SoE attacks and prevention techniques in digital evidence -based solutions was developed in 

Chapter 3 on two theories :1) Structural theories specify how constructs are related to each other 

in the structural model. The sequence and location of the construct were based on the theory 

observed by the researcher. However, latent variables that act only as independent variables are 

called exogenous latent variables. 2) As described in chapter 3, the measurement research model 

specifies the relationships between the constructs and the indicators. However, in this study, some 

variable constructs were not directly observed. Therefore, a measurement model was needed for 
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each construct. In this model, seven constructs (Vul, Thr, Mgt_d, Unxch, DE, R_M_P, and 

Org_Act) were measured by multiple items, as displayed in the figure. 

 

 

 

 

 

 

 

 

 

Figure 4.1: Model diagram with constructs and items related to SoE attacks and prevention 

techniques in digital evidence-based solutions for organizations 

 All seven constructs have arrows pointing from the construct to the indicators to indicate 

a reflective measurement model. Each of these constructs was measured by multiple indicators. 

For instance, the endogenous construct vulnerabilities were measured by Vul1, Vul2…Vul12 and 

as were other constructs. The results Summary of reflective measurements for the model. 

Table 4.7 Reflective measurement for the model 

Latent 

 

variable 

Indicator Internal consistency Convergent 

 

Validity 

Discriminant 

 

validity 

  Composite 

 

Reliability 

Cronbach 

 

Alpha 

Loading AVE  
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  0.6-0.9 0.6-0.9 >0.7 >0.5 HTMT 

 

confidence 

interval does 

not include 1 

SoE Attacking 

Risk of Threats 

Thr1 0.940 0.928 0.639 0.613 Yes 

Thr2 0.880 

Thr3 0.803 

Thr4 0.860 

Thr5 0.651 

Thr6 0.836 

Thr7 0.878 

       

 Thr8   0.863   

Thr9 0.741 

Thr10 0.617 

SoE Attacking 

Risk of 

Vulnerabilities 

Vul1 0.966 0.962 0.784 0.707 Yes 

Vul2 0.766 

Vul3 0.689 

Vul4 0.857 

Vul5 0.905 

 Vul6   0.924   

Vul7 0.854 

Vul8 0.837 
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Vul9 0.876 

Vul10 0.858 

Vul11 0.915 

Vul12 0.792 

SoE Attacking 

Risk of 

Management 

Defects in the 

organization 

Mgt_d1 0.920 0.897 0.853 0.625 Yes 

Mgt_d2 0.829 

Mgt_d3 0.861 

Mgt_d4 0.674 

Mgt_d5 0.790 

Mgt_d6 0.623 

Mgt_d7 0.867 

 Unxch1 0.935 0.921 0.624 0.616 Yes 

       

SoE Attacking 

Risk of 

Unexpected 

change in 

management 

Unxch2   0.864    

Unxch3 0.804 

Unxch4 0.729 

Unxch5   0.797   

Unxch6 0.764 

Unxch7 0.825 

Unxch8 0.815 

Unxch9 0.814 

SoE Attacking DE1 0.873 0.813 0.820 0.567 Yes 

DE2 0.819 
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Risk of Digital 

Evidence 

DE3 0.865 

DE4 0.863 

DE5 0.783 

DE6 0.110 

Risk 

Management 

Practice for 

the prevention 

technique of 

SoE attacks 

R_P_M1 0.973 0.962 0.181 0.792 Yes 

 R_M_P2 0.965 

 R_M_P3 0.983 

 R_M_P4 0.919 

       

 R_M_P5   0.902   

 R_M_P6 0.927 

 R_M_P7 0.922 

 R_M_P8   0.911   

 R_M_P9 0.927 

 R_M_P10 0.965 

Organizational 

Activities 

Org_Act1 0.962 0.925 0.968 0.810 Yes 

 Org_Act2   0.895   
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 Org_Act3 0.906 

 Org_Act4 0.936 

 Org_Act5 0.965 

 Org_Act6 0.699 

 

4.4 :Significance and relevance of the formative indicator for the model     

  Another criterion for evaluating the formative measurement model was the significance 

and relevance of the participants’ outer weight. The values of the outer weights express the 

contributions of each indicator to the construct. The estimated outer weights in formative 

measurements were often lower than the outer loading of the reflective indicator, because they 

were influenced by the other relationship is the construct of SoE attacks and prevention techniques 

in digital evidence -based solutions. 

However, the t- values are used for the measurement of the structure of the research model 

relationship. Researchers could compare the t values with the critical values from the standard 

normal distribution to determine whether the coefficients of SoE attacks and prevention technique 

in digital evidence -based solutions were significantly different from zero. The critical value for a 

significance of 5% (alpha =0.05) probability of error was 1.96 (two -tailed) (Cohen.,1998). 

Researchers could obtain more detailed insights by reviewing the bootstrapping results after 

considering the final results. 

Table 4.8: The bias -corrected confidence intervals 
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Formative 

Construct 

Formative 

Indicator 

Outer 

weight 

Outer 

loading 

T-Statistics 

(O/STDEV) 

P- 

 

value 

95% Bca 

Confidence 

Interval 

Significance 

(P<0.05)? 

SoE Attacking 

Risk of Threats 

Thr1 0.090 0.639 9.257 0.000 0.496 0.751 Yes 

Thr2 0.144 0.617 31.784 0.000 0.818 0.925 Yes 

Thr3 0.125 0.880 20.786 0.000 0.723 0.870 Yes 

Thr4 0.146 0.860 29.786 0.000 0.773 0.905 Yes 

Thr5 0.092 0.651 9.129 0.000 0.492 0.773 Yes 

Thr6 0.136 0.836 26.651 0.000 0.749 0.883 Yes 

Thr7 0.150 0.878 31.991 0.000 0.800 0.919 Yes 

Thr8 0.147 0.863 30.255 0.000 0.783 0.907 Yes 

Thr9 0.126 0.741 12.664 0.000 0.614 0.840 Yes 

Thr10 0.990 0.617 8.254 0.000 0.441 0.739 Yes 

       

SoE Attacking 

Risk of 

Vulnerabilities 

Vul1 0.092 0.784 16.979 0.000 0.637 0.853 Yes 

Vul2 0.093 0.766 15.273 0.000 0.641 0.848 Yes 

Vul3 0.085 0.689 10.358 0.000 0.540 0.808 Yes 

Vul4 0.099 0.857 25.722 0.000 0.766 0.909 Yes 

Vul5 0.107 0.689 35.303 0.000 0.837 0.944 Yes 

Vul6 0.108 0.857 60.157 0.000 0.889 0.948 Yes 

Vul7 0.099 0.905 14.475 0.000 0.797 0.925 Yes 

Vul8 0.098 0.924 21.381 0.000 0.773 0.918 Yes 

Vul9 0.104 0.854 28.139 0.000 0.837 0.944 Yes 

Vul10 0.099 0.837 24.296 0.000 0.889 0.948 Yes 

 Vul11 0.109 0.876 41.376 0.000 0.797 0.942 Yes 

Vul12 0.093 0.792 15.273 0.000 0.687 0.902 Yes 

SoE Attacking Mgt_d1 0.203 0.853 17.544 0.000 0.703 0.821 Yes 
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Risk of 

Management 

defects in the 

organization 

Mgt_d2 0.198 0.825 27.609 0.000 0.797 0.887 Yes 

Mgt_d3 0.193 0.861 10.902 0.000 0.775 0.918 Yes 

Mgt_d4 0.175 0.790 15.642 0.000 0.588 0.917 Yes 

Mgt_d5 0.144 0.795 10.094 0.000 0.682 0.843 Yes 

Mgt_d6 0.196 0.623 28.828 0.000 0.770 0.812 Yes 

Mgt_d7 0.208 0.864 38.602 0.000 0.643 0.899 Yes 

SoE Attacking 

Risk of 

Unexpected 

change in 

management 

Unxch1 0.101 0.624 10.902 0.000 0.510 0.724 Yes 

Unxch2 0.163 0.864 36.635 0.000 0.817 0.904 Yes 

Unxch3 0.154 0.804 20.264 0.000 0.722 0.878 Yes 

Unxch4 0.120 0.729 11.808 0.000 0.594 0.839 Yes 

Unxch5 0.144 0.797 17.994 0.000 0.700 0.871 Yes 

Unxch6 0.142 0.825 15.805 0.000 0.650 0.850 Yes 

Unxch7 0.151 0.815 19.424 0.000 0.723 0.891 Yes 

Unxch8 0.142 0.811 21.382 0.000 0.730 0.882 Yes 

       

 Unxch9 0.147 0.732 17.773 0.000 0.715 0.899 Yes 

SoE Attacking 

Risk of 

Digital 

Evidence 

DE1 0.240 0.820 15.013 0.000 0.685 0.899 Yes 

DE2 0.217 0.819 17.628 0.000 0.704 0.923 Yes 

DE3 0.243 0.865 25.844 0.000 0.792 0.921 Yes 

DE4 0.255 0.863 24.844 0.000 0.634 0.855 Yes 

DE5 0.256 0.748 12.812 0.000 0.679 0.790 Yes 

DE6 0.032 0.110 1.151 0.250 -0.079 0.257 No 

 

 

 
 

 

Risk 

Management 

R_M_P1 0.023 0.181 1.900 0.058 -0002 0.355 No 

R_M_P2 0.122 0.965 56.438 0.000 0.930 0.995 Yes 

R_M_P3 0.124 0.985 131.054 0.000 0.963 0.994 Yes 

R_M_P4 0.117 0.919 22.061 0.000 0.821 0.983 Yes 

R_M_P5 0.116 0.902 15.729 0.000 0.739 0.988 Yes 
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Practice for 

the prevention 

technique of 

SoE attacks 

R_M_P6 0.117 0.927 28.799 0.000 0.860 0.983 Yes 

R_M_P7 0.119 0.922 22.645 0.000 0.840 0.943 Yes 

R_M_P8 0.113 0.911 25.295 0.000 0.750 0.890 Yes 

R_M_P9 0.115 0.927 26.925 0.000 0.833 0.945 Yes 

R_M_P10 0.121 0.965 52.483 0.000 0.844 0.980 Yes 

Organizational 

Activities 

Org_Act1 0.207 0.968 89.729 0.000 0.924 0.984 Yes 

Org_Act2 0.176 0.895 22.222 0.000 0.808 0.905 Yes 

Org_Act3 0.187 0.906 29.921 0.000 0.841 0.943 Yes 

Org_Act4 0.194 0.936 36.500 0.000 0.871 0.958 Yes 

Org_Act5 0.199 0.965 72.874 0.000 0.932 0.984 Yes 

Org_Act6 0.141 0.699 13.189 0.000 0.594 0.806 Yes 

 

 This model estimates parameters with the purpose of maximizing the explained variance 

of the endogenous latent variables. The research model was evaluated in terms of how well it 

predicted the endogenous variables. 

Table 4.9: Collinearity statistics (VIF): 

 DE Mgt_d Org_Act R_M_P Thr Unxch Vul 

DE   3.861 1.000    

Mgt_d      1.000  

Org_Act        

R_M_P   3.861     

Thr  4.311 3.581     

Unxch  2.949      

Vul  4.856 4.856     
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 All the VIF values were below the threshold of 5. Therefore, collinearity should be below 

the threshold of 5. Therefore, collinearity among the predictive constructs was not a critical issue 

in the structural model. A VIF higher than 5, indicates that   the tolerance   value was 0.2, indicating 

a potential collinearity problem, should consider removing one of the constructs, merging 

predictors or creating higher order constructs. The R2 was the most commonly used parameter for 

evaluating the structural model coefficient of determination. The coefficient represents the amount 

of variance in the endogenous constructs explained by all of the related exogenous constructs. This 

coefficient was calculated as the square correlation between a specific endogenous construct’s 

actual and predicted values. The R -square value ranges from 0 to 1 , with a higher score indicating 

higher levels of predictive accuracy . 

Table 4.10 R2 values 

 R – Square R Square Adjusted 

DE 0.937 0.936 

Mgt_d 0.800 0.899 

Unxch 0.861 0.868 

R_M_P 0.741 0.740 

Org_Act 0.862 0.860 

 

 In fact, the path coefficient for SoE attacks and prevention techniques in digital evidence 

-based solutions had standardized values between -1 and +1. A path coefficient close to +1 

represents a strong positive relationship and is statistically significant. However, sometimes the 

path coefficient values are very low or close to 0 and are not significantly different from zero. The 

SoE attack risk of vulnerabilities (Vul) having a path effect on the SoE attack risk of management 

defects (Mgt_d) is 0.596. The SoE attack risk of vulnerabilities (Vul) having a path effect on the 

SoE attack risk of digital evidence (DE) would be (0.437).  However, the risk of an SoE attacking 

a threat (Thr) having a path effect on the risk of an SoE attacking a management defect (Mgt_d) 

is 0.363). The risk of an SoE attacking a risk threat (Thr) having a path effect on the risk of an SoE 

attacking Digital Evidence (DE) would be (0.315). However, the risk of the SoE attack on 
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management defects (Mgt_d) having a path effect on the risk of unexpected change in management 

(Unxch) would be (0.828). Hence, the SoE attack risk of unexpected change in management 

(Unxch) having a path effect on the SoE attack risk of digital evidence (DE) is 0.237. The SoE 

attack risk of digital evidence (DE) having a path effect on risk management practice for the 

prevention technique of SoE attacks (R_M_P) would be 0.861. The SoE attack risk of Digital 

Evidence (DE) having a path effect on Organizational Activities (Org_Act) would be (0.146). The 

risk management practice for preventing SoE attacks that have a path effect on organizational 

activities (Org_Act) would be 0.852. Whether the path coefficient for SoE attacks and prevention 

technique in digital evidence -based solutions was significant should be evaluated because the 

standard error can be obtained from bootstrapping. The bootstrapping standard error calculates the 

empirical t- value and p- value for all structural path coefficients. When an empirical t- value was 

larger than the critical value, it was concluded that the coefficient was statistically significant (at 

a certain error probability or significance level). The generally used critical value for the two-tailed 

test was 1.96 (significance level = 5%). Instead of reporting the t- value and p- value, it would also 

be suggested that the bootstrap confidence interval, be reported to indicate whether a path 

coefficient was significantly different from zero. The bootstrap confidence interval was based on 

standard error derived from bootstrapping and specifies that the range into which the true 

population parameter falls within a certain level of confidence interval of this research model 

would not include zero for an estimated path coefficient. The hypothesis that the path equals zero 

was rejected, and a significant effect was reached. When interpreting the results of the path model, 

the significance of all structural model relationships must be tested using the t value, p- value and 

bootstrapping confidence interval. Most researchers use the p value, which is equal to the 

probability of erroneously rejecting a true null hypothesis (assuming a significant path coefficient 

when it was not significant for the research model) when assuming a significance level of 5%, the 

p- value must be smaller than 0.05 to conclude that the relationship under consideration is 

significant at the 5% level. After analyzing the results at the 5% significance level , we found that 

the relationships in the structural model , (Vul) ->(Mgt_d), p(0.000) ,were significant, and (Vul)-

> (DE) , P(0.000) were significant, (Thr)->(Mgt_d), and p(0.000) were significant, (Thr)->(DE) 

,and p(0.000) ,were significant, (Mgt_d)-> (Unxch) ,and p(0.000) ,were significant, (Unxch)-

>(DE) ,and p(0.000) were significant, (DE)->(R_M_P) ,and p(0.000) were significant, (DE)-
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>(Org_Act) ,and p(0.000) ,were significant, and (R_M_P) ->(Org_Act) ,and p(0.000) were 

significant. 

Table 4.11 shows the path coefficients with t values and p values. 

 Original 

Sample 

(O) 

Sample 

Mean (M) 

Standard 

deviation(STDEV) 

T-Statistics 

(O|STDEV) 

P value 

Vul- 

 

>Mgt_d 

0.596 0.592 0.091 6.580 0.000 

Vul->DE 0.437 0.433 0.098 4.480 0.000 

Thr- 

 

>Mgt_d 

0.368 0.373 0.098 3.760 0.000 

Thr->DE 0.315 0.319 0.094 3.351 0.000 

Mgt_d- 

 

>Unxch 

0.928 0.930 0.018 52.555 0.000 

Unxch- 

 

>DE 

0.237 0.234 0.092 2.572 0.010 

DE- 

 

>R_M_P 

0.861 0.859 0.034 4.307 0.000 

       

DE- 

 

>Org_Act 

1.146 0.146 0.034 4.307 0.000 

R_M_P- 

 

>Org_Act 

0.852 0.827 0.032 26.938 0.000 
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 The table shows that the path coefficients are as follows: (Vul)-> (DE), (Vul)-> (Mgt_d), 

(Unxch)->(DE),(Thr)->(Mgt_d),(R_M_P)->(Org_Act),(Mgt_d)->(Unxch),(DE)>(R_M_P),(DE)-

> (R_M_P),(DE)-> (Org_Act) are significant for SoE attacks and prevention techniques in digital 

evidence -based solutions. The hypothesis that the path equals zero was rejected, if the confidence 

interval for an estimated path coefficient did not include zero, it would be assumed that the effect 

was significant. In other words, a null hypothesis (path coefficient zero), in the population was 

rejected at a given level α, if the corresponding (1-α) bootstrap confidence interval did not include 

zero or a significant effect.  

Table 4.12 Confidence intervals 

 Original 

Sample 

(O) 

Sample 

Mean (M) 

2.5% 97.5% 

Vul- 

 

>Mgt_d 

0.596 0.592 0.417 0.772 

Vul->DE 0.437 0.433 0.248 0.636 

Thr- 

 

>Mgt_d 

0.368 0.373 0.168 0.546 

Thr->DE 0.315 0.319 0.121 0.489 

Mgt_d- 

 

>Unxch 

0.928 0.930 0.893 0.962 

Unxch- 

 

>DE 

0.237 0.234 0.064 0.425 

DE- 

 

>R_M_P 

0.861 0.859 0.787 0.915 
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DE- 

 

>Org_Act 

1.146 0.146 0.075 0.209 

R_M_P- 

 

>Org_Act 

0.852 0.827 0.792 0.916 

 

By observing at the significance level, we found that in the relationship (Vul)->(Mgt_d). For a 

probability error (significance level of 5%), the confidence interval has a lower bound of 0.417 

and an upper bound of 0.772 . Another observation revealed that (Vul)->(DE). For a probability 

error (significance level of 5%), the confidence interval has a lower bound of 0.248 and an upper 

bound of 0.636. Found that (Thr)->(Mgt_d), p (0.000), for a probability error (significance level 

of 5%), the confidence interval has a lower bound of 0.168 and an upper bound of 0.546. For (Thr)-

>(DE), p (0.000), for a probability error (significance level of 5%), the confidence interval has a 

lower bound of 0.121 and an upper bound of 0.489. For (Mgt_d)->(Unxch), p (0.000), for a 

probability error (significance, 5%), and a confidence interval error (significance level of 5%), the 

confidence intervals have a lower bound of 0.893 and an upper bound of 0.962. For (Unxch)-

>(DE), p (0.000), for a probability error (significance level of 5%), the confidence interval has a 

lower bound of 0.064 and an upper bound of 0.415. For (DE)->(R_M_P), p (0.000), for a 

probability error (significance level of 5%), the confidence interval has a lower bound of 0.787 

and an upper bound of 0.915. For (DE)->(Org_Act), p (0.000), for a probability error (significance 

level of 5%), the confidence interval has a lower bound of 0.075 and an upper bound of 0.209. For 

(R_M_P) -> (Org_Act), for a probability error (significance level of 5%), the confidence interval 

has a lower bound of 0.792 and an upper bound of 0.916 above analysis revealed that all of the 

confidence intervals of the relationships did not all fall within zero. Based on the t- value, and p- 

value, we can summarize the hypothesis testing.  

Table 4.13Results of hypothesis testing     
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 Relationship 

between 

construct 

t-value p-value Confidence 

Interval 

Findings 

H1 (Vul)- 6.580 0.000 (0.417- H1 

 
>(Mgt_d) 

  
0.772) supported 

H2 (Vul)->(DE) 4.480 0.000 (0.248- H2 

    
0.637) supported 

H3 (Thr)- 3.760 0.000 (0.168- H3 

 
>(Mgt_d) 

  
0.546) supported 

H4 (Thr)->(DE) 3.351 0.001 (0.121- H4 

    
0.489) supported 

H5 (Mgt_d)- 52.555 0.000 (0.893- H5 

 
>(Unxch) 

  
0.962) supported 

H6 (Unxch)- 2.572 0.000 (0.064- H6 

 
>(DE) 

  
0.415) supported 

H7 (DE)- 25.932 0.000 (0.787- H7 

 
>(R_M_P) 

  
0.915) supported 

       

H8 (DE)- 

 

>(Org_Act) 

4.307 0.000 (0.075- 

 

0.209) 

H8 

 

supported 

H9 (R_M_P)- 

 

>(Org_Act) 

26.938 0.000 (0.792- 

 

0.916) 

H9 

 

supported 
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 Note: - Significance at 0.05 (2-tailed) 

 The indirect effects of Thr on Mgt_d on Unxch were the product of the path coefficient 

(mediation path 1).Thr on Mgt_d on Unxch on DE were the product of the path coefficient of 

(mediation path 2); , Thr on DE on R_M_P were the path coefficient  (mediation path 3); , Thr on 

Mgt_d on Unxch on DE on R_M_P were the path coefficient  (mediation path 4), Thr on DE on 

Org_Act were the path coefficient of (mediation path 5), Thr on DE on R_M_P on Org_Act were 

the path coefficient (mediation path 6) and Thr on Mgt_d on Unxch on DE on R_M_P on Org_Act 

were the path coefficient ( mediation path 7).Similarly , the indirect effects of Vul on Mgt_d on 

Unxch were products of the path coefficient (mediation path 1) , Vul on Mgt_d on Unxch on DE 

were products of the path coefficient (mediation path 2) , Vul on DE on R_M_P were the path 

coefficient (mediation path 3) , Vul on Mgt_d on Unxch on DE on R_M_P were the path 

coefficient of (mediation path 4) , Vul on DE on Org_Act were the path coefficient of (mediation 

path 5), and Vul on DE on R_M_P to Org_Act are the path coefficients (mediation path 6), and 

Vul to Mgt_d to Unxch to DE to R_M_P to Org_Act are the path coefficients (mediation path 7). 

However , Mgt_d to Unxch to DE were path coefficients of (mediation path 1), Mgt_d to Unxch 

to DE to R_M_P were path coefficients of (mediation path 2), Mgt_d to Unxch to DE to Org_Act 

were path coefficients of (mediation path 3) , and Mgt_d to Unxch to DE to R_M_P to Org_Act 

were path coefficients of (mediation path 4). Whereas Unxch to DE to R_M_P were path 

coefficients of (mediation path 1), Unxch to DE to Org_Act were path coefficients of (mediation 

path 2), and Unxch to DE to R_M_P to Org_Act were path coefficients of (mediation path 3). 

Hence, DE to R_M_P to Org_Act were path coefficients of (mediation path 1). To test the 

significance of the indirect effect, the researcher used the bootstrap results. 

Table 4.15 shows the specific indirect effects.   

 Original 

 

Sample(O) 

Sample 

 

Mean(M) 

Standard 

 

deviation(STDEV) 

T 

 

Statistics 

p – value 

Thr- 

 

>Mgt_d- 

 

>Unxch 

0.342 0.346 0.094 3.616 0.000 
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Thr- 

 

>Mgt_d- 

0.081 0.086 0.047 1.725 0.085 

        

>Unxch- 

 

>DE 

     

Thr->DE- 

 

>R_M_P 

0.271 0.277 0.085 3.192 0.002 

Thr- 

 

>Mgt_d- 

 

>Unxch- 

 

>DE- 

 

>R_M_P 

0.070 0.073 0.040 1.735 0.083 

Thr- 

 

>Mgt_d- 

 

>Unxch- 

 

>DE- 

 

>Org_Act 

0.012 0.013 0.007 1.587 0.113 

Thr->DE- 

 

>Org_Act 

0.046 0.047 0.018 2.505 0.013 

Thr->DE- 

 

>R_M_P - 

 

> Org_Act 

0.231 0.236 0.073 3.161 0.002 
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Thr- 

 

>Mgt_d- 

 

>Unxch- 

 

>DE- 

0.059 0.063 0.034 1.730 0.084 

       

>R_M_P- 

 

>Org_Act 

     

Vul- 

 

>Mgt_d- 

 

>Unxch 

0.553 0.552 0.084 6.606 0.000 

Vul- 

 

>Mgt_d- 

 

>Unxch- 

 

>DE 

0.131 0.132 0.053 2.456 0.014 

Vul->DE- 

 

>R_M_P 

0.376 0.366 0.088 4.276 0.000 

Vul- 

 

>Mgt_d- 

 

>Unxch- 

 

>DE- 

 

>R_M_P- 

 

>Org_Act 

0.096 0.097 0.039 2.435 0.015 
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Vul- 

 

>Mgt_d- 

 

>Unxch- 

 

>DE-- 

 

>Org_Act 

0.019 0.017 0.009 2.207 0.028 

       

Vul->DE- 

 

>Org_Chr 

0.064 0.062 0.021 3.055 0.002 

Vul->DE- 

 

>R_M_P- 

 

>Org_Act 

0.320 0.312 0.075 4.235 0.000 

Vul- 

 

>Mgt_d- 

 

>DE- 

 

>R_M_P- 

 

>Org_Act 

0.096 0.097 0.039 2.435 0.015 

Mgt_d- 

 

>Unxch- 

 

>DE 

0.220 0.226 0.093 2.364 0.018 

Mgt_d- 

 

>Unxch- 

 

>DE- 

 

>R_M_P 

0.189 0.193 0.080 2.375 0.018 
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Mgt_d_- 

 

>Unxch- 

 

>DE- 

 

>Org_Act 

0.032 0.033 0.015 2.106 0.036 

Mgt_d- 

 

>Unxch- 

0.161 0.165 0.068 2.359 0.019 

       

>DE- 

 

>R_M_P- 

 

>Org_Act 

     

Unxch- 

 

>DE- 

 

>R_M_P 

0.204 0.207 0.084 2.419 0.016 

Unxch- 

 

>DE- 

 

>Org_Act 

0.035 0.033 0.016 2.141 0.033 

Unxch- 

 

>DE- 

 

>R_M_P - 

 

>Org_Act 

0.174 0.177 0.072 2.402 0.017 

DE- 

 

>R_M_P- 

 

>Org_Act 

0.733 0.738 0.040 18.413 0.000 
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 After testing the indirect effect with a bootstrapping procedure, we similarly tested the 

significance of the direct effect on a path coefficient. 

Table 4.16: Direct effect values. 

 Original 

 

Sample(O) 

Sample 

 

Mean(M) 

Standard 

 

deviation(STDEV) 

T Statistics p – value 

Thr- 

 

>Mgt_d 

0.368 0.370 0.108 3.396 0.001 

Thr->DE 0.315 0.312 0.092 3.423 0.001 

Vul- 

 

>Mgt_d 

0.596 0.598 0.102 5.864 0.000 

Vul->DE 0.437 0.434 0.099 4.426 0.000 

Mgt_d- 

 

>Unxch 

0.928 0.931 0.016 56.420 0.000 

Unxch- 

 

>DE 

0.237 0.243 0.094 2.529 0.012 

DE- 

 

>R_M_P 

0.861 0.863 0.033 26.278 0.000 

DE- 

 

>Org_Act 

0.146 0.144 0.036 4.038 0.000 

R_M_P- 

 

>Org_Act 

0.852 0.855 0.034 25.206 0.000 

 

Table 4.17 Confidence interval bias corrected 
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 Original 

 

Sample(O) 

Sample 

 

Mean(M) 

Bias 2.5% 97.5% 

Thr->Mgt_d 0.368 0.370 0.002 0.105 0.501 

Thr->DE 0.315 0.312 -0.003 0.150 0.504 

Vul->Mgt_d 0.596 0.598 -0.000 0.417 0.834 

Vul->DE 0.437 0.434 -0.000 0.413 0.828 

Mgt_d- 

 

>Unxch 

0.928 0.931 0.003 0.885 0.954 

Unxch->DE 0.237 0.243 0.006 0.072 0.428 

DE- 

 

>R_M_P 

0.861 0.863 0.002 0.769 0.912 

DE- 

 

>Org_Act 

0.146 0.144 -0.003 0.078 0.226 

R_M_P- 

 

>Org_Act 

0.852 0.855 0.003 0.777 0.914 

       

 Mediation implies a situation in which a third variable could explain the effect of the 

independent variable on the dependent variable better (Joseph F. et al.,2019). For example , in the 

SoE, attacks and prevention technique in a digital evidence -based solution model , the SoE attack 

risks such as the risk of the SoE attacking ,threats, the risk of the SoE attacking vulnerability, the 

risk of the SoE attacking management defects, the risk of the SoE attacking unexpected change in 

management , and the risk of the SoE attacking digital evidence influenced by risk management 

practices for the prevention technique of SoE attacks (R_M_P) were endogenous latent variables 

that had dual relationships, both as independent and dependent relationships. This was the 

dependent construct because SoE attack risk influences risk management practices for the 
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prevention technique of SoE attacks (R_M_P). Therefore, the risk management practice for the 

prevention technique of SoE attacks (R_M_P) was a possible mediator between SoE attack risks 

and Organizational Activities (Org_Act). The diagram shows the central factor in this model of 

specific effects with both constructs. 

 

 

 

 

 

 

 

Figure 4.2 The mediating effect of the Model 

 In the diagram, the intervening process (mediating effect) is modeled as a risk 

management practice for the prevention technique of SoE attacks (R_M_P), and the other words, 

risk management practice (R_M_P) is a mediating variable. A change in the exogenous construct 

resulted in a change in the mediator variable, which in turn changed the endogenous construct. 

Direct effects were defined as the relationship connecting two constructs with a single arrow. 

Therefore, the direct effect p3 between SoE attack risks (such as Thr, Vul , Mgt_d, Unxch, DE) 

and Organizational Activities (Org_Act). Analyzing the strength of the mediating variable 

relationships with other constructs allowed the researcher to understand the cause. Effect 

relationship between an exogenous construct (Org_Act) and an endogenous construct (Vul, Thr, 

Mgt_d, Unxch, DE) and (R_M_P). According to Zhao, Lennch and Chen (2010), there are three 

types of mediation.: 1) complementary mediation, 2) competitive mediation, and 3) indirect 

mediation. For complementary mediation, both the indirect effect and direct effect were significant 

and pointed in the same direction. Conversely, competitive mediation occurs when the indirect 

effect and direct effect are significant but not in the opposite direction. The indirect effect was only 

mediation was when the indirect effect was significant, but the direct effect was not significant. 
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Table 4.18 The direct and indirect effects of SoE attacks and prevention techniques on digital 

evidence based solutions. 

 dire 

ct 

effe 

ct 

95% 

 

confide 

nce 

interval 

of 

direct 

effect 

T- 

 

valu 

e 

Sig. 

p<0.0 

5? 

Indir 

ect 

effect 

95% 

 

confide 

nce 

interval 

effect 

T- 

 

valu 

e 

P – 

 

val 

ue 

Indi 

rect 

effec 

t 

Sig. 

Dir 

ect 

effe 

ct 

Sig. 

Conclusion 

Thr- 

>Mgt_ 

d- 

0.36 

8 

(0.105- 

0.541) 

3.39 

6 

0.001 0.342 (0.098- 

0.512) 

3.32 

5 

0.0 

01 

Yes Yes Partial 

Mediation 

         

>Unxc 

h 

           

Thr- 

>Mgt_ 

d- 

>Unxc 

 

h->DE 

0.31 

5 

(0.143- 

0.501) 

3.42 

3 

0.000 0.081 (0.017- 

0.183) 

1.78 

0 

0.0 

76 

No Yes Full 

Mediation 

Thr- 

>DE- 

 

>R_M 

_P 

0.86 

1 

(0.791- 

0.919) 

26.2 

78 

0.000 0.271 (0.122- 

0.420) 

3.41 

5 

0.0 

01 

Yes Yes Partial 

Mediation 



129 
 

Thr- 

>Mgt_ 

d- 

>Unxc 

h- 

>DE- 

>R_M 

 

_P 

0.23 

7 

(0.076- 

0.443) 

2.52 

9 

0.012 0.070 (0.014- 

0.158) 

1.77 

1 

0.0 

77 

No Yes Full 

Mediation 

Thr- 

>Mgt_ 

d- 

>Unxc 

h 

0.36 

8 

(0.105- 

0.541) 

3.39 

6 

0.001 0.342 (0.098- 

0.512) 

3.32 

5 

0.0 

01 

Yes Yes Partial 

Mediation 

Thr- 

>Mgt_ 

d- 

0.31 

5 

(0.143- 

0.501) 

3.42 

3 

0.000 0.081 (0.017- 

0.183) 

1.78 

0 

0.0 

76 

No Yes Full 

Mediation 

        

>Unxc 

h->DE 

           

Thr- 

>DE- 

>R_M 

 

_P 

0.86 

1 

(0.791- 

0.919) 

26.2 

78 

0.000 0.271 (0.122- 

0.420) 

3.41 

5 

0.0 

01 

Yes Yes Partial 

Mediation 
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Thr- 

>Mgt_ 

d- 

>Unxc 

h- 

>DE- 

 

>R_M 

 

_P 

0.23 

7 

(0.076- 

0.443) 

2.52 

9 

0.012 0.070 (0.014- 

0.158 

1.77 

1 

0.0 
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No Yes Full 

Mediation 

Thr- 
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Act 
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(0.070- 

0.215) 

4.03 

8 

0.000 0.012 (0.002- 

0.028) 
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8 

0.0 

97 
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Mediation 

Thr- 

>DE- 
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Act 
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6 

(0.070- 
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0.000 0.046 (0.018- 
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0 
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12 

Yes Yes Partial 

Mediation 

Thr- 

>DE- 

0.85 

2 

(0.777- 

0.914) 

25.2 

06 

0.000 0.231 (0.104- 

0.374) 

3.37 

4 

0.0 

01 

Yes Yes Partial 

Mediation 

        

>R_M 

_P- 

>Org_ 

Act 
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>Mgt_ 
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_P- 

>Org_ 

Act 

0.85 

2 

(0.777- 

0.914) 

25.2 

06 

0.000 0.012 (0.003- 

0.031) 
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4 

0.0 

97 

Yes No Full 

Mediation 

Vul- 

>Mgt_ 

d- 

>Unxc 

 

h 

0.59 

6 

(0.417- 

0.828) 

5.86 

4 

0.000 0.553 (0.388- 
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7 

0.0 

00 

Yes Yes Partial 

Mediation 

Vul- 

>Mgt_ 

d- 

>Unxc 

h->DE 

0.92 

8 

(0.885- 

0.912) 

56.4 

20 

0.000 0.313 (0.045- 

0.235) 
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5 
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Mediation 
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Vul- 

>Mgt_ 

d- 

>Unxc 

h- 

>DE- 

 

>Org_ 

Act 

0.14 

6 

(0.077- 

0.205) 

4.37 

7 

0.000 0.019 (0.006- 

0.042) 

2.24 

9 

0.0 

25 

Yes Yes Partial 

Mediation 

Vul- 

>Mgt_ 

d- 

>Unxc 

h- 

>DE- 

 

>R_M 

 

_P- 

>Org_ 

Act 

0.23 

7 

(0.071- 

0.434) 

2.61 

6 

0.009 0.096 (0.030- 

0.187) 

2.39 

4 

0.0 

17 

Yes Yes Partial 

Mediation 

Vul- 

>DE- 

>Org_ 

Act 

0.43 

7 

(0.241- 

0.626) 

4.58 

8 

0.000 0.064 (0.028- 

0.106) 

3.15 

1 

0.0 

02 

Yes Yes Partial 

Mediation 

Vul- 

>DE- 

 

>R_M 

 

_P- 

>Org_ 

Act 

0.85 

2 

(0.795- 

0.915) 

27.5 

55 

0.000 0.320 (0.179- 

0.472) 

4.38 

5 

0.0 

00 

Yes Yes Partial 

Mediation 
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Vul- 
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55 
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Mediation 
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h- 

>DE- 

>R_M 

 

_P 

0.23 

7 

(0.071- 
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10 
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Mgt_d 

- 

 

>Unxc 

h- 

>DE- 
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7 
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0.434) 
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21 

Yes Yes Partial 

Mediation 
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Unxch 

->DE- 
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 The indirect effects were defined as the sequence of relationships that involved at least 

one intervening construct, as shown in the diagram. Here, the indirect effect p1.p2 represents the 

mediating effect of the risk management practice construct (R_M_P) on the relationship between 

SoE attack risk (Vul, Thr, Mgt_d, Unxch, DE) and Organizational Characteristics (Org_Act).From 

the observation, it was shown that Thr->Mgt_d->Unxch->DE >Mgt_d->Unxch->DE->R_M_P-> 

Org_Act were fully mediated. This means that the independent variable Organizational Activities 

(Org_Act) did not have a significant effect on the dependent variables after the inclusion of the 

mediation variables.However, another effect showed that it had partial mediation. The independent 

variable Organizational Activities (Org_Act) has a significant effect on the dependent variables 

after the inclusion of the mediation variables. 

4.5 :Moderator variable for the Model 

 The moderator variable could change the strength of the relationship between the 

exogenous and endogenous latent variables. 
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Figure 4.3: Moderating effect of the research model 

Table 4.19 Moderating effect values 

 Original 

 

Sample(O) 

Sample 

 

Mean(M) 

2.5% 97.5% 

DE->Org_Act 0.150 0.148 0.083 0.215 

DE->R_M_P 0.861 0.860 0.797 0.915 

Mgt_d->Unxch 0.928 0.931 0.897 0.958 

Moderating 

Effect 

>Org_Act 

0.008 0.007 0.019 0.024 

R_M_P 

 

>Org_Act 

0.857 0.858 0.796 0.913 

Thr->DE 0.315 0.316 0.142 0.483 

Thr->Mgt_d 0.368 0.364 0.149 0.550 
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Unxch->DE 0.237 0.241 0.077 0.425 

Vul->DE 0.437 0.432 0.234 0.625 

Vul->Mgt_d 0.596 0.601 0.421 0.802 

       

 The moderating effect provides evidence that, risk management is necessary for 

preventing SoE attacks in organizations. An exploratory analysis digs deeper into the risk 

management practices for preventing SoE attacks in organizations. A quantitative approach was 

used to explore these issues, as this method allows the inner experience of the participants to be 

captured, to determine how meanings are formed, rather than merely through testing variables. 

The method is often used when the researcher is interested in obtaining detailed and rich 

knowledge on specific phenomena, particularly in an area where the researcher has little 

information or knowledge of the research problem. Perhaps, an exploratory design is highly useful 

for discovering new relationships, patterns, themes and ideas in research problems. An exploratory 

analysis examined risk management practices for preventing SoE attacks in Malaysian 

organizations through a qualitative content analysis method. The same method was successfully 

employed by other researchers for discovering and creating new knowledge in the field. This 

approach is defined as a research technique for making replicable and valid inferences from texts 

to the context of their use. Content analysis was selected to help meet the fourth objective of the 

study, for example, to develop an information security framework for preventing SoE attacks. This 

exploratory study also assessed how organizations manage SoE attack risk in the organization, an 

in- semi structured method was used to distribute the questionnaire and further investigate the 

empirical results. The exploratory analysis is described in greater detail in the subsequent section. 

The exploratory analysis employed a qualitative research approach and focused on semi structured 

methods. Semi structured methods were used in eight (8) organizations. Three steps were involved 

in this technique. The step involved reading all the transcripts several times to gain understanding 

of the data and its actual meaning so that similarities and differences could be identified. The 

second step involved an in-depth semi structured method involving the use of a distributed 

questionnaire, which enabled the researcher to identify similarities and differences . The content 

analysis was conducted manually throughout the process of identifying, coding and categorizing 

responses. The text representing the different categories and themes was highlighted and tabulated 
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so that these were unambiguous and clearly defined. The final step involved refining and finalizing 

the theme. This was done by grouping relevant concepts. These categories and sub categories were 

subsequently rechecked.  

Figure 4.4 illustrates the steps applied in this study. 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.4: Exploratory Study Activities 

 To obtain deeper insights into SoE attack risk management practices in organizations. A 

semi structured method was used to distribute the questionnaires to eight organizations. The 

organizations involved in this semi structured process included various organizations, such as 

education sectors, the health care sector, banking and government agencies. The managers as and 

administrative employees were involved in these semi structured procedures; their ages ranged 

from 28 to 55 years, and they were experienced in awareness of the risks of SoE attacks in the 

organization. To avoid bias and to protect anonymity, these organizations are referred to as 

organizations A, B, C, D, E, F, G, and H. The focus group semi structured approach was used in 

various organizations by distributed relevant questionnaires. The purpose of the semi structured 

approach was to explore in- depth the management and operational practices for the prevention of 
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risk from SoE attacks in organizations. Eight (8) focus groups of SoE attack risk awareness experts 

were semi structured to explore issues arising from the empirical study conducted earlier. The semi 

structured sessions were performed via a distributed relevant questionnaire on four (4) main risk 

management practices for the prevention of SoE attacks in the organization. Further investigation 

also highlighted the organizational practices of SoE attack risk studies before the implementation 

of the actual risk management practices for preventing SoE attacks. The exploratory analysis 

covered four (4) phases of SoE attack risk management practices. The issues and challenges of 

each phase faced by these organizations were analyzed as input for developing the initial 

framework (prevention technique of SoE attacks). Furthermore, the exploratory content analysis 

results regarding the organization’s preliminary risk management practices for preventing SoE 

attacks were also discussed. The detailed analysis is reported in the next section. 

 Semi structured methods were used to investigate key practices during the SoE attack 

risk identification phase. Five organizations thoroughly practiced identifying the SoE attacks ofon 

digital evidence. Moreover, the other three organizations (A, B and C) partially practiced the 

identification phase of SoE attacks of digital evidence in the organizations. The analysis showed 

that all the organizations identified the SoE attack risks of digital evidence. Organizations A, B, 

C, D and E thoroughly identified the prevention technique of SoE attacks for saving their digital 

evidence, while organizations F, G and H were inconsistent in their practice of this. The 

inconsistency of these practices was attributed to human resources and time limitations. Another 

key activity was preparing proposals for SARM to the organization. Only three originations (B, G 

and H) claimed that they thoroughly practice this key activity. Managers and SoE attack risk 

awareness experts from organizations (A, F and G) said that they did not perform such activities 

about prepared proposals for SARM. Unfortunately, the other two organizations (C and D) did not 

conduct this activity at all. Managers and Senior Managers of the SoE attack risk awareness experts 

at organizations A, C, G, H and I partially practiced identification of related key components to 

the organizational evaluation of SARM proposal activities during the implementation of the 

prevention techniques for SoE attacks. The other organizations practiced this key activity since 

some of the key infrastructures were equipped with intelligent capabilities that made it difficult to 

manage the risk of the SoE attacking. In a semi structured way, most of the organizations claimed 

that they practice the identify the current security policies, standards and procedures for 

implementation. This was most important because some SoE attack risks can be prevented through 
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appropriate security policies and the implementation of good information security management 

practices and procedures. Organizations A, B, C, D, E and F claimed that they do not have activity 

toward senior manager designate employees for risk management practice. They believed that this 

approach enabled senior management to gain a clear understanding of SoE attack risks in the 

organization. This proposal also minimizes the risk of SoE attack in organizations. 

 Finally, only organizations A, D and E reported that the SoE attack risk awareness 

practice was conducted. Despite having prepared for the necessary training, the other organizations 

did not directly report the completed SoE attack risk awareness to their outsider attackers. 

However, risk profiles were used among managers and SoE attack risk awareness experts in 

managing and mitigating SoE attack risks in organizations. Table 4.20 summarizes the results of 

the content analysis extracted from the semistructured method. The focus group was on activities 

conducted during the SoE attack risk identification phase. Three categories were used as indicators 

to classify risk management practices for the prevention of SoE attacks: ‘Yes’ for the activities/ 

tasks conducted; ‘Partial’, for the activities / tasks partially conducted; and ‘No’, for the 

nonconductors of activities/ tasks. 

Table 4.20: Content analysis for the social engineering attack risk identification phase 

Social engineering 

attacking risk 

identification 

phase: For the risk 

management 

practice for the 

prevention 

technique of SoE 

attacks in the 

organizations 

semi structured way was used of focus groups by distributed 

relevant questionnaire 
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 A B C D E F G H 

1. Identify 

preliminary study 

for SoE attacking 

risk. 

Partial Partial Partial Yes Yes Yes Yes Yes 

2. Preparing 

 

proposal of list of 

No Yes No No No No Yes Yes 

       

SoE attacking 

 

risks. 

        

3. Senior 

Management 

Evaluating the 

Proposal of the list 

of SoE attacking 

risk. 

Partial Yes Partial Yes Yes Partial Partial Partial 
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4. Senior 

Management 

designate 

organization’s staff 

to responsible for 

the entire stages of 

SoE attacking risks 

study , work 

together with SoE 

attacking risk 

awareness team 

members. 

No No No Yes No No Partial No 

5. Defining SoE 

attacks and its 

awareness to each 

Yes Partial Partial Yes Yes Partial Partial Partial 

       

team member roles 

and responsibilities 

for the entire 

process of study. 
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6. Conducting a 

necessary training 

or work shop to the 

awareness of SoE 

attacking risks to 

the team on the 

process or 

procedure involved 

implementing the 

framework . 

Yes Partial Partial Partial Yes Yes Partial Partial 

7. Setting scope of 

evaluation for SoE 

attacking risk 

management Study 

for the prevention 

technique of SoE 

attacks (Evaluation 

scope for digital 

evidence). 

No Partial Partial Partial Partial No Partial No 
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8. Describing and 

defining SoE 

attacking risk 

evaluation (human, 

process, 

technological risk 

related in the 

organization). 

No No Yes No No No Yes Partial 

9. Describing and 

defining scope of 

SoE attacking risks 

such as (threats, 

vulnerability, 

management 

defects , 

unexpected change 

and digital 

evidence). 

Partial Partial Partial Partial Partial Yes Yes Partial 

10. Describing and 

defining scope of 

SoE attacking risks 

treatment , 

protection strategy, 

Partial Yes Yes Partial Partial Partial Yes Partial 
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mitigation plan and 

activities plan to 

manage the 

prevention 

technique of SoE 

attacking risk. 

        

 

 Identification of SoE attack risk begins with identifying how organizational digital 

evidence is protected from SoE attacks. Semi structured methods were used by most of the 

organizations that conducted this activity. It was found that all the respondents identified the risk 

of the SoE attacking their organization. These SoE attack risks were classified into three categories 

(technology, human, process). The majority of the respondents identified digital evidence security 

requirements during this phase, producing a narrative description of the potential impact of SoE 

attack risks on the organization. Another group was sometimes unable to produce these narrative 

descriptions due to constraints in terms of the expertise and criticalness of the organizations, while 

some organizations did not produce the descriptions altogether. Moreover, the process of 

identifying key infrastructure components related to the organizational digital evidence, such as 

software, hardware, networking or communication media, was conducted by all respondents. The 

majority of the respondents identified current security policies, practices and procedures for their 

organizations, whereas some of the respondents prepared SoE attack risk profiles for 

organizational while most of them did not do so. The remaining prepared SoE attack risk profiles 

were only available when needed. At the end of this phase, the SoE attack risk profiles need to be 

reported to experts. The exploratory analysis concluded that most of the organizations practiced 

these key activities. As such, these key activities are recommended during the SoE attack risk 

identification phase. Additionally, participation from internal and external service provider staff 

was found to be crucial for reducing miscommunication among team members involved in 

organizational activities. 
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 Semi structured methods were used to investigate the risk analysis phase preventing SoE 

attacks. The semi structured approach revealed the key activities conducted during this phase. The 

key activities identified from the exploratory study were as follows: 

-Reviewing Organizational daily activity. Preparing a proposal of a list of SoE attack risks. 

-Discussing and identifying SoE attacking risks attack risk issues or areas of concern. 

-Creating awareness practices regarding SoE attacks. 

-Defining   SoE   attacks   and their awareness   of each team member’s roles   and responsibilities 

for the entire process of study. 

-Creating a vulnerability profile for digital evidence. 

-Creating a threat profile for digital evidence.  

-Creating a management defect profile for digital evidence. 

-Creating an unexpected change profile for digital evidence. 

-Creating an SoE attack risk from a digital evidence profile. 

-Compelling and consolidating digital evidence, and security requirements to produce SoE attack 

risk descriptions. Organizations A, C and H reviewed the value of SoE attacks on digital evidence 

and thoroughly identified digital evidence related to organizational activities. Organization A 

partially conducted this activity, while two organizations (C and H) also conducted it altogether. 

Despite this, the two organizations also agreed that reviewing the value of SoE attacking risks on 

digital evidence was vital during the analysis of SoE attacking risks. Organization B claimed that 

they did not prepare any reviews for the prevention technique of SoE attacks or the current value 

for organizational impact despite the identification of the organizational impact. Conversely, 

organizations D, E, F and G did not establish the current value for organizational impact. This 

approach was deemed crucial for risk treatment planning to mitigate associated risks. No 

organizations partially conducted this key activity due to several constraints on expertise, human 

resources and time. The analysis revealed that establishing the current value in measuring the 

probability of an SoE attacking risk was conducted by organizations C, D and E. Organizations F 

and G partially conducted this key activity, while organizations A, B and H did not conduct this 
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key activity during the SoE attack risk analysis phase. All the organizations were semi structured 

in prioritizing the review of SoE attack risks based on the nature of the risk and the organization’s 

general tolerance for the risk during the SoE attack risk analysis phase. Moreover, organizations 

D and E determined the mitigation approach to minimize the probability of the SoE attacking risk 

and impacting the organization. The semi structured approach revealed that organizations C, F, G 

and H only conducted this key activity only partially. Unfortunately, organizations A and B did 

not conduct this key activity during the SoE attack risk analysis phase. However, they claimed that 

the mitigation approach was conducted during risk mitigation planning. Another key activity 

during the SoE attack risk analysis phase was to discuss the SoE attack risk issues, with sufficient 

guidance to set and revise mitigation priorities. Organizations A, B, D, F, G and H did partially 

conduct this key activity, while organization H only conducted it partially. Only organizations C 

and E conducted this key activity. Managers and information security experts from organization F 

stated that prioritization of risk mitigation should be conducted with full participation of all team 

members. A final key activity conducted during the SoE attack risk awareness phase was creating 

the SoE attack risk profile in the context of organizational needs. Organizations A, D and E 

conducted this activity almost entirely organizations B, C and D partially conducted this activity 

because of resource and time constraints. Table 4.21 summarizes the results of the content analysis 

extracted from the focus group in a semi structured way on activities conducted during the SoE 

attack risk analysis phase in the organization. Three categories were used to classify the practices 

of risk management of prevention techniques for SoE attacks in this exploratory study. Three 

categories were used to classify the practices of SoE attack risk management in the organization 

in this exploratory study. ‘YES’ for the activities/ tasks conducted; ‘Partial’, for activities / tasks 

partially conducted; and ‘No’ for the no conducting of activities/ tasks. 

Table 4.21 Content analysis for the social engineering attack risk analysis phase. 
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Social engineering 

attacking risk 

analysis phase: 

the risk management 

practice for the 

prevention technique 

of SoE attacks in the 

organizations 

Semi structured way of focus groups by distributed relevant 

questionnaire 

 A B C D E F G H 

1. Reviewing 

Organizational daily 

activity. 

Yes No Yes No No No No Yes 

2. Discussing and 

Identify SoE 

Partial Partial Yes Partial Yes Partial Partial Partial 

       

attacking risks issues 

 

or areas of concerns. 

        

3. Creating awareness 

practice regarding 

SoE attacks . 

No No Yes No No Partial Partial No 

4. Creating 

Vulnerability Profile 

for digital evidence. 

Yes Yes No No Yes No No Yes 
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5. Creating Threat 

Profile for digital 

evidence. 

No No No Yes No Partial Partial No 

6. Creating 

management defects 

profile for digital 

 

evidence. 

No Partial Yes No Yes No No No 

7. Creating 

unexpected change 

profile for digital 

evidence. 

Partial No No No Yes No Partial No 

8. Creating SoE 

attacking risk of 

digital evidence 

profile. 

Partial No No No Yes No Partial No 

       

9. Compelling and 

consolidating digital 

evidence, security 

requirement, to 

produce SoE 

attacking risks 

description. 

Yes No No No Yes No Yes No 
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The exploratory analysis concluded that most of the organizations practiced the nine (9) Key 

activities during the SoE attack risk analysis phase. Therefore, these nine (9) key activities are 

recommended during this phase. 

 The analysis results and highlights the importance of identifying SoE attack risks, such 

as the risk of SoE attack threats, the risk of SoE attack vulnerabilities, the risk of SoE attack 

management defects, the risk of SoE attack unexpected changes in management and the risk of 

SoE attack digital evidence. The association between risk management practices for preventing 

SoE attacks and organizational activities. In this research model, an advanced technique was used 

to access a complex higher-order model that has many relationships. Confirmatory factor analysis 

was performed, and both unobserved and observed variables were incorporated. Furthermore, the 

study measured each item and explained the variance by multiple regression. Drawing upon these 

findings, it was important that information security experts in organizations pay urgent attention 

to minimizing the risk of SoE attacks in organizations. In terms of strategy, risk management 

practices for preventing SoE attacks should be managed. An exploration of the associations 

between various SoE attack risks revealed that SoE attack risks and risk management practices for 

preventing SoE attacks were associated with organizational activities. The investigated the 

relationship between interest at the second -order level. Further investigation of the characteristics 

of both factor analysis and multiple regression helps researchers simultaneously examine both 

direct and indirect effects of independent and dependent variables. However, SoE attacks risks and 

prevention technique in a digital evidence -based solution model enabled us to investigate the 

indirect incorporation of unobserved variable measures by indicator variables. These methods also 

facilitate accounting for measurement errors in unobserved variables. The results highlight the 

need for Malaysian organizations to focus more on preventing SoE attacks. However, the 

organizational strategy for the risk management practices also identifies the impact and 

minimization of SoE attack risks in various organizations. The model focused on the prediction of 

a specific set of hypothesized, relationships between SoE attack risk and risk management 

practices and maximized the explained variance in the dependent variables. Moreover, the 

structural model displayed the relationship (path) between the constructs. The measurement model 

displayed the relationship between the constructs and indicator variables. 
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In addition, the chapter highlights and analyses the measurement latent variables by reflective and 

formative measurements. Hence, the objective of this research was to investigate the structural 

model and explain the target constructs. However, the estimated coefficients of the path model 

relationship maximize the R square values for the target endogenous constructs. However, the 

formative measurement indicators of this research model were assumed to be error free. However, 

the reflective measurements of this research model included error terms associated with each 

indicator, which was not the case for formative measurements. However, the indicators of these 

research model models were highly strongly correlated. The measurement error was considered at 

the item level, which was similar to what was the case in factor analysis. The indicators associated 

with the construct were strongly correlated with each other. However, the reliability and validity 

of the reflective measurement model were ensured measures and therefore provides support for 

the use of the suability and other inclusion path models for SoE attacks and prevention techniques 

in digital evidence -based solutions. Given these similarities, these findings ssuggest that there 

wereis enough evidence that the results of SoE attacks and prevention techniques in digital 

evidence -based solution models also exist in the population. Hence, the results were statistically 

significant. Research has shown that SoE attacks and risk management practices exist in various 

Malaysian organizations. 

 Fundamentally, the empirical findings suggest analyzing of the prevention technique of 

SoE attacks, which is vital for developing an information security framework for preventing SoE 

attacks. This was an exploratory study in which semistructured interviews were analyzed by 

various organizations to determine the impact of risk management practices on prevention 

techniques for SoE attacks. However, to analyze risk management practices for preventing SoE 

attacks in organizations, a distributed questionnaire was used for the focus group study. For 

t,security purposes, the organizational name would remain anonymous . This analysis was crucial 

for achieving the fourth objective of the study to develop an SoE attack risk management 

information security framework for the prevention technique of SoE attacks in the organization. 

Input obtained from multiple managers, employees and SoE attack risk awareness experts through 

a focus group in a semii- structured way enabled the exploration of the foundation of the 

framework. An exploratory study was also conducted to identify the key activities for each phase 

of SoE attack risk management that are appropriate for organizational activity. The semi- 

structured methods used were conducted with eight selected organizations and content analysis. 
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was conducted by using a distributed relevant questionnaire. Once the data were gathered, 

analyzed and tabulated for each, they were then compared and contrasted for a single analysis. In 

other words, a comparison of similar and diverse practices among the organizations was 

conducted. Overall, the organizations practiced almost all the phases of prevention techniques for 

SoE attack risk, such as SoE attack risk identification, SoE attack risk analysis, SoE attack risk 

treatment plan and SoE attack risk treatment plan implementation, and SoE attack risk monitoring 

and SoE attack risk control. However, there was divergence in the key activities practiced due to 

several factors, such as time constraints and the limited number of resources and experts. As a 

result, some organizations had to omit several key activities, such as providing guidance for 

weighting alternatives and allocating dedicated personnel to adjust the course of action plans and 

determining whether changing organizational conditions indicted the presence of new SoE attack 

risks. There is evidence to suggest that organizations are aware of this kind of SoE attack risk. 

However, there is no information security framework for preventing SoE attacks in the 

organizations. Therefore, implementing risk management for. preventing SoE attacks would 

minimize such attacks. An analysis of the risk management practices of the SoE as envisioned by 

managers and SoE experts in Malaysia revealed interesting results. Fundamentally, most of the 

organizations did not seriously consider how to manage the three risk factors for of SoE attacks. 

However, the organizations managed to establish plans to manage common SoE attack risks (SoE 

attack risk of threats, SoE attack risk of vulnerabilities, SoE attack risk of management defects in 

the organization, and SoE attack risk, risk of unexpected change in management, SoE attack risk 

of digital evidence), and this provides the basis for the development of an information security risk 

management framework for the prevention technique of SoE attacks in organizations. This study 

illustrated an emerging consensus on the importance of conducting preliminary work before 

implementing risk management for SoE attacks. It was also vital to obtain maximum support from 

top management to execute most key activities and provide sufficient information for preparing 

effective plans for managing SoE attack risks. Hence, it is recommended that some key activities 

during the preliminary work be conducted before the start of actual risk management processes 

involving SoE attacks. There is evidence that some organizations are conducting unique prevention 

techniques for SoE attack risk, with the main objective of minimizing the risk occurrence and 

impact on organizational business activities. However, since frameworks or standard guidelines 
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limited and since not all the risk management steps associated with SoE attacks were adhered to 

and considered appropriate, a dedicated risk management framework for SoE attacks was 

proposed. The results of the exploratory analysis, therefore, suggest that it is crucial and timely to 

develop an SoE attack risk management framework that incorporates step-by-step guidelines that 

can assist SoE risk awareness, experts and information security experts in making strategic 

decisions to reduce SoE attack risks in organizations. This approach can help managers and 

information security professionals mitigate SoE attack risks to fully exploit the benefits to of 

continuing organizational activities. The following sections will present and discuss the 

development of an information security framework for preventing SoE attacks. In view of the 

weakness and difficulties of current organizational practices, organizations must adopt strategic 

approaches for managing and mitigating SoE attack risks. 
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 Fortifying the Fortress: Strategies for Risk Management 
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5.1: Overview of Risk Management Framework 

Social Engineering Attacking Risks are the major concern for organizations, particularly 

when implementing organizational activities. Despite the benefits of risk management practices 

for preventing SoE attacks, such practices provide protection from digital evidence. Thus, the 

viability of the strategy is dependent upon the security measures taken to minimize the risk of SoE 

attacks. In that case, if these SoE attack risks are not effectively and appropriately managed, then 

the full benefits of organizational activity will not be reaped and may also cause unforeseen 

repercussions for organizational functions and business activities. Therefore, organizations need 

to have proper guidelines or an appropriate framework to assist them in managing SoE attack risks 

for preventing such attacks. However, from the previous chapter discussion, it was found that risk 

management practices are necessary for preventing SoE attacks, and the framework is the finest 

way to manage SoE attack risks during organizational activity. The findings, as discussed in 

Chapter IV, revealed five emerging SoE attack risks in the organization. This leads to the full 

exploitation of risk management practices for prevention technique of SoE attacks that benefit the 

organization. Meanwhile, the findings suggest that some organizations omit important steps in 

managing these emerging risks. The exploratory study discussed in Chapter IV also showed that 

most of the organizations did not practice the measures focused on these five emerging SoE attack 

risks. Current available approaches to managing SoE attack risks should be tailored according to 

these five emerging risks for organizational activity implementation. Hence, a unique information 

security risk management framework for preventing SoE attacks in organizations is proposed. The 

framework will concentrate on the steps required to improve the process of risk management 

practice for the prevention technique of SoE attacks in the organization. The proposed framework 

provides structured and step-by-step guidelines and chronological linkages between processes and 

activities for the prevention of SoE attacks in organizations. 

Various researchers have introduced their own methods to manage SoE attack risks. 

However, most of these studies are anecdotal and have empirical validation, especially because it 

is necessary to practice risk management practices to prevent SoE attacks during the 

implementation of organizational activities. Therefore, this study proposes a risk management 

framework for preventing SoE attacks in organizations. The framework takes into consideration 

previous literature for managing SoE attack risks. Thus, this approach is more reliable since it is 

also supported by theoretical perspectives and generic practices or managing such risks. 
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Additionally, Chapter V also discusses the issues and challenges of risk management practices for 

preventing SoE attack risks in organizations. The prevailing issues and challenges were analyzed 

and explored in view of the development of the proposed framework. The framework comprises a 

broad range of processes and activities (as shown in Figure 5.1), covering the entire spectrum of 

three stages (Stage 1: SoE attack risk of Preliminary Study, Stage II: SoE attack risk evaluation 

and planning; Stage III: SoE attack risk monitoring and control execution plan). As such, it is a 

specific tool for improving the efficacy of the entire SoE attack risk management process for the 

organization. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.1: Stage of the Framework 

 Essentially, the framework for managing the risk of attack by SoE consists of these main 

stages. Each stage consists of several processes and activities. To highlight the contributions of 

this study, different notations were used to represent the processes and activities involved in the 

framework. The highlighted areas indicate the original contributions, while the dotted boxes 

indicate the partial contributions of the processes. Details about the framework components and 

contributions are discussed further later in the framework stage section. The framework 
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components consist of several stages, processes and activities that, from its very understanding, 

involve the workings of each component. The framework overview is illustrated using text, 

highlighted or dotted lines and arrows. The highlighted representation indicates the original 

contribution, while the dotted representation indicates the partial contribution of the process. The 

components (activates) of the framework were tailored to suit the implementation of SoE attack 

risk management for the organization. Therefore, a combination of commonly used, optimized and 

totally new components is proposed to improve its implementation. Unique notations were used 

(as shown in Figure 5.2) to differentiate the components for the purpose of highlighting the 

contributions of the research. The three types of notations include the common component 

(represented by the solid line boxes), the Improvised Component (represented by dotted line 

boxes) and the proposed component (represented by solid bold line boxes). 

No Notation 

Name 

Graphical 

Representation of 

the component 

Degree of 

Contribution 

Description 

1 Common 

Component 

(Activity) 

 

 

Common 

Practice 

(Improvised 

20%-40% of 

common 

practice) 

Apply current common 

practices of the 

approaches or processes 

or activities managing 

SoE attacking risk. 

2 Improvised 

Component 

(Activity) 

 

 

 

 

Partial 

Contribution 

(Improvised 

40%- 70% of 

Common 

Practices) 

Improvise current 

common practices to 

apply in new 

environment, new 

application of activities, 

new factors involved, 

and application of 

common practices 

(process or activities) in 

new environment 

managing SoE attacking 

risks. 

3 New 

Proposed 

Component 

Activity 

 

 

Solid 

contribution 

(Practice, 

Process, 

Perspective, 

Factor Subject 

area) 

Proposed new practices 

(processes or activities) 

factors and approached, 

new focus perspective 

managing SoE attacking 

risks. Shown in square 

shape. 
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Figure 5.2 Details of the notation used 

The detailed components of these framework stages are illustrated in Figures 5.3, 5.4 and 5.5. The 

detailed elated processes and activities for each specific stage will be discussed in the next sections. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.3: Stage I of the risk management framework for social engineering attacks and digital 

prevention techniques 
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Process SAREP 3: SoE attacking risks treatment planning 

Activity 17 

(B17) SoE 

attacking 

risks 

treatmen

t plan 

workshop 

Activity 

18 (B18) 

Develop 

an 

integrate

d 

protectio

Activity 

21 (B21) 

Prioritize 

SoE 

attacking 

risks 

treatmen

t plan 

Activity 

22 (B22) 

Prepare 

SoE 

attacking 

risk 

treatmen

t plan 

documen

t and 

presentat

ion on for 

Senior 

Manage 

Activity 23 

(B23) 

Conduct 

SoE 

attacking 

risk 

treatment 

plan for 

Senior 

Managem

Activity 20 (B20) 

Create SoE 

attacking risk 

treatment action 

list 

Activity 19 

(B19) 

Develop an 

integrated 

mitigation 

plan 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Therefore, the overall model would be : 
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Figure 5.5: Stage III of the risk management framework for social engineering attack and digital 

prevention techniques 
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Therefore, the overall process and activities are as follows: 

 

 

 

 

 

 

 

 

 

 

 

 

In each stage, the process and activity components of the framework on information 

security risk management for the prevention technique of SoE attacks describe its own high-level 

principles and objectives. The principles detail what needs to be done to meet the objective of each 

component. 

5.2: The Framework Stages, Processes, Activities and Worksheets 

The framework is divided into three different stages, each of which comprises several 

processes, and detailed activities; Figure 5.2 below shows the number of processes and activities 

involved in implementing the framework. 

Table 5.1: Breakdown of the framework component according to stage 

Stage Number of 

Processes 

Number of 

Activities 

 

Stage I : SoE attacking risk study 

preparation (SAR-SP) 

 

3 Processes 

 

10 Activities 
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Stage II : SoE attacking risk evaluation 

and planning (SAR-EP) 

 

3 Processes 

 

23 Activities 

 

Stage III : SoE Attacking Risks Monitor 

and Control Execution plan (SAR-MC) 

 

3 Processes 

 

9 Activities 

 

Total 

 

9 Processes 

 

42 Activities 

 

Stage I of the framework consists of three major processes, namely, getting with senior 

management (SARSP1), team selection (SARSP2) and setting the scope of the SoE attack risk 

study (SARSP3). Each of these processes entails specific activities. Stage II of the framework also 

comprises three major processes, namely, SoE attack risk identification (SAREP1), SoE attack 

risk analysis (SAREP2) and SoE attack risk treatment planning (SAREP3). Each of these processes 

also involves the conduct of specific activities. Stage III consists of three interrelated processes 

conducted to monitor the risk and control the treatment execution. These processes include SoE 

attack risk treatment execution (SARMC1), SoE attack risk treatment monitoring (SARMC2) and 

SoE attack risk treatment control (SARMC3). Each of these processes comprises specific activities 

to be conducted. In addition to covering three distinct stages of managing SoE attack risk, the 

framework also includes additional materials (e.g., templates, worksheets, forms, and checklists) 

as easy and quick guides to organizations. 

Accordingly, this part of the framework provides the following: 

-Explanation of the three stages and summary table of each related process involved in the 

framework. 

-Outline structure of the framework component. 

The framework was uniquely designed to guide an appropriate and effective process and 

procedures for managing SoE attack risk in organizations. Details about each stage, process, 

activity and related form or template will be discussed further in the following section. 
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Several preparatory processes are required to ensure successful implementation of the entire 

process of management for the prevention technique of SoE attacks particularly in the 

organization. The three processes involve senior management in the organization, risk 

management team selection for the prevention technique of SoE attacks and setting the scope of 

risk management for SoE attacks. Stage I of the framework consists of three major processes, 

namely, getting with senior management (SARSP1), team selection (SARSP2) and setting the 

scope of the SoE attack risk study (SARSP3). Each of these processes entails specific activities.  

Stage II of the framework also comprises three major processes, namely, SoE attack risk 

identification (SAREP1), SoE attack risk analysis (SAREP2) and SoE attack risk treatment 

planning (SAREP3) . Each of these processes also involves the conduct of specific activities. Stage 

III consists of three interrelated processes conducted to monitor the risk and control the treatment 

execution. These processe include SoE attack risk treatment execution (SARMC1), SoE attack risk 

treatment monitoring (SARMC2) and SoE attack risk treatment control (SARMC3) . Each of these 

processes comprises specific activities to be conducted. In addition to covering three distinct stages 

of managing SoE attack risk, the framework also includes additional materials (e.g., templates, 

worksheets, forms, and checklists) as easy and quick guides to organizations. 

Accordingly, this part of the framework provides the following: 

-Explanation of the three stages and summary table of each related process involved in the 

framework. 

-Outline structure of the framework component. 

The framework was uniquely designed to guide an appropriate and effective process and 

procedures for managing SoE attack risk in organizations. Details about each stage, process, 

activity and related form or template will be discussed further in the following section. The three 

processes within Stage I are composed of a number of activities, each covering a specific task for 

the activities, each of which contains a set of descriptions required to conduct the activity. Each 

component comprises several specific activities as a guide for the organization to conduct the 

process. Table 5.3 below shows the number of processes, activities and worksheets involved in 

Stage I. 

Table 5.3: Breakdown of the framework component (processes and activities in stage I) 
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Stage I 

SoE attacking risk study preparation (SAR- SP) 

 

Processes 

Number of 

Activities 

Process SARSP1 

Getting with senior management 

 

3 Activities 

Process SARSP2 

SoE attacking risk management team selection 

 

3 activities 

Process SARSP 3 
Setting scope for SoE attacking risk management 

 

4 activities 

 

Total 

 

10 Activities 

 

The overall component structure (processes and activities) and relevant worksheet outlines for this 

stage of the framework are illustrated in the following figures: 

Figure 5.6 Stage I- Getting with Senior Management (Process SARP1). Figure 5.7 Stage I- SoE 

Attacking Risk Management Team Selection (Process SARP2). Figure 5.8 Stage I- Setting Scope 

for SoE Attacking Risk Study (Process SARP3). 

 

 

 

 

 

 

 

 

Figure 5.6: Structure of the framework component for Stage I (Process SARP1 –Getting with 

Senior Management) 
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5.3 :Conduct necessary training or workshops 

It is recommended that training or workshops be conducted to improve SARAT members’ 

understanding of the processes and procedures to be implemented. Organizations could hire 

experts from outside to provide training or team members attached to any supplementary training 

available in the industry. The SoE attack risk evaluation and planning (Stage II) concentrate on 

evaluating the SoE attack risk, such as identifying and planning for the treatment of the risk. This 

is a critical stage, as identifying and analyzing the related SoE attack risk will contribute to the 

design of a suitable treatment plan. The three processes involved in evaluating and planning the 

risk of attack for SoE are risk identification, risk analysis, and risk treatment planning. Each of 

these processes entails specific activities. The three processes of Stage II comprise a number of 

activities, each of which contains a set of descriptions required to conduct the activity. Each 

component of the process comprises specific activities as a guide for the organizations. Table 5.6 

below shows the number of processes and activities involved in Stage II. 

Table 5.6: Breakdown of the Framework Component (Processes and Worksheet in Stage II) 

Stage II 

SoE Attacking Risk Treatment Plan Evaluation and Planning (SAR- 

EP) 

Processes Number of 

 

Activities 

Number of 

 

Worksheets 

Process SAREP1 

 

SoE attacking risk 

identification 

 

 

9 Activities 

 

 

2 Worksheet 

Process SAREP2 

 

SoE attacking risk analysis 

 

7 Activities 

 

1 Worksheet 
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Process SAREP3 

SoE attacking risk treatment 

planning 

 

 

7 Activities 

 

 

1 Worksheet 

 

 

Total 

 

 

23 Activities 

 

 

4 Worksheet 

 

The SARAT team is responsible for review -related information to capture information for 

risk identification during the SoE attack. The main objective of these reviews is to collect relevant 

information on SoE attack risk issues or areas of concern, related digital evidence, the location of 

key component infrastructures, indications of threats and vulnerabilities, etc. 

SARAT should review the following documents, but not be limited to: 

•System and software user manual. 

•Operation manual and procedure documents. 

•System software requirement specification. 

•System and software functional specification. 

•Team profile (management and implementation). 

•Service provider profile. 

•Enterprise network design architecture. 

•Database design architecture. 

•SoE attacking risk incidents. 

•Organizational digital evidence stored security policy. 

•Service provider’s digital evidence security policy.  

It is recommended that a checklist of reviewed documents be prepared for the SoE attack 

risk identification worksheet to manage the number of documents to review. Please include 
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additional document to be reviewed if any or remove documents which are not relevant. The 

SARAT team is responsible for conducting a brainstorming session to discuss and identify SoE 

attack risk issues and areas. A team is required to capture information on related information 

security issues, an organization’s digital evidence, sources of threats and vulnerabilities and 

outcomes related to the organization’s information security areas of concern. The SARAT team 

members are required to participate in the information security risk identification workshop 

(workshop 1). Brainstorming sessions will be conducted to discuss arising information security 

issues and identify related areas of SoE attack risk concerns. In the brainstorming session, the 

SARAT team is required to identify digital evidence and the rationale for the selection, source of 

potential threats, source of potential vulnerabilities and digital evidence. At the end of this activity 

(Activity B2), the team is required to prepare the organization for digital evidence as a potential 

source of threats, vulnerabilities and outcome scenario diagram. The worksheet (Appendix- VI) 

provides guidelines on what to discuss and what to identify for relevant activities in the SoE attack 

risk identification workshop (Process SAREP1). Please refer to these following sections for 

Activity B2: 

•Section A – SoE Attacking Risk Issues.  

•Section B – Digital Evidence and Rationale. 

•Section C - Digital Evidence, Source of Potential Threats, Vulnerabilities and Outcomes. 

•Section D – Organization Digital Evidence Potential Source of Threats, Vulnerabilities 

and Outcomes Scenario Diagram. 

Initially, the descriptions, such as name, brief description, owner, user, service provider 

and duration, were recorded. Section A captures SoE attack risk issues and the severity of digital 

evidence. Section B describes the list of digital evidence and the rationale for why it is considered 

digital evidence. Moreover, Section C assists the SoE attack risk analysis team (SARAT) in 

identifying sources of threats, sources of vulnerabilities and outcomes related to digital evidence. 

Section D provides a graphical representation of the organization’s digital evidence of potential 

sources of threats, vulnerabilities and outcomes. This section provides a snapshot of the SoE attack 

risk description scenarios for areas of concern to be identified and analyzed further. 
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SARAT is also responsible for creating a vulnerability profile for digital evidence. The 

team captured all the possibilities of treatment through the combination of reviewing related 

documents and brainstorming among team members. Generally, there are several questions to 

consider when creating the SoE attack risk of vulnerability profiles. There are (but not limited): 

•What is the related digital evidence? 

•How does the SoE attack risk of vulnerabilities occur? (Access Mode) 

•Who determines the risk of the SoE attacking vulnerabilities? (Actor)  

•SoE attack risk of vulnerability outcomes? 

•SoE attack risk of vulnerability impact? 

The team is required to create three groups of SoE attack risk vulnerability profiles, which 

are (1) vulnerability profiles for human factor problems, (2) vulnerability profiles for technology 

or system problems, and (3) vulnerability profiles for digital evidence. In creating the SoE attack 

risk of vulnerability profiles for human factor problems, SARAT is required to specifically identify 

the name of digital evidence, physical or logical access, actor, motive, outcome and impact in 

graphical notation diagrams. Normally, there are two possible types of actors involved in most 

cases of SoE attack at risk of vulnerability (internal or external), and the motive is accidental or 

deliberate. Consequently, outcomes of the motive could most likely include disclosure, 

modification, loss or destruction and interruption. Each of these outcomes likely has an impact on 

the entire organization. Then, the associated impact related to each category of outcomes is 

identified. The risk of creating SoE attacks on vulnerability profiles for technology and system 

problems and other problems were similar. The only difference is that the motive is not required 

to be specified. The SoE attack risk of vulnerability profiles should be created for, each piece of 

digital evidence involved. Every vulnerability profile for digital evidence created will be described 

in graphical notation. Please refer to Appendix VI – Section G for this exercise. Generally, the first 

box represents the name of the digital evidence, the second box represents how the risk of the SoE 

attacking vulnerabilities occurs through physical or logical access, the third box represents the 

internal or external actor responsible for the vulnerabilities, the fourth box represents the deliberate 

or accidental motive of the actor, and the fifth box represents the outcomes from the actor’s action, 

such as disclosure modification, loss or destruction or interruption. The last box in the diagram 
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represents the direct or indirect impact of the outcomes on the digital evidence. SARAT is required 

to define the organization’s tolerance for risk by creating evaluation criteria. These criteria are 

measures against which to evaluate the type of impact described during the previous activity. An 

organization should explicitly prioritize known risks to mitigate all of them. Funding staff, and 

schedule constraints limit the number and extent to which risks can be addressed. The activity 

provides decision makers with additional information that they can use when establishing 

mitigation priorities. When conducting an activity, the SARAT should first review background 

information to define evaluation criteria that are suited to the organization. The following 

information should be reviewed: 

•Strategic and operational plans that streamline with an organization’s business objectives. 

•Legal requirements, regulations, and standards of due care with the organization should 

comply. 

•Insurance information related to information security and information protection. 

•Results from other risk management processes used by organizations. 

•Impact description worksheet (result from previous activity). 

The objective is to develop an understanding of any existing organizational risk limits 

based on strategic and operational plans, liabilities and insurance-related issues. These data are 

important in establishing evaluation criteria, as these criteria are highly contextual. In some cases, 

organizations will have risks that could result in loss of life, but others may not. Thus, it is crucial 

for organizations to define their own evaluation criteria by reviewing relevant background 

information. 

The following questions are asked about each area of impact. 

•What defines a “high” impact on the organization? 

•What defines a “medium” impact on the organization? 

•What defines a “low” impact on the organization? 

 



171 
 

SARAT seeks to define specific details that constitute high, medium and low risk for its 

organization. For example, when measuring productivity as an area of impact, a low impact on 

productivity might occur after three lost days, whereas a high impact might occur after three weeks. 

At the end of this process of SoE attack risk analysis, SARAT is required to review the entire 

analysis results and identify the most appropriate strategy for addressing the impacts identified 

earlier during the process of SoE attack risk analysis. To do this, the SARAT must select the right 

mitigation approach to minimize the impact severity and reduce the frequency of occurrence of 

SoE attacks. There are three common approaches used by organizations to determine the most 

appropriate approach for addressing the effects of the impact of an SoE attack, which include 

accepting, mitigating or transferring risks. The mitigation approach was influenced by the capacity 

of an organization to plan, implement and monitor all activities undertaken to address these 

impacts. After the risk treatment plan has been finalized, execution of the plan will take place. 

Monitoring and control processes are highly important for ensuring that the plan works as 

scheduled. In the SoE attack risk monitor and control execution plan, organizations are required 

to conduct three processes: SoE attack risk treatment execution, Information Security Risk 

Treatment Monitoring and SoE attack risk treatment control. Each of these has its own individual 

activities to be conducted accordingly. SoE attack risk treatment execution is the process of taking 

planned action to improve an organization’s security posture. The objective of this process is to 

execute all action plans according to the schedule and success criteria that were defined during 

risk treatment planning, for SoE attacks. SoE attack risk monitoring is the process of tracking 

action plans to determine their current status and reviewing organization data for the purpose of 

identifying new risks or changes to existing SoE attack risks. The objectives of this process are to 

collect accurate, timely, and relevant information about the progress of action plans and any major 

changes to an organization’s and service provider’s operational environment that could indicate 

the existence of new SoE attack risks or significant changes to existing SoE attack risk. Treatment 

control is a process whereby designated personnel adjust the course of action plans and determine 

whether changing organizational conditions indicate the presence of new risks. The objective of 

this process is to make timely, informed and effective decisions about corrective measures for 

action plans and about whether to identify new SoE attack risks. The risk of SoE attack is one of 

the major risks in organizations. Therefore, an appropriate approach for managing this specific 

nature of risk is important. While many previous researchers have introduced risk management 
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approaches and frameworks to manage SoE attack risk, none have focused on the specific approach 

of managing SoE attack risk in organizations. This gap provided the impetus for the development 

of the framework on SoE attack risk for the organization. Empirical and exploratory findings 

formed the basis for the framework development. The development of the framework will allow 

organizations to have structured, step-by-step processes and activities in managing SoE attack risk 

. The framework for information security risk management for preventing SoE attacks in 

organizations involves innovative processes and procedures used to manage the risk of such 

attacks. The framework addresses SoE attack risk from a business -to -technological perspective, 

providing practical and appropriate risk management approaches for managing SoE attack risk in 

the organization. This chapter provides a detailed explanation of the framework on information 

security risk management for prevention technique of SoE attacks in the organization. First, a brief 

introduction to the framework is provided, explaining what the framework consists of and 

highlighting the key benefits of using the framework. The framework consists of three stages. 

Stage I: The SoE Attacking Risk Study Preparation, covers processes and activities relating 

to the SoE attacking risk study preparation for the organization. The processes conducted at this 

stage include (1) working with senior management, (2) performing risk management team 

selection, on SoE attacks, and (3) setting the scope of the risk management study on SoE attacks. 

Stage II: The SoE attack risk evaluation and planning covers processes and activities 

related to the process of evaluating the SoE attack risk and treatment plan to mitigate the risks 

involved in the organization. The processes conducted at this stage are- 

(1) The risk identification of SoE attacks, (2) the risk analysis, of SoE attacks, and (3) the 

risk treatment plan for SoE attacks. 

Stage III: The SoE attack risk monitor and control execution plan, covers processes and 

activities relating to the execution, monitoring and control of the risk treatment plan. Processes 

conducted at this stage include (1) executing the SoE attack risk treatment plan, (2) monitoring the 

SoE attack risk, and (3) controlling the SoE attack risk. This chapter also provides a comprehensive 

template, worksheets of checklist used within the framework, and references for each component 

of the framework to guide the implementation of the framework. 
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Fundamentally, the contribution of the framework is that it provides a structured guide. 

This includes the categorization of several stages of the SoE attack risk management approach, the 

design of appropriate processes and activities tailored to the organization, the introduction of 

additional processes and activities to cater to emerging SoE attack risk factors and the development 

of comprehensive stages, processes and steps activities. All these are further supplemented with 

related worksheets and documents to work on in a structured manner. The proposed framework 

can guide information security professionals, and information technology experts to identify, 

analyze, and plan for treatment, and monitor and control information security risks 

comprehensively within the organization. The framework is considered to be a knowledge 

contribution to how organizations manage SoE attack risk. This dedicated framework introduces 

an innovative approach for managing existing and emerging risk factors for SoE attacks when 

implementing organizational activities. The innovative approach improves current practices 

through several additional processes to cater to specific emerging risk factors for SoE in the 

organization. By tailoring the process of implementing SoE attacks to suit organizational activities, 

the process of managing SoE attack risk practices. can be improved. Moreover, adding new 

knowledge to existing processes for managing information security, specifically for implementing 

organizational activities, would be another contribution. By improving the existing process, the 

application of the proposed framework will directly contribute to formulating more effective 

information security management plans, particularly in most organizational activities. Thus, the 

introduction of this framework contributes to significant improvements in the current process and 

practices for managing SoE attack risk in the organization. Finally, the introduction of this 

framework indirectly increases information security confidence in preventing the risk of SoE 

attacks in organizations. 
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CHAPTER SIX  

Building a Culture of Security: Framework Confirmatory 
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6.1: Overview of Framework Verified 

The proposed framework will be verified through an expert-judgment approach to verify 

its acceptability and applicability for the organization, practitioner and research community. 

Experts in the field of information security, and managers were identified for the confirmatory 

study. For the purpose of this study, subject-matter- experts (SMEs) were selected to verify and 

validate the stages, processes, activities, tasks and worksheets of the framework. Furthermore, the 

substantial feedback, recommendations and rationales obtained were analyzed to enhance the 

framework. This chapter explains how the expert judgment method was applied to verify and 

validate the proposed framework components. The discussion begins with how the method is 

applied to validate the framework applicability and suitability and the results of the findings. In 

particular, the generic phases of an expert judgment method and how the method was applied for 

the framework confirmatory study are discussed. Preliminary analysis results on the selection of 

the organization are needed for discussion. The expert judgment results enabled the researcher to 

draw conclusions on the applicability and suitability of the proposed framework in actual 

organizational environments. The expert judgment method was used to verify the acceptability and 

applicability of the proposed framework in organizations. To this finally, a generic step of 

conducting the expert judgment was adopted, and two kinds of actors were involved in the expert 

judgment method, the experts and the analyst. Experts are the people who possess the required 

knowledge, and the analyst is the individual who conducts the expert judgment exercise. For the 

framework validation, the confirmatory study considered experienced information security 

consultants, specialists and managers from industry as experts. Moreover, the researcher was 

considered the analyst who conducted the expert judgment exercise and concluded the findings. 

Figure 7.1 illustrates the scope of the expert judgment used to verify and validate the SARM 

framework for the organization in this study. 
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Figure 6.1. Adopted expert judgment method for the proposed framework validation 

6.2: Results and discussion of the framework of the confirmatory study 

Expert judgments can, and routinely are, employed in a host of varying manners, from 

roundtable discussions to more formalized forecast assessments such as the Delphi Method. Expert 

judgment requires the synthesis of expert opinions about a subject for whom there is uncertainty 

due to insufficient data or when such data are unavailable because of physical constraints or lack 

of resources. However, a generic expert judgment method tailored to the purpose of the study was 

adopted, as illustrated. Several criteria were used for the selection of experts who were responsible 
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for evaluating and providing their judgment to validate the applicability and acceptability of the 

framework. The selected experts had sufficient domain knowledge, cognitive skills, decision 

strategies and expert task congruence related to SoE attack risk management in the organization. 

The selected experts had more than 15 years of extensive experience involved in organizational 

information security. All the experts had master’s degrees. Additionally, one of the experts 

possesses the globally recognized Information Security Professional Certification (CISSP). To 

ensure reliable input of domain knowledge for framework confirmatory study, experts were 

selected from among senior positions and specialists as chief information security consultants or 

certificates. Professional or specialist. The cognitive skills of the experts about SoE attack risk 

management also contributed to the reliability of the framework’s confirmatory judgments. 

Appropriate expertise in research discipline tasks allows experts to clearly understand the research 

subject and provide consistent judgment for framework validation. The main purpose of this 

confirmatory study was to assess the acceptability and applicability of the proposed framework for 

the organization. Therefore, the criteria for focus were whether the framework components are 

suitable for managing SoE attack risk and how the framework could be applied in the industry. 

Three documents were used when conducting the expert judgment method, namely, the framework 

user manual, worksheet, checklist and form and Expert Judgment Evaluation Worksheets. In 

general, the SMEs verify and validate the stages, processes and activities proposed in the 

Framework User Manual. Then, information from the Worksheet, Checklist and Form was 

collected as feedback for aggregation of the experts’ replies. Preparation of the Expert Judgment 

Evaluation Worksheet Facilitated the process of collecting, combining and synthesizing the 

experts’ opinions related to the objectives. Preparing before discussions and evaluating the expert’s 

responses to identified issues helped the researcher to have a clear understanding of the framework 

components and its capacity to manage information security risks for the prevention technique of 

SoE attacks in the organization. 

Elicitation of expert opinion through a questionnaire was acknowledged to be more 

difficult than through a face-to-face, one-on-one interview. Moreover, by keeping the questions 

simple, the study attempted to avoid the pitfalls of potential misunderstanding. Patients were asked 

for self-assessment of those judgment where the expert felt less certain. For the purpose of this 

research, the Expert Judgment evaluation Worksheet was used as the primary evidence for 

verification and validation of the proposed framework. Experts were asked to review the 
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components of the framework and evaluate the appropriateness of the SARM framework in the 

organization. The experts’ rationales were also captured and documented. The results were 

subsequently used as an input for the aggregation of the findings. The expert judgment evaluation 

of the proposed framework was conducted for every stage. The expert judgment results from the 

Expert Judgment Evaluation Worksheet and other sources of findings were considered input for 

the aggregation of expert replies. The complete analysis documents the experts’ judgment of the 

applicability and acceptability of the proposed framework. With years of experience in the 

organization, best practices for handling such activities have been established. However, those 

practices focused more on organizational risk management. Specifically, this approach is applied 

in SoE attack risk management to mitigate and tolerate failure risks in deliverables. As part of their 

information security efforts, additional aspects of information security management were 

suggested. These included the evaluation of the risk of the SoE attacking management defects and 

the risk of the SoE attacking unexpected changes due to service providers. The aggregations of the 

expert replies from the study were synthesized to further validate the findings. 

Previous findings identified SoE attack risk as one of the most critical risks in the 

organization. Therefore, a dedicated framework must be established to address this issue. Before 

the framework components were proposed, a survey was conducted on 384 respondents from 

various organizations. Crucially, three additional SoE attack risk factors were discovered in 

addition to the SoE attack risk of threats and the SoE attack risk of vulnerabilities when dealing 

with organizational activities. The risk factors were the risk of managing defects being attacked 

by the SoE and the risk of unexpected changes being created by the service provider. Hence, the 

SoE attacks the risk of digital evidence when there are problems with the CIA triad in the 

organization. As a result, a framework for information security risk management for preventing 

SoE attacks was developed based on these findings. The framework addresses SoE attack risk from 

a business -to-technological perspective, providing practical and appropriate risk management 

approaches for managing information security in the organization. 

Stage 1 of the framework involves the processes and activities required before the 

organization embarks on SoE attacking risk study for the organization. Therefore, the three 

processes in stage I were verified and validated by capturing the necessary data to assess the 

framework’s acceptability. The following section describes the results and findings elicited from 
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experts. The expert judgment on Stage I (SoE attack risk study preparation) and its components 

generally affirmed its high applicability and acceptability. The process of accessing senior 

management involved the preliminary SARM study, its proposal and senior management’s review 

of the proposal. All the experts rated these steps as highly applicable and recommended that the 

preliminary study parameters be well defined and given sufficient allocation for risk management 

studies. Similarly, they stressed that the proposal had to be comprehensive and emphasize the 

benefits of the SARAT, while the evaluation must be performed by a specific committee who is 

aware of the evaluation criteria. The next component of stage I involves the SARM–SARAT team 

selection. The first step of team identification by senior management was rated as moderately 

applicable, as the experts warned that there may be a lack of available resources. The identification 

of SARAT roles was rated as highly applicable and useful because the experts remarked that clear 

role identification and understanding were imperatives. The provision of training for SARAT team 

members was, however, rated as moderately applicable and acceptable, with the experts affirming 

that this should be conducted when needed, depending on proper study. Finally, the component on 

setting the scope of the SoE attack risk study was rated as highly applicable and acceptable. The 

first step of setting the scope of evaluation for SoE attack risk studies was recommended as a key 

step in SAR studies, while the experts singled out the fourth step of describing and defining the 

scope of digital evidence protection strategies, mitigation plans and action plans as those that must 

be given ample time and resources. The experts also warned of the need to avoid inconsistencies 

in the action plan. It was also deemed necessary and common practice to conduct the second and 

third steps, which are to describe and define the scope of the SoE attack risk for the evaluation and 

to describe and define the scope of the responsible operational area.  

Table 6.2: Key Summary of Expert Judgment Evaluation – Stage I 

 

 

 

 

 



180 
 

Stage I: SoE Attacking Risk Study Preparation 

Framework Components Applicability Acceptability Experts 

 

feedback 

SARSP1 A1 High High Important 

(Getting with (Preliminary 
  

identify scope 

Senior Study for 
   

Management) SARM) 
   

 A2 High High Proposal must be 

 
(Prepare 

  
brief 

 
SARM 

   

 
Proposal) 

   

     

 A3 (Senior 

Management 

Evaluate 

SARM 

Proposal) 

High High Define evaluation 

criteria 

SARSP 2 

(SARM- 

SARAT 

Team 

Selection) 

A4 (Senior 

Management 

Evaluate 

SARM- 

SARAT 

Proposal 

Moderate Moderate Normally 
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A5 (Define 

SARAT roles 

and 

Responsibilities 

for the entire 

process of 

study 

Moderate High Clearly define the 

awareness of SoE 

attacks 

 A6 (Conduct 

necessary 

training or 

workshop for 

SARAT team 

members) 

Moderate Moderate Sometimes 

     

SARSP 3 

 

(Setting 

Scope of 

SoE 

A7 (Setting 

Scope of 

Evaluation for 

SoE Attacking 

Risk Study) 

Moderate Moderate Relate SoE to 

technological 

issues 
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Attacking 

Risk Study) 

A8 

 

(Describe and 

define SoE 

Attacking Risk 

scope for the 

evaluation) 

high Moderate SoE attacking 

risk must be 

define clearly 

 A9 

 

(Describe and 

define the 

scope of SoE 

attacking risk) 

Moderate Moderate Common 

practices 

A10 

 

(Describe and 

define scope of 

SoE attacking 

risk treatment) 

Moderate Moderate Applicable but a 

lot of time and 

resource needed 

 

 The captured data on the preliminary study of risk management for SoE attacks and related 

input for proposal preparation. The experts strongly agreed that senior management was the key 

element in ensuring the success of SARM in the organization. Specifically, the data captured show 

that identifying the preliminary impact is also necessary. For example, the availability of a Data 

Recovery Centre (DRC) is one of the SoE attack risks of digital evidence issues. The potential 

impact normally involves data or information related to the system. The potential impact includes 

such data or information itself services, business processes and the organization’s reputation. A 

brief description of the SoE attack risk management plan was clearly provided in the proposal. The 
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experts strongly suggested that, senior management should provide support through finance, 

human resources, technology and policy support in implementing SARM for the organization. The 

results show that there are similarities in the activities accepted by the organization during the 

process of getting with senior management. However, the data collection tools used differed 

slightly. The framework suggested that two group members to participate in the SARM study. 

These two team members are individuals from the organization and service provider. The 

establishment of a worksheet could capture team member details for SARAT. The selection of a 

team member should occur inside the organization, and the team member should have minimum 

skills, be aware of the risk of SoE attack and be familiar with the technologies related to the 

organization. Based on the feedback from experts, similar activities were conducted even though 

they were not specifically split into the SARAT. 

6.3 Expert Judgment Results: Setting the Scope of the SoE attack risks: 

 Experts verified that the application of this process, as well as well-defined scopes 

facilitated the management and delivery. The expert judgment verified the importance of 

information security professionals being able to link the protection strategy, mitigation plan and 

action plan list with SoE attack risk. The scope of the protection strategy focuses on how the 

organization sets up a strategy to safeguard digital evidence for the organization. The scope of the 

mitigation plan explains how the organization plans to reduce the impact of the risk of SoE attacks. 

Action lists with detailed activities that describe the mitigation plan. For this purpose, the 

organization related official circulars in deciding on a suitable protection strategy, mitigation and 

action plan. This evidence shows that the components of the framework were accepted since they 

followed standard guidelines of best practices. Framework Stage II involves the processes and 

activities required during SoE attack risk evaluation and planning. Three processes for stage II 

were verified and validated by experts to capture the necessary data to assess the framework 

acceptability, applicability and acceptability of the practices. The following section describes the 

results and findings of the application. 

 Framework Stage II involves the processes and activities required during SoE attack risk 

evaluation and planning. Three processes for stage II were verified and validated by experts to 

capture the necessary data to assess the framework acceptability, applicability and acceptability of 

the practices. The following section describes the results and findings of the application. Almost 
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all the processes in Stage II were highly recommended by the experts, based on their applicability 

and acceptability. The first component, SoE attack risk identification, involved nine (9) steps, and 

began with a review of the documentation, which was considered a significant, key process that 

required additional time. The experts strongly affirmed the second step, such as discussing and 

identifying SoE attack risk issues and areas of concern, which they stipulated as requiring full team 

participation. Next, the creation of digital evidence security requirement profiles must include a 

full description of the security requirement (CIA) , which was recommended because this would 

facilitate the measurement of digital evidence information, which would assist in the identification 

of such assets. A review of information security practices and the risk of SoE attacking 

vulnerabilities was highly recommended because the experts agreed that this approach assisted in 

the identification of vulnerabilities in the organization. This leads to the sixth step of creating a 

profile of SoE attack risk of vulnerabilities for digital evidence, which was deemed an important 

step and facilitated the prioritization of digital evidence. The experts also strongly advocated the 

next step of creating a profile for SoE attack risk of management defects, as this approach will 

assist in identifying the defects, and help investigate security management flaws while 

strengthening SARM initiatives. Similarly, the eighth step was also recommended because it is 

highly applicable and acceptable. The expert affirmed that creating a profile for SoE to attack the 

risk of unexpected change will help assist in the identification of service provider uncertainties 

and help the organization better prepare for unexpected situations. The final step of consolidating 

the digital evidence, security requirements, threats and vulnerabilities to produce SoE attack risk 

descriptions received a high acceptability rating on the grounds that it would provide a clear view 

of SoE attack risk identification and assist in its organization. The second component, SoE attack 

risk analysis, involved seven (7) steps, which were rated as mostly highly applicable and 

acceptable by the experts. The risk analysis workshop preparation was considered moderately 

applicable and acceptable and was conducted when needed. The next three steps were considered 

highly acceptable and applicable. The identification of the impact of SoE attack risk on digital 

evidence requires careful assessment and sufficient resources. Specifically, the third step, such as 

establishing risk evaluation criteria, was strongly recommended as compulsory and a key step in 

evaluating risks. Similarly, the experts acknowledged the fourth step, such as evaluating the impact 

of SoE attack risk on digital evidence, as a compulsory evaluative process. The experts also viewed 

the process of prioritizing SoE attack risk for each source of risk as compulsory, as this approach 
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will lead to mitigation preparation and plans. A review of these prioritized SoE attack risks must 

be conducted when necessary, while the seventh step, such as the selection of the mitigation 

approach—whether to accept, mitigate or transfer—must depend on the nature of the risk and 

consider the analysis conducted earlier. 

The expert’s assessment of the third component, such as the SoE attack risk treatment 

planning and its seven (7) steps, also affirmed its high applicability and acceptability. Generally, 

the experts viewed SoE attack risk treatment plan workshop preparation as good practice and 

should be conducted if time is allowed. The next five steps were considered to be highly applicable. 

First, developing an integrated protection strategy was seen as a key strengthening process, while 

the third step, developing an integrated protection plan, was recommended as compulsory. The 

experts commented that the creation of a risk treatment action list must include guidelines on its 

implementation and a checklist to assist in treatment planning. The next step, to prioritize the 

execution of the SoE attack risk treatment plan, was also highly applicable and acceptable as it 

was important to priorities tasks. The preparation of a risk treatment plan document was viewed 

as compulsory because it helps senior management better understand the plan, which also serves 

as an important reference document. Finally, the performance of a risk treatment plan  for senior 

management review was assessed as moderately applicable and acceptable and was performed 

when necessary. Table 6.3 summarizes the key findings of expert judgment for Stage II of the 

framework. 

Table 6.3 : Key Summary of Expert Judgment Evaluation – Stage II 
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Stage II: SoE Attacking Risk Evaluation and Planning (SAREP) 

Framework Components Applicability Acceptability Experts 

 

feedback 

SAR-EP 1 

(SoE 

attacking 

risk 

Identificati 

on) 

B1(Review 

organizational 

activity) 

High Moderate Defined in terms of 

human, technology 

and process 

B2 (Discuss and 

identity SoE 

attacking risk 

Issues and Area 

of Concerns) 

Moderate Moderate Applicable, 

requires 

team 

member 

participation 

B3(Create 

awareness 

practice about 

SoE attacks) 

Moderate Moderate Provide full 

description of 

security requirement 

(CIA) 

     

 B4(Create SoE 

attacking risk of 

vulnerability 

profile for 

digital 

evidence) 

High Moderate Assist identification 

of digital evidence 
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B5 (Create SoE 

attacking risk of 

threat profile 

for digital 

evidence) 

B6(Create SoE 

attacking risk of 

management 

defects profile 

for digital 

evidence) 

High 

 

 

 

 

 

 

 

 

 

High 

Moderate 

 

 

 

 

 

 

 

 

 

Moderate 

Assist identification 

of service provider 

uncertainties 

 

 

 

 

Assist identification 

of SoE attacking risk 

of 

management defects 

profile 

 B7(Create SoE 

attacking risk of 

unexpected 

change profile 

for digital 

evidence) 

High Moderate Provide complete 

description of SoE 

attacking risk of 

unexpected change 

profile for digital 

evidence 
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 B 8 (Create 

SoE attacking 

risk of digital 

evidence) 

B9 (Compile 

and consolidate 

digital 

evidence, 

Security 

Requirements 

Threats, 

Vulnerabilities, 

to SoE 

attacking risk 

description) 

High 

 

 

 

 

 

 

 

Moderate 

High 

 

 

 

 

 

 

 

Moderate 

Define CIA trend of 

digital evidence 

 

 

 

 

Clear view of SoE 

attacking risk 

identification 

Worksheets Moderate Moderate Acceptable the 

worksheet 

SAR-EP 2 

(SoE 

Attacking 

Risk 

B10(Risk 

Analysis 

Workshop 

Preparation) 

Moderate Moderate Needed when 

necessary 
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Analysis) B11(Identify 

the impact of 

the SoE 

Moderate Moderate Needed careful 

assessment 

     

 Attacking Risk 

of Threats) 

   

B12(Identify 

the impact of 

the SoE 

Attacking Risk 

of 

Vulnerability) 

Moderate Moderate Key activity for risk 

evaluation 

B 13(Identify 

the impact of 

the SoE 

Attacking Risk 

of management 

defects) 

Moderate Moderate Measure impact 

against digital 

evidence 



190 
 

B14(Identify 

the impact of 

the SoE 

Attacking Risk 

of unexpected 

change) 

Moderate Moderate Lead to organize 

mitigation 

preparation 

 B15 (Review 

Priority of SoE 

Attacking 

Risk) 

High Moderate As and 

when 

required 

      

  

 

B16 

 

(Selection of 

Mitigation 

Approach 

accept or 

mitigate or 

transfer) 

 

 

High 

 

 

Moderate 

 

 

Depend on 

nature of 

risk 

Worksheets Moderate Moderate Acceptable but 

simplified the 

worksheet 
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SAREP 3 

(SoE 

Attacking 

Risk 

Treatment 

Planning) 

B17 (SoE 

 

Attacking Risk 

Treatment plan 

workshop 

Preparation) 

Moderate Moderate Must be clearly 

identity the digital 

evidence in the 

organization 

 B18 (Develop 

an Integrated 

Protection 

Strategy) 

Moderate Moderate SoE attacking risk 

management 

practice 

 B19 (Develop 

an Integrated 

mitigation Plan) 

Moderate Moderate Consider the 

technology , human 

and process in the 

organization 

      

 B 20 (Create 

Risk Treatment 

Action List) 

Moderate Moderate Carefully consider 

the SoE attacking 

risk in the 

organization 

 B21 (Prioritize 

SoE Attacking 

Risk Treatment 

Plan Execution) 

Moderate High Carefully consider 

the SoE attacking 

risk treatment plan 

in the organization 
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 B22 (Prepare 

Risk Treatment 

Plan Document 

and 

Presentation for 

Senior 

Management) 

Moderate Moderate Documentation 

should be clear 

 B23 (Conduct 

Risk Treatment 

Plan 

Presentation for 

Senior 

Management 

Review) 

Moderate Moderate Senior management 

actually decide what 

type of prevention 

technique they 

should use to their 

organization 

 Worksheet Moderate Moderate Depend on the 

organizations 

 

As part of the evaluation process, a review of related documents provided SARAT with a 

clear understanding from a conceptual view of the necessary input to identify the inherent risk of 

an SoE attack. Systems-related and operational user manuals, the organization’s digital evidence 

storage policy, the service provider’s information security policies and the enterprise network 

design architecture are among the major documents reviewed to identify SoE attack risk,. SARAT 

discusses related issues with members, the organization and service providers to identify areas of 

concern. The experts emphasized that the organization’s SARAT team should specify their areas 

of concern, while the service provider should provide feedback. Additionally, creating the digital 
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evidence security requirement profile was required to identify related digital evidence 

confidentiality, integrity and availability. This component of the framework was suggested to be a 

critical process in managing SoE attack risk by experts. The experts also strongly verified and 

validated that the SARAT required creating an SoE attack risk profile of threats for digital evidence 

for the organization. This profile allows the SARAT to compile and consolidate the properties of 

the risk of the threat factors being attacked by the SoE. One of the experts provided examples of 

several SoE attack risks of threats required to answer the following questions (SoE attack risk of 

threats – unauthorized access to digital evidence such as national -level exam question papers): 

Asset: Name of digital evidence (Exam Question Papers) 

Access: Type of access to the Exam Question Papers (Mobile Aps, Web page) 

Actor: Persons who exploit the SoE attack risk of threats (internal/external)  

Motives: Collect the digital version of exam question papers (Deliberate) 

Outcome: Effect showing the weakness of the organization (disclosure of the weakness of the 

organizational security) 

Impact: Bad impact (organizational reputation) 

According to the experts, the inclusion of the SoE attack risk of vulnerability profiles for 

digital evidence creation in the framework provides a clear view of vulnerability-related activities 

in the organization. In reviewing current information security practices for preventing SoE attacks, 

the experts attest that the creation of this profile allows the SARAT to compile and consolidate the 

properties of the risk of vulnerability factors being attacked by the SoE. For example, before 

creating a vulnerability profile for the network service provider. The key classes of SoE attack risk 

of vulnerability of components related to digital evidence, such as software or application 

vulnerability, hardware or physical device vulnerabilities and telecommunication or media of 

communication transmission, had to be identified. The following questions were asked (SoE attack 

risk of vulnerabilities – network service provider): 

▪Asset: Name of digital evidence (personal data) 
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▪Key Classes: SoE attack risk of the vulnerability class (software and telecommunication) 

▪Vulnerability Component: Software Application (Code Defects) 

▪Outcome : Lost or Destruction (Unreasonable Telco charges because of code defects) 

▪Impact: Reputation of the organization initiator and Telco companies, monetary losses to system 

users, high expenses of legal attorney and payment for reputation damage by Telco companies.  

By creating the SoE attack risk Management Defect (Mgt_d) , SARAT can think of the 

possibility of defects when managing the risk of SoE attack in the organization. Through the expert 

judgment exercise, the SARAT was required to identify sources of SoE attack risks of management 

defects for digital evidence. The source of defects could originate from related persons, processes 

or technology. Other relevant sources of defects could also be identified, and their description was 

provided in the SoE attack risk of management defect profile (Mgt_d). Creating the (Mgt_d) 

required answering these questions for business process recovery defects: 

▪Asset: Name of digital evidence (personal data) 

▪Source of SoE attacking risk Management Defect : Network Communication Technology 

(Business Process failures or recovery) 

▪Outcome: Interruptions (Business Process) 

▪Impact: Business process reliability, and user confidence to in the service. 

Similarly, creating a profile to of the SoE attack risk of unexpected change or uncertainty 

in the service provider (Unxch) also gives the SARAT another different dimension to consider. 

An evaluation of its applicability and acceptability by experts also showed that creating this kind 

of profile contributes to additional efforts in minimizing potential SoE attack risk. Specifically, 

creating the “Unxch” required answering the following question (Unxch – Technological 

Changes): 

▪Asset: Name of digital evidence (personal data) 

▪Source of the risk of unexpected change caused by SoE attacks: Technological changes 

(development platform and system integration) 

▪Outcome : Interruption of the business process. 



195 
 

 

▪Impact: Wastage of organization investment and time on the business process.  

At the end of the process of identifying the risk of SoE attack, all the profiles were 

consolidated to create a profile of the risk of SoE attack, together with digital evidence security 

requirements. All the experts commented that the consolidation of all the profiles from multiple 

types of profiles allows analysts to view multiple dimensions of SoE attack risk. Therefore, 

managing SoE attack risks becomes more systematic and more effective. Generally, the 

worksheets prepared for this framework component are sufficient to capture the data and input for 

identifying the risk of SoE attacks. 

Expert Judgment Results: The risk management framework component is logical but 

depends on organizational activity. SoE attack risk analysis for the organization. Analyses of SARs 

focus on the probability and impact of risk. Before evaluating the impact. SARAT is required to 

establish risk evaluation criteria. SARAT uses these criteria to measure and evaluate the impact 

on the organization. The main reason for analyzing SoE attack risk is to prioritize the risks to 

enable an appropriate mitigation plan to take place. This requirement was also confirmed by 

experts based on their responses and other supporting documents. 

▪SoE attacking risk of threats - Unauthorized access to digital evidence such as the National Level 

Examination Question. 

▪SoE Attacking Risk of Vulnerabilities -– Network Service Provider. 

▪SoE attack risk of management defects (Mgt_d) - Business process recovery defects 

▪SoE attack risk of unexpected change (Unxch) - Technological changes. 

The mitigation approach to handling unauthorized access to digital evidence was through 

strengthening the processes and procedures of identity management and database user accounts. 

Mitigation approaches include seeking legal resources to address network service provider 

vulnerabilities of source code that cause monetary losses. 
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to users. To minimize the risk of management defects such as recovery failures at the data center, 

the business continuity plan (BCP) should be revised more frequently to identify defects. 

Technology changes in service provider solutions can sometimes be costly to absorb. Therefore, 

we need to adapt to this unexpected change or uncertainty when attempting to prevent SoE attacks. 

Expert judgment results: The risk of treating planning for the organization according to the 

SoE attack results from the experts’ evaluation of the framework components demonstrate that a 

well -prepared SoE attack risk in the treatment plan determines its successful execution. Therefore, 

a workshop to streamline all related mitigation plans is important. This workshop will enable the 

involved parties to contribute their thoughts on preparing the plan for risk treatment involving SoE 

attacks. The output of the workshop can be used to develop an Integrated Protection Strategy (IPS) 

and Integrated Mitigation Plan (IMP) based on the risk identification and analysis results. Among 

the experts who were directly involved in organizational activities, but specific risks, such as 

challenges managing service provider uncertainty, differed. The proposed framework, which 

suggested that a risk treatment action list (RTAL) should be clearly defined and that the execution 

of the action should be prioritized wisely, was also confirmed by experts. SoE attack risk treatment 

planning should be documented and presented to senior management. Therefore, any arising issues 

that arise regarding the implementation of protection strategies, mitigation plans or risk treatment 

action plans are clearly explained. The purpose of this activity is to bridge the understanding 

among SARAT and senior management parties. The experts also commented that the 

communication gap among different levels of staff presents important issues that need to be 

resolved to ensure that the success of the treatment plan. Therefore, its planning should be well 

documented and understood by all related persons involved in the organization. Generally, 

worksheets prepared for this framework component are sufficient to capture data and input for SoE 

attack risk identification. 

The Framework Stage III involves the processes and activities required during the 

implantation of the treatment plan for the organization. Three processes were reviewed by the 

experts to capture the necessary data to assess the framework acceptability. The following section 

describes the results and findings from the expert verification and validation of Stage III in the 

confirmatory study. In essence, the final stage of the SARM framework was highly recommended 

by experts. The first component of the SoE attack risk Treatment Execution-comprised 3 steps, the 
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first being briefing the SARAT -approved version of the SoE attack risk Treatment Plan. This 

approach was highly recommended because it could provide greater understanding and educe 

miscommunication among team members. Second, preparation for risk treatment execution was 

considered to be a normal practice, and the execution of the risk treatment action plan ultimately 

required great caution. The experts forewarned that the execution may differ from the plan, that 

the team had to be aware of changes in the plan and that the execution must adhere to the priority 

list. The second component of this stage is SoE attack risk treatment monitoring, which comprises 

three steps acquiring data for tracking the progress of the action plan, analyzing the progress of 

action items and risk indicator data and reporting the progress of the analyzed action plan and risk 

indictor data. All these, according to the experts, were valid methods if sufficient information was 

obtained. The third phase, SoE attack risk treatment control, comprises three highly recommended 

steps. The experts viewed the first step, analyzing risk treatment performance and risk data, as 

crucial for measuring the performance of the treatment plan, while the second step, making 

decisions about changes in the treatment action plan, must consider the present treatment plan. The 

final step of executing new decision changes on the treatment action plan was rated as moderately 

applicable and included starting with an evaluation of the risk indicator. Table 6.4 summarizes the 

key findings of expert judgment for Stage III of the framework. 

Table 6.4 : Key Summary of Expert Judgment Evaluation – Stage III 

Stage III : SoE attacking risk Monitor and Control 

Framework 

Components 

Applicability Acceptability Experts 

Feedback 

SAR-MC 1 C1 Moderate High Provides 

(SoE (Briefing 
  

understanding 

attacking the 
  

about 

risk SARAT 
  

the 

Treatment approved 
  

execution 
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execution 

 

) 

version of 

 

SoE 

  
plan 

 
attacking risk 

   

 
Treatment 

   

 Plan)    

C2 High Moderate Common 

         

 (Prepare   practice 

For Risk 
 

Treatment 
 

Execution) 
 

C3 High Moderate Execution 

Execute 
  

of treatment 

Risk 
  

depend on 

Treatment 
  

priorities 

Action 
  

of risk 

Plan) 
   

Worksheets Moderate Moderate Depend on the 

   
organization 

SARMC 2 C4 Moderate Moderate Need 
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 Expert Judgment Results: To increase the risk of attack during treatment execution for the 

organization, it is necessary to execute the SoE attack risk during treatment, and that would be 

necessary to clarify the roles of each team member in addition to individual skills and experiences. 

Briefing the SARAT and other related teams on the approved version of the SoE attack risk 

treatment provided a picture of the actual treatment work. Before the execution of the treatment 

plan, necessary preparations were needed. 

Expert Judgment Results: The SoE attack risk of treatment monitoring for the organization 

results from the experts’ judgment verification and validation confirmed that the SoE attack risk 

treatment and monitoring are important in the process of mitigating the SoE attack risk of for the 

organization. SARAT was used to measure the effectiveness of specific treatments or action plans. 

The progress of treatment plans was monitored using the risk treatment action plan item 

performance worksheet. This worksheet captures the success criteria for each risk treatment action 

item. The performance can be measured from the beginning, that is, from the onset of the incident 

to the onset of the incident. Then, the treatment was executed, and the results were ultimately 

reported to the respective managers. The experts strongly agreed that detailed reports of the risk 

treatment progress could case future processes of controlling SoE attack risk, particularly when 

measured from the beginning, that is, from responding to the risk incident related to the SoE attack. 

These investigations indicated the risk of new SoE attacks. If this happens, changes to the current 

risk treatment plan are needed. For some extreme cases, new identification of risks ensues, and the 

entire risk evaluation and planning process changes. Analyzing and compiling the progress of risk 

treatment action could contribute to building a comprehensive knowledge repository. Eventually, 

the creation of an intelligent knowledge repository managing SoE attack risk could assist 

information security experts in improving information security management for the prevention 

technique of SoE attacks and supporting organizational success. 

Expert Judgment Results: The purpose of the risk treatment control process is to make 

informed, timely and effective decisions about corrective measures or changes in current risk 
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treatment plans and action lists, if necessary. Generally, experts verify the importance of such a 

component because it can affect the entire allocation of resources in managing SoE attack risk ,  

moreover, the risk indicator trend, deviation and abnormality need to be unalloyed in SARAT. The 

purpose of this analysis is to provide supporting evidence for decisions to control treatment risk 

execution or plans. To manage Management senior management decisions in Changing the course 

of SoE attack risk treatment, the change register for senior management decisions was used. The 

worksheet registers records each senior management decision, risk indicator, action plan change 

description and rationale for the decision. Generally, the worksheets prepared for this framework 

component are sufficient to capture the data and input for the risk identification of SoE attacks. 

6.4: Supplementary Findings: Organizational risk of SoE attacks 

SoE attack risk issues are the most important when dealing with the confidentiality, 

integrity and availability of digital evidence. An information security expert ensures that the 

infrastructure is equipped with security features to prevent the intrusion of irresponsible 

individuals. Moreover, data security is provided to ensure that services do not compromise the 

safety of consumer data and government agencies. Digital evidence can be accessed only by 

authorized users, and a verification process is required to determine the authenticity of the 

evidence. 

The expert judgment confirmed the introduction of the five SoE attack risk factors (SoE 

attack risk of threats, SoE attack risk of vulnerabilities, SoE attack risk of management defects, 

SoE attack risk of unexpected changes and SoE attack risk of digital evidence) into the framework. 

Thus, the entire process of managing the risk of attack by the SoE considers these information 

security risk factors. Through several meetings with personnel, it was found that a limited 

comprehensive SoE attack risk management approach was used to represent the entire process of 

the organization. Therefore, the introduction of the proposed framework served as an additional 

approach for integrating SARM into organizational activities. The following are the findings on 

the organization’s SoE attack risk management practices through expert judgment. 

▪SARM focuses on the operational level of organizational activities. 

▪The preliminary SoE attack risk of study for the organization began when it was awarded to the 

service provider. 
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▪No specific team for SoE attack risk assessment was presented . 

▪Insufficient monitoring of service providers’ (vendors’) SoE attack risk of management practices 

and operations. 

▪SoE attack risk management covered only threats and vulnerability risk factors. 

Accordingly, the experts agreed that the introduction of the framework is significant and 

could improve how the organization manages SoE attack risk. Through the expert judgment 

method, overlooked or unobserved SoE attack risk management efforts were highlighted. 

Highlighting these security risk management efforts allowed the organizations to improve the way 

they handled the security of digital evidence in their organizational activities. Before the SoE 

attack risk study was conducted, the involved SoE attack risk analysis team (SARAT) was required 

to gain full senior management support. This is the most essential requirement. Thus, structured 

and systematic procedures should be created to support senior management involved in the 

organization. The expert judgment observed that communication barriers between professionals 

and information security experts and senior management can pose challenges to SoE attack risk 

analysis teams. Therefore, without effective communication, senior management could interpret 

the research and assessment of the risks differently. Other unobserved practices include most of 

the SoE attack risk management efforts starting at the end of the organization (during the ongoing 

monitoring phase). In other words, the organization focused solely on SoE attack risk management 

efforts during the operational phase. It was also suggested by expert judgment that the organization 

may be dealing with several constraints in implementing SARAT and, consequently, may omit 

some of the SoE attack risk management practices. Time and resource constraints were the main 

factors causing the omission of some of the processes. Therefore, only the most relevant SoE attack 

risk management activities were conducted on a demand basis. These were mostly responsive 

actions to risks and remedial action on the impact of the risk in business continuity. The expert 

feedback also highlighted that there was insufficient dedicated team members to focus on SoE 

attack risk evaluation and that information security experts were not directly involved in the 

organization. Additionally, it was suggested that organizations may not have specific approaches 

for managing SoE attack risk, as they currently focus only on threats and vulnerability risk factors. 

Therefore, the introduction of the approach to managing the three other additional risk factors 

mentioned earlier in the study is most likely significant for improving practices to minimize risk 
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occurrences and negative impacts on the organization. Subsequently, the refined SARM when 

effectively enforced, a framework can act as an enabler for increasing the quality of the 

organization. 

The objective of the framework is to manage SoE attack risk in the organization. The 

inclusion of the theoretical foundation and empirical and exploratory validation make this 

framework reliable and robust. Even when all these constructs are included in the SARM 

framework, their impact on organizations remains unknown since the previous framework has 

combined all the above-mentioned constructs. Consequently, using an expert judgment method, 

the framework was verified and validated in a scientific and structured manner. Hence, current 

SoE attack risk management was discovered, and several unobserved SoE attack risk management 

practices were highlighted, with further improvements recommended. The results of the 

confirmatory study also augment the assumption that the introduction of the framework, together 

with top management support, appears to be an important complement. Increased awareness of the 

relevance and workability of the SARM framework will ensure top management support, thus 

consolidating its introduction and enhancing its effectiveness. 

Without a dedicated framework and guidelines, significant stages, processes and activities 

in SARM for organizational practices could be omitted, thus hampering the achievement of 

optimum benefit. Supplementary findings were also gathered from this study. Even though 

organizations have tried to apply SoE attack risk management, some of the overlooked challenges 

should be overcome to improve SARM practices. Furthermore, investing time and effort in 

structured SARM practices, as proposed in the framework, will allow organizations to fully reap 

the benefit. The next chapter concludes the results of the study and suggests potential research in 

SARM for the organization. 
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APPENDIX  

SAREP: SoE ATTACKING RISK IDENTIFICATION WORKSHEET 

 Introduction 

This worksheet was created by the SoE Attacking Risk Analysis Team (SARAT) to document 

discussions and the results of a brainstorming session conducted during the SoE Attacking Risk 

Identification Workshop (Workshop 1). This worksheet consists of the following section: 

• Section A – SoE Attacking Risk Issues 

• Section B – Digital evidence and Rationale 

• Section C – Digital Evidence, Source of Potential Threats, Vulnerabilities and Outcomes 

• Section D –Organization Digital Evidence Potential Source of Threats, Vulnerabilities and 

Outcomes Scenario Diagram 

• Section E – Digital Evidence Description 

• Section F – Digital Evidence Security Requirement Profile 

• Section G - SoE Attacking Risk of Threats Profile for Digital Evidence 

o Human Factor Problems 

o Technology/System Problems 

o Other Problems 

• Section H – Information Security Practices and the SoE Attacking Risk of Vulnerabilities 

for Systems of Interest 

• Section I – Relevant Key Class Components for SoE Attacking Risk of Vulnerabilities 

• Section J – SoE Attacking Risk of Vulnerability Profiles for Digital Evidence 

• Section K– SoE Attacking Risk of Management Defect 

• Section L – SoE Attacking Risk of Unexpected Change 

• Section M- SoE Attacking Risk Profile 
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ORGANIZATIONAL DESCRIPTION 

Name Description Owner User Service Provider Duration 

      

SECTION A (ACTIVITY B2) SoE ATTACKING RISK ISSUES 

No SoE Attacking Risk Issues Severity (How serious the issues?) 

1 Business activity interruptions  

2 Data or information theft (Financial Records)  

3 Information Leakage (Confidential data or reports)  

4 Intellectual Property (IP) Right  

5 Information Privacy (Personal or Organization)  

6 .................................................................  
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SAREP: SoE ATTACKING RISK IDENTIFICATION WORKSHEET 

SECTION B (ACTIVITY ) 

DIGITAL EVIDENCE AND RATIONALE 

No Digital Evidence Rationale (provide the reason of your selections) 

1 Business & Financial Records  

2 Client’s Profiles  

3 Archived Data/Information  

4 Policy & Procedures  

5 Legal & Contract Documents  

6 Database & Data Files  

7 System Documentation  

8 ............................................  

SECTION C (ACTIVITY ) 

DIGTIAL EVIDENCE, SOURCE OF POTENTIAL THREATS, VULNERABILITIES 
AND OUTCOMES 

Information Source of SoE attacking 

risk of threats 

Source of SoE 

attacking risk of 

vulnerabilities 

Outcomes 

Name of Digital Deliberate or Technology or Disclosure of  
Viewing 

Evidence   Accidental Human 

Actor (Internal or 

Human 

Process 

or of Sensitive 

Information 

or

 Modific

ation of 
   External) or System   Important or  

Sensitive 
   defects or Software 

defects or unavailable 

  Information

 

or 

Destruction 
or  loss  of 

   of Malicious Code-   important
 in
formation, 

   Virus, Worm, Trojan 

Horse, Backdoor, etc) 

  hardware, 

software etc 

or 

Interruption 

of access 
   or Other Problem   to
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important 

   (Power outages or 

Telecommunication 

Networking or ISP 

  information,

 

software 

application . 
   unavailable, etc)    

Business & Financial Records Deliberate 

Actor 

Human Technology Disclosure 

............................... ................................... ........................ ........................

............ 
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SAREP: SoE ATTACKING RISK IDENTIFICATION WORKSHEET 

SECTION D (ACTIVITY ) 

ORGANIZATION  DIGITAL EVIDENCE POTENTIAL SOURCE OF SoE ATTACKING 

RISK OF THREATS AND SoE ATTACKING RISK OF VULNERABILITIES AND 

OUTCOMES SCENARIO DIAGRAM 

 

Potential Source of  Source of Outcome 

Threats Vulnerabilities 

Technology 

 
 

 
DIGTIAL EVIDENCE 

Human 

 
 

 

 

 

Process 

SoE ATTACKING RISK AREAS OF CONCERN SCENARIO 

No SoE Attacking Risk Areas of Concern Scenarios (Please consider digital evidence, source 
of SoE attacking risk of threats, SoE attacking risk of vulnerabilities and outcomes) 

1 Disclosure of Business and Financial Record to unauthorized external user through 

deliberate action caused by internet or Computer Network Security Vulnerabilities 

2.  

............... of .......................... to unauthorized.................................................................... 

caused  by ........................................................................................................................... 

3.  

............... of .......................... to unauthorized.................................................................... 

caused  by ........................................................................................................................... 

4.  

............... of .......................... to unauthorized.................................................................... 

caused  by ........................................................................................................................... 

5.  

................................................................................................................................................... 

................................................................................................................................................... 
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SAREP: SoE ATTACKING RISK IDENTIFICATION WORKSHEET 

SECTION G (ACTIVITY ) 

SoE ATTACKING RISK OF VULNERABILITY PROFILE FOR DIGITAL EVIDENCE 

(HUMAN FACTOR PROBLEMS) 

Vulnerability Profiles 

Name 

Please consider how the vulnerability occur? who operate the vulnerability? 

vulnerability outcomes? 
Impact?) 

Digital Evidence (name of Digital Evidence) 

Nature of vulnerability  
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SAREP: SoE ATTACKING RISK IDENTIFICATION WORKSHEET 

SECTION G (ACTIVITY ) 
SoE ATTACKING RISK MANAGEMENT PRACTICES AND VULNERABILITIES FOR THE 
ORGANIZATION 

No Please consider to these questions 

1 which system(s) is most closely linked to the digital evidence? In which system(s) is the digital evidence 

stored and processed? 

2 Where outside the system of interest do digital evidence move? Backup system? Off-site storage? other? 

3 Based on the digital evidence, which system(s) would be the best target of a vulnerability actor acting 

deliberately? 

4 What are the natures of vulnerabilities? Technology? Human? Process? What are the key class of 

vulnerabilities components? 

5 Impact of the vulnerabilities to digital evidence? Impact to organization impact to services? Other? 
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SAREP: SoE ATTACKING RISK IDENTIFICATION WORKSHEET 

SECTION G (ACTIVITY ) 

RELEVANT KEY CLASS COMPONENT FOR SoE ATTACKING RISK OF VULNERABILITIES 

INFORMATION 
 

Source of SoE Attacking Risk of Vulnerabilities : Technology Vulnerabilities 

Key Classes of Component Rationale of Selection 

Software or Application System  

Hardware or Application 

System 

 

Telecommunication  

Source of SoE Attacking Risk of Vulnerabilities : Human 

Key Classes of Component Rationale of Selection 

Knowledge/Skills  

Culture  

Attitude  

Source of SoE Attacking Risk of Vulnerabilities : Process 

Key Classes of Component Rationale of Selection 

Policies and Procedures  

Guidelines  

Legal/law  

Information security Practices  

Source of SoE Attacking Risk of Vulnerabilities : Others 

Key Classes of Component Rationale of Selection 

................................................. 

................................................ 
 

................................................ 

................................................ 
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SAREP: SoE ATTACKING RISK IDENTIFICATION WORKSHEET 

SECTION I (ACTIVITY ) 
(SoE ATTACKING RISK OF MANAGEMENT DEFECTS PROFILES) 

Management Defects 
Profile Name 

Please consider how the Management Defects occur? What nature of defects? What 
caused the defects? Key caned by the defects?Impact?) 

Digital Evidence (name of digital evidence) 
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SAREP SoE ATTACKING RISK TREATMENT PLANNING WORKSHEET 

SECTION H (ACTIVITY ) 
SoE ATTACKING RISK TREATMENT PLAN WORKSHOP PREPARATION 

Strategic Practices Organizati
on 

Service 
Provider 

Protection 

Strategy 

Security of SoE Attacking Risk Treatment Plan and Training 

1. Maintain/improve the level of SoE Attacking Risk awareness training 

among staff 

2. Sufficient in-house expertise for all supported technology 

3. Initiative to improve staff’s technology exporting 

4. Ensure staff member understand their security roles and responsibility 

through training, seminar, examination 

5. Continues security SoE attacking risk awareness and training programs 

6. Organization Member understand their security roles and 

responsibilities 

  

Security Strategy for SoE attacking risk 

1. Incorporate security Consideration into organization’s business strategy 

2. Security strategy and policies take into consideration the business 

strategy 

and goal 
3. Well documented of the security strategy, goal and objectives 

4. Security Strategy related-document widely disseminate relevant staff in 

the organization 
5. Flexible Security Strategy to adopt unexpected changing environment 

  

Security of SoE Attacking Risk Management 

1. Make sure secure sufficient fund and resources to conduct information 

security activities for the prevention technique of SoE attacks 

2. Ensure the staff security roles and responsibility defined clearly 

3. Make sure consider the SoE Attacking Risk issues when hiring new 

staff? 

new service provider 

4. Design an effective ways how to manage SoE Attacking Risk 

5. Should minimize the communication gap between technology expertise 

and management regarding to security-related issue 

  

Security Policies and Regulations 

1. Ensure that organization has comprehensive set of documented, current 

security policies regarding SoE attacks 

2. Improve the way organization create, updates and communicates 

security 

policies 

3. Should have procedures to ensure their policies compliance with law 

and 

regulation affecting security 
4. Should consistently enforces their security policies 
5. Reliable and consistent of security policies and Regulation 

  



228 
 

Collaborative Security Management 

1. Should have policies and procedures to protect their information when 

working with external parties. 

2. Excellent initiative to protects digital evidence when working with 

external parties 

3. Monitor and verifies that external parties are taking appropriate steps to 

protect organization’s digital evidence. 
4. Mutual understanding about security of SoE attacking risk management 
and its scope 

  

Contingency Planning/Disaster Recovery 

1. Should have clearly defined Business Continuity Plan (BCP) 
2. BCP should be tested and reliable 
3. Make sure that DRP definition/tested BCP well documented and easy to 
access when required 

4. Should have clearly defines Date Recovery Plan (DRP) 

5. DRP should be tested, workable and reliable 
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SAREP SoE ATTACKING RISK TREATMENT PLANNING WORKSHEET 

SECTION I (ACTIVITY ) 

DEVELOP INTRGRATION PROTECTION STRATEGY WORKSHEET 

PROBABILITY EVALUATION CRITERIA WORKSHEET 

 

PROBABILITY VALUE 

 

FREQUENCY OF OCCORERENCE (SUBJECTIVE) 

 

High 

 

 

Medium 

 

 

Law 

 

SECTION J (ACTIVITY B19) 
DEVELOP INTREGRATED MITIGATION PLAN WORKSHEET 

Outcomes Probability Description Probability Measure 

Disclosure of Digital Evidence   

Modification of Digital 

Evidence 

  

Loss/destruction 

of a Digital Evidence 
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Interruption of Digital 

Evidence 

  

 

SAREP 

 SoE ATTACKING RISK TREATMENT PLANNING WORKSHEET 

SECTION K (ACTIVITY ) 

SoE ATTACKING RISK TRATMENT ACTION LIST 

Operational Practices Organizat
ion 

Servic
e 
Provid
er 

Protection 

Strategy 

Physical Security 

1. Education and training provided to maintain/improve physical 

security practices 

2. Sufficient policy and procedures for physical security needs 
4. Dedicated personnel responsible for physical security 

5. Every staff should responsible for physical security 
6. Relevant departments should involve with physical security 

7. Physical security requirement clearly understand by Information 

Security External Expert 

8. Physical security requirement verified 
9. Physical security plans and procedures for safeguarding the 

premises. building and any restricted areas are documented and 

tested 

10. Documented policies and procedures created for managing visitor 

11. Documented policies and procedures created for physical control 

of hardware and software 

12. Documented policies and procedures created for controlling physical 
access to work areas and hardware(computers, communication 
devices etc and software media 

13. Workstation and other components that allow access to sensitive 
information are physically safeguarded and to prevent 

unauthorized 

access 

14. Maintenance records are kept to document the repairs and 

modifications of facility’s physical components 

15.  As individual group’s actions with respect to all physically 

controlled media can be accounted for 
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Organizational Security 

1. Education and training provided to maintain improve physical 

security practices. 

2. Sufficient policy and procedures for Organizational Security  

4. Dedicated personnel responsible for Organizational Security 

5. Every staff should responsible for Organizational Security 
6. Relevant departments should involve with Organizational Security 
7. Organizational Security requirement clearly understand by 

Information Security External Expert 

8. Organizational Security requirement verified 

9. Audit and monitoring records are routinely examined for anomalies 
and corrective action is taken as needed 

10. There are documented and rested security plan (s) for safeguarding 

the system and networks 

11. Sensitive digital evidence is protected by secure storage (backups 

stored offsite, discard process for sensitive digital evidence) 

12. The integrity of installed software is regularly, verified 

13. All system are up to date with respect to revisions, patches, 

and recommendations in security advisories. 

14. There are documented and tested data backup plan for backups or 
both software and data. All staff understands their responsibilities 
under the backup plans. 

  

 

 

 

 

 

 

 

 

 

 

 

 

 






